
5-

WILLIAM A. MUNDELL
Chairman

JIM IRVIN
Commissioner

MARC SPITZER
Commissioner

i1\\\\\\\\\\\\\l\\\i\\\w ml
00001 08904

BEFORE THE ARIZONA CORPORATION COMMISSION

Arizona Csrpmrafiom Commission

DGCKETEQ

MAR 9 2802Q

L

IN THE MATTER OF DISSEMINATION OF
INDIVIDUAL CUSTOMER PROPRIETARY
NETWORK INFORMATION BY
TELECOMMUNICATIONS CARRIERS.

DOCKET NO. RT-00000J-02-0066

QWEST CORPORATION'S NOTICE OF FILING CPNI COMMENTS

Qwest Corporation ("Qwest") hereby respectfully submits the attached comments

in response to Ernest G. Johnson's Memorandum of February 15, 2002, soliciting

comments from interested parties on the Arizona Corporation Commission's

Qwest takes very seriously its obligations with respect to

customer information, as well as the concerns of the Commission and Qwest customers

with respect to that information. Qwest welcomes the opportunity for further discussion

of these issues with the Commission and all interested parties. In addition to these

attached comments, Qwest also incorporates by reference its previous letters to the

Commission and the Attorney General on CPN? and comments made at the Open

investigation into CPNI.

The following letters have been sent by Qwest to the Commission or to the Attorney General,
of which the Commissioners received copies: 1) Letter dated January 14, 2002 from James A.
Smith to Attorney General Janet Napolitano, 2) Letter dated January 14, 2002 to Chairman
Mundell, and Commissioners Irvin and Spitzer from Teresa Wahlert, and 3) Letter dated
February 6, 2002 to Chairman Mundell fromTeresa Wahlert.
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Meetings held on this issue.; Qwest also requests through its undersigned coLmsel to be

placed on the formal service list for this proceeding.

Respectfully submitted this 29th day of March, 2002.

/ I
By: " # -

Timothy Berg ; J
Theresa Dwyer
FENNEMORE CRAIG, P.C.
3003North Central, Suite 2600
Phoenix, Arizona 85012-2913
(602) 916-5421
(602)916-5999 (fax)

Roy Hoffinger
Wendy Moser
QWEST CORPORATION

ORIGINAL and 10 copies of the
foregoing hand-delivered for
filing this 29th day of March, 2002
to:

Docket Control
ARIZONA CORPORATION COMMISSION
1200 West Washington
Phoenix, Arizona 85007

ii ?

2 Open meetings on this issue were held on January 16, 2002 and January 28, 2002.
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Qwest's Response to Staff's Questions on February 15, 2002

Qwest respectfully submits these comments in response to the questions posed by Staff

on February 15, 2002 concerning customer information issues, Qwest takes very seriously its

obligations with respect to CPNI as well as the concerns of this Commission and Qwest's

customers with respect to that information. Even before there existed federal legislation in this

area, Qwest's tradition was to treat this information confidentially and to protect it from

unauthorized uses. Qwest welcomes the opportunity to meet with the Commission and other

interested parties and to discuss these issues further at the Commission's convenience

The following questions relate to the adoption of an Opt-In policy for use of CPNI as
opposed to an Opt-0ut policy

Does your company currently share CPNI with other affiliated entities

Yes, as permitted under federal law. Qwest may share CPNI with affiliated entities' as permitted
by 47 U.S.C. § 222(d), which allows carriers to use CPNI without additional customer approval
for the initiation, rendering, billing and collection for service, the protection of property, or the
provision of inbound telemarketing, referral, or administrative services with customer approval
for the duration of the call. CPNI may also be used without additional customer approval when
required by law. Id. at § 222(c)(I). Moreover, under the Federal Communications Commission
(FCC) CPNI rules, CPNI may be shared among affiliates under a "total service" approach. 47
C.F.R. §§ 642001, et seq. Under this approach, a carrier offering telecommunications services
may use CPNI associated with its provision of services to offer its customers
telecommunications services in the same category, and to offer related products and services
such as customer premises equipment (CPE) and information services. 47 C.F.R. § 64.2005
Coniers may also use CPNI to provide "services necessary to, or used in, the provision of
telecommunications service, including the publication of directories." See  47  U.S .C.  §
222(c)(l)(B). Additionally, if a customer purchases services from more than one of Qwest's
business units or companies, those businesses may share between or among themselves the CPNI
generated from that customer's purchases to offer additional services in either service category
In such instances, customer approval is inferred based on the customer's purchasing behavior
from each service category

47 C.F.R. § 64.2003(a) defines an "affiliate" as "an entity that directly or indirectly owns or
controls, is owned or controlled by, or is under common ownership or control with, another
entity." Some examples of Qwest affiliates that meet this definition are Dex, Qwest Wireless
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Does your company use au opt-in or opt-out policy for CPNI sharing

Qwest has used both. With respect to uses of CPNI, beyond those described above in La., Qwest
used both opt-in and opt-out notifications for CPNI use under prior federal Open Network
Architecture ("ONA") rules (see discussion below in response to Question 1(b)) and at least one
time since the passage of the Telecommunications Act of 1996 ("Act" or "1996 Act"). More
recently, Qwest adopted an opt-out process, which Qwest has suspended pending a ruling by the
FCC in its CPNI docket

When did you implement this policy

Qwest used an opt-out policy for businesses with less than 20 lines under the FCC's previous (no
longer existing) ONA CPNI rules. This practice was in effect from the time the ONA CPNI
mies were adopted through the promulgation of new rules by the FCC in 1997 under 47 U.S.C
§222. Since the passage of § 222 and the FCC's new CPNI rules, Qwest used an opt-in
notification once (from around August of 1998 to April 1999) and an opt-out notification once
(December,2001)

Please provide a copy of the notice that your company sent to its Arizona customers

Attached is a copy of the Qwest's (then U S WEST) opt-in notice, which was included on the
back of customer bills from August 1998 to April 1999. (Attachment 1) Also attached is a
copy of the December, 2001 opt-out bill insert. (Attachment 2)

If you have used an opt-out policy, please provide any data you may have regarding
the percentage of customers which opted out and identify the costs associated with
administering an opt-out policy

Qwest data is provided in Confidential Attachment3. Associated costs identified with CPNI in
Arizona are greater than approximately $800,000, and consist primarily of costs associated with
service representatives' processing labor and time, bill inserts, voice response development, and
system changes

b Prior to the Tenth Circuit Decision which vacated portions of the FCC rules,
your company share CPNI with other affiliated entities

did

Yes, CPNI was shared as permitted under the FCC's ONA CPNI rules prior to its adoption of
new CPNI mies under § 222. Those ONA rules allowed the use of CPNI across Qwest's
business operations to sell enhanced services and CPE. After the enactment of §222 and the
FCC's post-§222 rules (which the FCC held displaced its prior ONA CPNI rules), Qwest shared
CPNI with affiliates as described above in response to Question 1.a

Prior to the enactment of § 222, Qwest (then U S West) as a Bell Operating Company ("BOC")
was bound by the FCC's previous ONA CPNI rules. Those rules required that: (1) affirmative
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customer approval ("opt~in") be secured before using the CPNI of large businesses (defined as
customers with 20 lines or above) in the sale of enhanced services or CPE, and (2) an opt-out
approval mechanism be used with respect to business customers with less than 20 lines for CPNI
use in the same context. The FCC's rules allowed CPNT of residential customers to be used
without any expression of approval beyond that assumed from the carrier-customer relationship
The FCC found that most mass-market customers would not be concerned by the use of CPNI by
carriers in the context of communicating with customers about enhanced services or CPE. The
FCC's rules at the time contained separate requirements with respect to sharing CPNI with
cellular affiliate. Such sharing was restricted and conditioned on non-discrimination obligations
(i. e., if sharing occurred with the affiliate, CPNI sharing had to be available to other requesting
entities). See 47 C.F.R. § 22.903(t̀ )

Did your company use an opt-in policy as required by the FCC rules?

Yes. Under the no-longer effective ONA CPNI rules, Qwest used an opt-in policy for customers
with more than 20 lines. After the passage of § 222 and the FCC's rules, Qwest also used an opt
in CPNI approval process briefly during the 1998-99 timeframe. Based on a prior CPNI
affirmative approval trial (addressed in Attachment 4). Qwest neither anticipated nor received a
high volume of responses. (At Attachment 5, Qwest also provides a set of slides associated with
a follow-up conversation with the FCC regarding the significance of the reported numbers of
individuals consenting to the use of their CPNI and those opposing such use.)

Please provide any data you may have regarding the percentage of customers opting
in and the costs associated with administering an opt-in policy

Qwest's experiences with "opt in" are limited to its ONA CPNI experience, its trial, and its
limited 1998-99 attempts to secure affirmative approvals. Information about the ONA opt-in
approvals and the opt-in approval solicitation during 1998-99 is confidential information at
Attachment 6. As demonstrated by Attachments 4 and 5, costs associated with attempts to
secure affirmative approvals are beyond any rational cost/benefit analyses and would be
impossible for a business to recoup. Each attempt simply continues to escalate the "cost per
consent obtained." As an absolute matter, it is impossible regardless of the actual cost - to
spend enoughto secure affirmative approvals from a large base of customers. See Paul H Rubin
and Thomas M Lenard, Privacy and the Commercial Use of Information, Boston: The Progress
8.: Freedom Foundation arid Kluwer Academic Press, 2002, at 72 (referencing testimony
submitted to the Federal Trade Commission by a witness to the effect that when a default
approval mechanism was opt-in, 85 percent of consumers chose not to provide personally
identifiable information. In contrast, 95 percent chose to allow use of such information when the
default was opt-out. The authors conclude that requiring opt-in would dramatically reduce the
amount of information available to the commercial sector and would impose substantial costs on
consumers)
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Qwest hereby submits for inclusion in the record a recent report entitled "The Hidden Costs of
Privacy: The Potential Economic Impact of 'Opt-In' Data Privacy Laws in California," by Peter
A, Johnson and Robin Varghese, January 2002 as Attachment 7. Although this report was
confined to only certain businesses and a single state, it is indicative of the kinds of cost burdens
(particularly those associated with search costs and service inefficiencies) that would be realized
by businesses in other contexts should an opt-in requirement for use of customer information be
imposed

See also Fred H. Cate, Principles of Internet Privacy, 32 Conn. L, Rev. 877, 883 (2000)
("information on the characteristics of consumers has enabled producers and marketers to
line tune production schedules to the ever greater demands of our consuming public for diversity
and individuality of products and services [and is] essential to the thnctioning of an advanced
information based economy such as ours," quoting from Federal Reserve Board Chairman Alan
Greenspan)

Please identify any competitive concerns associated with the use of an opt-out versus
an opt-in policy. If there are competitive concerns associated with an opt-out policy
please identify them with specificity and describe how any adverse competitive
impacts would actually occur

Qwest can identify three competitive concerns. First, as set forth above, restrictions on the free
flow of information hinder the ability of carriers to compete through formulating and targeting
offers to particular consumers. Indeed

The courts have consistently recognized that capitalizing on informational
efficiencies such as those permitted by ... vertical integration is not the sort
of conduct that harms competition It is manifestly pro-competitive and
beneficial to consumers to allow a multi-product firm maximum freedom in
offering its competitive services to all of its customers

Second, to the extent restrictive regulations are applied to some carriers but not others, the
carriers subject to the restrictions will be placed at a competitive disadvantage relative to the
carriers who are not subject to the restrictions." Third, because customers may choose their

Brief of FCC at 49, in SBC Communications Inc. v. FCC 56 F.3d 1484 (D.C. Cir. 1995) (SBC
v. FCC) (Nos. 94-1637, 94-1639) (citing Catlin v. Washington Energy Co., 791 F.2d 1343 (9
Cir. 1986), which the FCC described as a case involving "a natural gas distribution monopolist
[that] used its residential gas customer list to target advertising of its new 'vent damper
products") Attachment 8,see also, SBC v. FCC 56 F.3d at 1495

AT&T has argued that "public benefits and legitimate efficiencies" result from this use of
sharing CPNI among affiliates, including the ability "to offer ... customers the ability to engage
in 'one-stop shopping' for their telecommunications needs." See AT&T's and McCaw's
Opposition to Petition for Reconsideration, at 2, File No. ENF-93-44, Attachment 9
AT&T/McCaw characterized arguments by carriers (including some BOCs other than Qwest)
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carriers based in part on competing carriers' CPNI policies, processes and procedures
competition between carriers may be affected by the choices these customers make with respect
to opt-in, or opt-out or other CPNT issues

Is the "implied consent" assumed by an opt-out policy consistent with the language
of Section 222 of the Federal Act?

Yes. As the statute itself provides, and as the FCC has held customer approval to use CPNI for
certain purposes is either presumed by § 222 (e.g., subsection (c)) or dispensed with altogether
(e.g., subsection (d)). An opt-out CPNI approval mechanism actually goes one step further in
providing notice of a canter's anticipated CPNI sharing practices and extending to individuals
the ability to reject the proposals. In such circumstance, a failure to act in opposition to the
projected uses may be deemed to confer consent, and as confirmed by the Tenth Circuit, is the
only constitutional means by which the government may mandate the obtaining of consent. See
US WEST, Inc. v. FCC, 182 F. ad 1224 (10'" Cir.1999) ( "US WEST"). The failure to act most
likely reflects either a general position of comfort or one of unconcern. It might also represent
inertia born out of the fact that the proposal is simply not important to the person reviewing it
See Attachment 10 (letter of Kathryn Marie Krause to FCC dated December 2,1996 concerning
the role and scope of implied consent). But in all events, "implied consent" is sufficient
customer approval under § 222, as such consent

who sought to ban such sharing as "naked protectionist pleas to prevent competition for the
business of their existing customers." AT&T asserted that arguments seeking to ban its CPNI
sharing were "astonishing claims that [carriers] should be immunized from competition that
benefits consumers." Id. at 6. AT&T continued

[C]ourts have uniformly held that it is pro~competitive and beneficial for
consumers for multi-product firms to offer each of their competitive products to
each of their customers - and restrictions on the ability of integrated firms to do
so are anticompetitive

The FCC agreed with AT&T, as did the D.C. Circuit Court of Appeals. The Court of Appeals
characterized the argument opposing CPNI sharing as follows

[The argument is] not that the Commission's decision -.. here, its refusal to impose
the [ban on CPNI sharing] -- will hurt competition or otherwise adversely affect
the public interest, but instead that it will hurt [the opponent of the FCC's
position] by increasing the sting of competition it will face from the , .. company
[using the CPNI]. We agree with the Commission that AT&T/McCaw's
ability to market its services directly to the customers of other carriers [using
CPNI] ... should lead to lower prices and improved service offerings

SEC v. FCC. 56 F.3d 1484. 1494-95
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inheres where a person's behavior manifests acquiescence or a comparable
voluntary diminution of his or her otherwise protected rights... [I]mp1ied consent
is not constructive consent [but, rather] "consent in fact" which is inferred "from
surrounding circumstances["] ... [I]mplied consent -- or the absence of it --
be deduced from "the circumstances prevailing" in a given situation.

may

Griggs-Ryan v. Smith, 904 F.2d 112, 116-17 (IS Cir. 1990) (citations omitted).

Implied consent through opt-out notifications is utilized in other federal statutory structures
where the information being shared or disclosed is more sensitive than CPNI. For example, opt-
out communications are utilized under theGrams-Leach-Eliley (GLB) law. They are used with
respect to sharing of viewing category information under the Video Privacy Act. 18 U.S.C.
§27l0(b)(2)(d), And limited customer information about cable subscribers can be made
available to others if an opportunity to opt-out is extended. See Qwest Opening Brief at FCC,
Attachment ll, pointing out the similarity of stnlcture and language between the Cable Privacy
Act and §222(c).

Please identify any harms associated with "implied consent" for release of
individually identifiable CPNI collected by telecommunications carriers.

There are no material harms associated with allowing CPNI sharing among affiliated entities
under an implied consent approval regime. There is little, if any, demonstrableharm associated
with disclosure of CPNI to third parties under the circumstances that typically attend its
disclosure (e.g,, contractor or agency relationships, joint marketing agreements, sales of portions
of businesses, appropriate contractual restrictions, etc.)

e. Do you agree with the Tenth Circuit's lending that communications between
telecommunications carriers and their affiliates, divisions and employees constitute
"commercial speech" for First Amendment purposes?

Yes. See Qwest's Reply Brief in the Tenth Circuit case:

[T]he [FCC's opt-in] CPNI rules have a prohibitive effect on CaPrI-related
communications within a telecommunications carrier, and within the canter's
corporate family: employees in different divisions, affiliates, and personnel
within the same carrier will not be able to engage in related speech about certain
customers because prior affirmative consents will, in the vast majority of cases, be
difficult or impossible to obtain. For example, Mary Sue in the landline division
is prohibited from talking to Linda May in the wireless division about customer
John Jones and his possible interest in receiving information.

J

J

Attachment 12, Reply Brief at 4. The fact that sharing of CPNI may occur through an electronic
communication rather than through an employee's mouth is of no legal consequence. The
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communication is protected speech.4 A ban on such communication, resulting from an
individual's failure to affirmatively approve it, obviously impacts such speech. See also Solveig
Singleton, cited by U S West in its Opening Brief to the Tenth Circuit, Attachment 11. ("The
view that information such as the purchaser's name, address, and buying habits should not be
recorded and transferred without his consent conflicts with the general rule that facts and ideas,
including our names and addresses, remain free for all to collect and exchange. Attempts to
restrict the transfer of information thus run headlong into our rights to free speecll.")

f. Does a consumer's privacy interest in CPNI rise to a level such that there is a
substantial state interest in its protection?

As the Tenth Circuit Court of Appeals stated, "[t]he breadth of the concept of privacy requires
[courts] to pay particular attention to attempts by the government to assert privacy as
substantial state interest." U S WEST, 182 F. ad at 1234.

a

Privacy interests must always be balanced against other interests, including free speech rights,
because privacy protection "imposes real costs on society." Id at 1235, n.7, citing to Fred H.
Cate, Privacy in the Information Age 19-30 (1997). Among these costs are the "withholding of
relevant true information" and the

interner[ence] with the collection, organization, and storage of information which
can assist businesses in making rapid, informed decisions and efficiently
marketing their products or services. In this sense, privacy [protection] may lead
to reduced productivity and higher prices for ... products or services.

Id.

The Tenth Circuit identified a substantial state interest in protecting people from
the disclosure of sensitive and potentially embarrassing personal information.

Early in its opinion, the court stated that "Given the sensitive nature of some CPNI, such as
when, where, and to whom a customer places calls," Congress afforded CPNI the highest level of
privacy protection under § 222." U S WEST, 182 F. ad at 1229, n. l. The court was comparing
§ 222(c) with other subsections of § 222, such as the provisions dealing with aggregated

4 See also United Reporting Company v. Los Angles Police Dept., 146 F.3d 1133 (9'" Cir. 1998), rev'a'sub nom Los
Angeles Police Dept, v. United Reporting Company, 528 U.S. 32 (1999). The Ninth Circuit decision reflects
questions about whether speech not directly incorporated into commercial solicitations is commercial speech or
some higher form of speech. 146 F.3d at 1136-37. However, the Court proceeded to analyze the case under a
commercial speech standard. While the Ninth Circuit found that there was a substantial government interest in
withholding the names and addresses of arrestees from commercial solicitors, it also held that the challenged statute
failed to advance that government interest in a direct and material manner (id. at 1139-40). The Supreme Court
reversed the Ninth circuit on the grounds that the government, as the entity in possession of the arrestee information,
could determine to whom and under what circumstances the information should be disclosed, It did not address the
matter of 0ovenmrent interference with speech between private entities based on information lawfully in the
possession of one of those entities.
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information. The Court was commenting on the fact that, in the former case, customer
"approval" was necessary before a canter could use CPM; whereas with respect to aggregate
information, no such "high[ ] level of privacy protection" was provided for in the statute. Nor
was such protection required in the case of subscriber list information (SLI), as the Court
observed. By describing this legislative framework, the Tenth Circuit was not validating a
substantial state interest in protecting people from disclosure of such information, particularly
not if the disclosure were pursuant to customer approval. Qwest also respectfully directs the
Commission's attention to the following statement of the Tenth Circuit Court:

In the context of a speech restriction imposed to protect privacy by keeping
certain information confidential, the government must show that the
dissemination of the information desired to be kept private would inflict specific
and significant harm on individuals, such as undue embarrassment or ridicule,
intimidation or harassment or misappropriation of sensitive personal information
for the purposes of assuming anothe1°'s identity.

US WEST: 182 F. ad at 1235.

Assuming that protecting sensitive information were a substantial government interest, the
government regulation will fail nonetheless to sustain scrutiny unless it materially and directly
advances that interest. The Tenth Circuit found that an opt-in CPNI approval regime failed this
requirement because "[w]hi1e protecting against disclosure of sensitive and potentially
embarrassing personal information may be important in the abstract, [it had] no indication of
how it may occur in reality with respect to CPNI." U S WEST, 182 F. ad at 1237.

Please identify any other substantial state interests involved?

In its decision invalidating the FCC's opt-in requirement, the Tenth Circuit rejected the FCC's
suggestion at oral argument that there existed a government interest in protecting people from
telemarketing that could appropriately be accomplished through restrictive CPNI rules.

Even if protecting persons from "privacy invasions" associated with marketing contacts
amounted to a "substantial" state interest, the government has already provided a remedy to
alleviate any privacy hand associated with the telemarketing activity. Federal law requires the
establishment and maintenance of Do Not Call Lists. See 47 U.S.C. § 227 and 47 C.F.R.
§ 64.1200. Qwest's Arizona tariffs further provide that Qwest make available to its a residential
customers a "no solicitation" listing at an approved monthly rate. See Qwest's Exchange and
Network Services Price Cap Tariff, Section 5.7. l.K. Under this tariff, customers may choose to
have a symbol displayed in the white pages directory, which alerts callers that the listed
customer does not wish to received telephone calls or mail designed for solicitation purposes.
Id.
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g. Does the Fact that the Arizona constitutional right to privacy has been interpreted
more broadly than the Federal Constitution support the adoption of an opt-in policy
in Arizona?

No. As a preliminary matter, the Arizona constitutional right to privacy has only "been
interpreted more broadly than the Federal Constitution" in the context of search and seizure
cases. More fundamentally, Arizona courts have consistently found that this constitutional
provision applies only to intrusions by the government or where there is state action. The right
may not be asserted as against or between private parties. See Hart v. Seven Resorts, Inc., 190
Ariz. 272, 947 P.2d 846 (App. 1997). Finally, state laws, whether in the form of a statute or state
constitution are preempted by the FCC's regulations in this area. As the FCC stated in a portion
of its CPNI Order (at 1120), that was not challenged on appeal:

State rules that likely would be vulnerable to preemption would include ... state
regulations that sought to impose more limitations on coniers' [CPNI] use. This
is so because ... state rules that sought to impose more restrictive regulations
would seem to conflict with Congress' goal to promote competition through the
use or dissemination of CPNI or other customer information ... [T]he balance
would seemingly be upset and such state regulation thus could negate the
Commission's lawful authority over interstate communication and stand as an
obstacle to the accomplishment and execution of the full purposes and objectives
of Congress.

h. Is an opt-out policy sufficient to protect the substantial state interests involved in
protecting people from the disclosure of sensitive and potentially embarrassing
personal information?

Qwest believes that an opt-out policy is sufficient to address any consumer privacy interests
involving customer information. This is particularly true in light of the fact that additional
judicial and regulatory mechanisms are available to protect individuals from any actual carrier
misuse of CPNI.

First, Arizona recognizes various independent causes of action for interference with privacy, as
set forth in the Restatement of Torts and Prosser. See Godbehere v. Phoenix Newspapers, Inc.,
162 Ariz. 335, 783 P.2d 781 (1989). Under Section 652D of the Restatement Second, a cause of
action exists for giving unreasonable publicity to another's private life. This remedy allows
private parties to protect their own interests through access to the courts. Second, unlike many
businesses, customers believing carriers have engaged in unreasonable practices may utilize easy
and extensive complaint and alternative dispute resolution processes through both formal and
informal methods at the Commission. See A.R.S. §§ 40-241 through -250, and A.A,C.
R14-2-510, R14-3-101 through -112,

Finally, not only is an opt-out CPN] approval regime consonant with the First Amendment (as
less restrictive than an opt-in model), but it is supported by additional less restrictive
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"mechanisms" that also act to promote the protection of individuals' privacy interests. Rather
than stopping the flow of information (i.e., CPNI transfers), Do Not Call lists control the
downstream marketing communications by curbing such speech to diesel specific persons who
decline to receive it,

i. How would an opt-in policy alleviate concerns identified with the release of
individually identifiable CPNI?

Qwest respectfully submits that an opt-in requirement is unnecessary as a policy matter and
prohibited by the First Amendment as a legal matter.

Is an opt-in policy sufficiently narrowly tailored to overcome any First Amendment
concerns or should the Commission consider a more flexible opt-in policy?

Even with respect to specific types of information (e.g., call detail) or specific speech contexts
(e.g., sharing with unaffiliated third parties), the government may not restrict speech more than is
necessary to accomplish a legitimate governmental objective. An opt-in policy fails to meet this
requirement, because the interest in privacy can be protected through an opt-out policy. (Of
course, a business on its own initiative is always free to curtail its own conduct by not sharing
certain types of information or not sharing information in certain contexts, Qwest has done
precisely that for years, operating in a fashion that protects the confidentiality of information
about its customers and refusing to provide CPNI to unaffiliated parties for their own marketing
uses.)

j. Does your company disclose CPN] to any non-affiliated companies? Under what
circumstances would you release CPNI to a non-affiliated company"

Yes, in limited circumstances and with appropriate protections for the confidentiality of the
infonnation. See Attachment 13.5 Qwest has also filed comments with the FCC stating that
there are situations in which sharing CPNI with an unaffiliated entity would be appropriate (e.g.,
a sale of part of Qwest's business, a jointly marketed product or opportunity).

k. Please comment on Arizona Revised Statutes Section 40-202(C)(5) and the
importance of it with regard to any rules that the Commission adopts.

The statute authorizes the ACC to adopt rules that would provide that notwithstanding any other
law, customer information, account information and related proprietary information are

5 Attachment 13 is Qwest's response to the Arizona Attorney General (February 7, 2002, page
1). Qwest there advises that it "does not and will not disclose CPM to telemarketers or other
third parties for their own independent use. Qwest does hire marketing firms to sell Qwest
products and services when it makes sound business sense to contract the function out ...
Qwest's use of CPNI in these instances (through its agents) comports with applicable law
regarding the use of CPNI."
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confidential unless specifically waived by the customer in writing." A.R.S. § 40-202. The
application and interpretation of the statute are, like any other statutes, subj act to the Arizona and
Federal Constitutions, and federal laws and rules.

1. Would an opt-in policy result in additional benefits to consumers relative to an
opt-out policy? Explain in detail why or why not.

Most consumers are "pragmatists," weighing the benefits to them from the fair use of
information with the use itsel£6 For the most part, these consumers are inclined to allow
information use, especially within the relationship that gave rise to the information.

Attached to this filing for inclusion in the record is a survey conducted by Dr. Alan Westin,
Public Attitudes Toward Local Telephone Company Use of CPNI: Report of a National Opinion
Survey Conducted November 14-17, 1996, by Opinion Research Corporation, Princeton, NJ.
and Prof. Alan F. Westin, Columbia University, sponsored by Pacific Telesis Group.
(Attachment 14, Westin Survey.) (Dr. Westin's credentials are outlined as an attachment to the
Survey documents as "Privacy Activities of Professor Alan F. Westin, Columbia University."
Notable among his achievements is his long-standing tenure in the area of privacy and
information policy as witnessed by his award winning book,Privacy and Freedom in I967.) The
survey provides demonstrable evidence that:

4 Despite a generalized concern over privacy issues, a large majority of the
public believes it is acceptable for businesses, and in particular local
telephone companies, to communicate with their own customers to offer
them additional services,7 especially if those not wishing such
communications are provided with an opt-out opportunity,8

6 See Letter from Privacy & Legislative Associates (Dr, Alan Westin and Robert Belair) to the
FCC, dated January 23,1997, at 2, note 2 ("Privacy & Legislative Associates Letter"),
Attachment 15. The population can be fairly characterizedas comprised of "privacy
unconcerned" (about l6%), "privacy fundamentalists" (about 24%) and "privacy pragmatists"
(approximately 60%) "Privacy pragmatists" generally tend to favor the benefits extended to
them by the free flow of information, but are swift to react when they think that information
policies or uses are unfair. See also "Hidden Costs"at 7 note l, referencing Michael Turner and
Robin Varghese,Understanding the Privacy Debate. New York: ISEC 2001 and stating that
"Turner and Varghese suggest there may be a large discrepancy between those who have privacy
concerns based on 'fundamental' principles and those who are concerned about privacy for
pragmatic reasons. Among the latter, a significant portion of privacy pragmatists may include
those who express a desire to control access to personal data but are not willing to invest the time
or energy to ensure compliance."

7 Westin Survey, Question 7 (businesses generally), Question 9 (local telephone companies),
Analysis at Item7.
s Id., Question 8 (businesses generally), Question 12 (local telephone companies), Analysis at
Item 8.
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9 In particular, a large public majority believes that it is acceptable for local
telephone companies to communicate with their customers using CPNI
data.9 "Majorities in favor of local telephone company use of customer
infonnation for marketing were registered for all the demographic
subgroups that make up the general public: young, middle-aged, and older
persons, lowest to highest incomes, black, white, and Hispanic, male and
female, lowest to highest education, conservative, moderate, and liberal
political philosophy; urban, suburban, and meal community dwellers, and
by Northeast, North Central, South, and West regions."'° The availability
of an opt-out procedure brings initial approvals of local telephone
company use of CPNI from the two-out-of-three respondent level up to the
80% range of public approvaLll

4 Individuals understand "notice and opt-out" procedures, and many have
used them in one context or another.12

4 Hispanics, African-Americans, women, young adults (18-24 years of age),
persons who have used an opt-out previously, and persons who order
many additional telephone services, all have an higher-than-average level
of interest in receiving information about new services from
telecommunications carriers, 13

Since the universe of "privacy constituents" contains a large segment of consumers with
pragmatic approaches to privacy issues and protections it is a burden on consumers to drive
privacy and information policy to the demands of those most concerned, ignoring the vast
majority of the population who have little concerns when information is used fairly and along
expected or anticipated lines. This is true with respect to CPNI use, as well, since it is
reasonable to assume that those most concerned with privacy are those most vigilant to protect
their own personal privacy.

9 Id., Questions 10-11.
10 Id., Analysis at Item 10, p. 9.
11 Id., Questions 11-12, Analysis at Items 8-10, pp. 8-10.
1214, Question 5 (familiarity with notice-and-opt-out), Question 6 (actual use of notice-and-opt-
out), Analysis at 9-10 ("The CPNI survey found the respondents who have used opt outs in other
business settings are willing to change their position from initial disapproval to positive views of
customer-records-based communications by local telephone companies when" follow-up
questions are asked).
13Id., Questions 9-11, Analysis at 9.
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m. Is the CPNI data collected by telecommunications companies different from the
personal data collected by companies in other industries (e.g., banks)?

As Qwest stated in its Opening Brief to the Tenth Circuit:

To telecommunications carriers, including local exchange, long distance, and
wireless carriers, CPNI is comparable to the information that credit card
companies, grocery stores, mail-order catalogs, banks, Internet service providers,
and many other firms maintain about their customers' purchasing and usage
characteristics, as part of their routine business operations.

Attachment 11 at page 3. Among those types of information, CPNI is less sensitive than much
of it. See Attachment 15, Privacy & Legislative Associates Letter at 2-8. The letter states:

CPNI is not as sensitive as other personally identifiable information such as
medical record information, financial and credit record information, insurance
information, employment perfonnance infonnation and other categories of
personal information which provide insight into an individual's performance or
condition or provide information regarding sensitive personal relationships.

Id. at 3. It continues:

In calculating the sensitivity of categories of personal information, it is important
and customary to evaluate the relational interest in which the information is
created and used, including the extent to which there is an existing relationship
between the individual about whom information is collected and the information
collector, the degree of trust between the individual about whom information is
collected and the information collector, and the extent to which there is an
expectation that the information will be kept confidential.

Id. at 6. The letter concludes that the relationship between carrier and customer does not rise to
the level of as critical "privacy sensitivity" as does, for example, the relationship between doctor
and patient. Id. at 18.

If so, do those differences provide support for an opt-in policy as opposed to an
opt-out policy? Explain in detail why or why not.

Given that financial data is more sensitive than CPNI and such data can be shared pursuant to an
opt-out regime, CPNI sharing and releases should not be burdened by a more onerous approval
process. For example, under the GL8, a financial institution generally may not disclose non-
public personal information to non-afriliated entities about its customers and/or consumers (two
different categories of constituents), unless it has provided notice and, as appropriate, extended
an opportunity to opt-out. Although financial institutions are required to provide notice in order
to share nonpublic personal information with companies with whom they have joint marketing
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agreements, they are not required to extend an opt-out option provided that the use of such
nonpublic personal information by the joint marketing partner is confined by contract to the joint
marketing activity.

11. Would an opt-in policy result in any additional costs to telecommunications
providers relative to an opt-out policy? Explain in detail what the source of the
additional costs would be, if any.

Yes. An opt-in policy would result in insurmountable (and unwarranted) costs for carriers
seeking affinnative CPNI approvals. See response to Question Lb, supra. It is clear that due to
inertia no amount of expense would be enough to secure affirmative approvals in sufficient
numbers to allow a carrier to make practical or effective use of information to formulate and
market offers designed to meet customers' individual needs.

Additionally, the information presented in this filing regarding expenses associated with an opt-
out regime may be understated because they represent an educated but not in-depth analysis of
such costs.

0. What is the difference in customer response likely to be if an opt-in policy is used
instead of an opt-out policy? Explain in detail the basis for your answer, citing any
studies that support it.

Essentially an opt-in CPNI approval policymeans that CPN] approvals will not be secured from
a large enough number of customers for a can'ier to be able to use CPNI in its commercial
marketing efforts. An opt-out approval mechanism does not create that kind of barrier to speech.
See response to Question 1.aand l.b supra.

p. Would an opt-in policy create any logistical or administrative problems for
telecommunications companies relative to an opt-out policy? Explain in detail the
basis for your answer.

See response to Question1 supra.

2. The following questions relate to the content and format of the notice
telecommunications companies provide to their customers regarding CPNI:

a. Do the issues regarding such notice change substantially if an opt-in policy is used
instead of an opt-out policy? Please explain in detail.

Qwest agrees that opt-out notices should be clear and conspicuous The FCC Isles include
requirements for opt-out notices that are sufficient. 47 C.F.R. § 64.2007(f).
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Should notice be provided in multiple languages? If so, what languages should the
notice be provided in

It is in the interest of carriers to consider the demographic make-up of a can"ier's customer base
in determining the languages associated with the communication any CPNI notice. For example
Qwest provided its December 2001 opt-out notice in both English and Spanish

Should rules be adopted to regulate the form that such notice should take, e.g
should the notice be required to be on a separate page, should a specific font size be
required, etc.? If so, what should the requirements of such a rule be? Please
explain and support your answer in detail

No. The Commission should not adopt rules concerning the form of the CPNI opt-out notice
Carriers should be free to craft notices as they deem appropriate for their customer base. The
federal rule outlining elements that ah required for a CPNI notification have sufficient
safeguards to protect consumers. See response to Question 2.a

Should rules be adopted to regulate the content of such notice? If so what should be
required? Please explain and support your answer in detail

No. The Commission should not adopt rules regarding the content of CPNI opt-out Notices
The government is not free to dictate the contents of a carrier's communications with its
customers. Any governmental insinuation regarding the text of the communication must pass
constitutional muster as outlined in U S WEST. That standard is stringent. Qwest does not
believe the ACC could meet such baden

Should rules be adopted that standardize the title and labeling of such notice? If so
what should be required? Please explain and support your answer in detail

No. See response to Question2.d,above

Is the CPNI data collected by telecommunications companies different from the
personal data collected by companies in other industries (e.g., banks)? If so, do
those differences provide support for imposing different noticing requirements for
telecommunications companies than those faced by companies in other industries?
Explain in detail why or why not.

CPNI is less sensitive than much of the information collected by other industries. See response
to Question l.m, above. Even information associated with retail purchasing can prove
embarrassing if the person associated with the information was engaging in activity that deviated
firm the "norm



CPNI Comments to ACC
March 29, 2002
Page 16

3. The following questions relate to how often telecommunications companies should
be required to provide notice of CPN] issues:

a. For existing customers how often should telecommunications companies send notice
of their CPNI policies if an opt-in system is used? If an opt-out system is used?
Please explain your answer in detail.

Notices should be sent out only once to a can°ier's existing customer base and once to persons
who subsequently become new customers. Valuable resources are consumed in sending out
periodic notices (not the least of which is paper). So long as a CPNI notice can be secured by an
individual upon request after the initial CPNI notice has been sent out, and so long as a
customers have easy access to the Company's policies on use of information, customer privacy
concerns are adequately addressed.

b. For new customers when should telecommunications companies send notice of their
CPNI policies if an opt-in system is used? If an opt-out system is used? Please
explain your answer in detail.

CPNI notices would most likely become a part of carrier's welcome packages (providing
service and customer care information) to new customers. III a customer signs up for services
on-line, there may be an on-line CPNI notice for such customers.

c. For customers that are terminating service with a given company is any notice of
CPNI policies necessary if an opt-in system is used? If an opt-out system is used? If
so, explain in detail what is necessary and why it is necessary.

So long as carriers advise their existing customers about how the carrier might use CPNI if or
when a customer that terminates service with the Cartier (for example, including information in
the CPNI notice about using CPNI for finback purposes or including the information in the
carrier's database for product design or development activities in the future), no further notice to
customers is necessary. And see response to Question 4.a.,below.

4. The following questions relate to the responsibilities telecommunications companies
should have for CPNI data of former customers:

a. If a customer terminates service with a given company should the company be
obliged to destroy that customers CPNI data? Explain in detail why or why not.

CPNI should be handled according to a canter's record keeping, archiving and destruction
systems that are crafted to handle all kinds of data, including confidential data. No "special"
rules should be set up for CPNI. Carriers should be permitted to use CPNI to design and market
offers to remaining or prospective customers, including customers who at the time of such use
do not subscribe to the carrier's services.
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b. If a customer terminates service with a given company should the company be
permitted to use that customers CPNI data to market to that customer? That is,
should companies be permitted to use CPNI data in win-back efforts? Explain in
detail why or why not.

Yes, CPNI can be used in win-back efforts with former customers. Camlets may market services
from categories out of which these ex-customers originally purchased before they terminated
such service. The FCC's rules expressly permit such use. 47 C.F.R. § 64.2005(b)(1) and the
Commission is not authorized to reach a contrary conclusion.

c. If a customer terminates service with a given company should the company be
permitted to use that customers CPNI data for any purpose? Explain in detail what
should and should not be allowed and why?

A carrier should still be permitted to use CPNI associated with its former customers for
aggregating, modeling, prediction, etc. -- all activities associated with database marketing
activities. See responses to Questions 3.0 and 4.a. Additionally, CPNI should also remain
available to the carrier for § 222(d) purposes and other purposes by law.

5. The following questions relate to the verification telecommunications companies
provide to their customers that have opted - in or opted - out'

a. If an opt-out system is used, should companies be required to provide notice to their
customers that they have successfully opted-out? Should companies be required to
provide notice to their customers that they have not chosen to opt-out? Explain in
detail why or why not.

Carriers should not be required to verify or confirm customer CPNI approval decisions.
Although coniers might volunteer to do such confirmations (as Qwest did earlier this year), the
government should not impose such verifications, particularly in the absence of any meaningful
cost/benefit analysis.

As a preliminary matter, Qwest believes that the costs of verification would not be trivial and
would lack any overall "public interest" benefit. The "harm" to an individual if CPNI is
"accidentally" or "inappropriately" used is that the person may be approached via a marketing
contact. The "cost" associated with verifying/noticing thousands of individuals to prevent this
limited, personal "harm" is unwarranted. Conversely, the Commission should only require
carriers to verify/confirm customer choices if an individual agrees to bear the cost of the
verification or notification.

b. If an opt-in system is used, should companies be required to provide notice to their
customers that they have successfully opted-in? Should companies be required to
(or allowed to) provide notice to their customers that they have not chosen to opt-in?
Explain in detail why or why not.
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No. See response to Question 5.a, above.

c. For either an opt-in or opt-out system, should rules be adopted to govern the form
of verification notices? If so, what should be required? For example, should
verification be required to be in writing or telephonic verification acceptable?
Explain and justify your answers in detail.

Qwest does not support a verification requirement. See response to Question 5.a. Should
verification nevertheless be mandated, carriers should be permitted to chose the method. For
any particular customer, this may be through e-mail, telephone verification, or written
communication. Qwest used all these methods with respect to the verification efforts it
voluntarily undertook with respect to actions taken regarding the December 2001 bill insert.

d. For either an opt-in or opt-out system, should rules be adopted to govern the
content of verification notices? If so, what should be required? Explain and justify
your answers in detail.

No. See response to Question 5(c).

6. What obligations should telecommunications companies have regarding CPNI data
for customers who have opted-out (or not opted-in)"

CPNI safeguards are already in place, Under the FCC's safeguard rules, 47 C.F.R. § 642009,
carriers have obligations with respect to training their employees on how CPNI can/cannot be
used. This would also require training on what a customer did/did not choose with respect to
CPNI. Can-iers are also required to have supervisory overview of employees' activities with
respect to CPNI, including marketing campaigns, and officers are expected to make certifications
regarding CPNI rule compliance. These safeguards are quite sufficient to safeguard CPNI data
whether a customer has expressed approval for CPNI use through either an opt-out or an opt-in
method.

7. The following questions relate to the sharing of CPNI data with affiliates or non-
affiliates:

a. Should there be restrictions placed on the entities that telecommunications
companies can share CPNI data with?

No. As a general matter, there should be no restrictions on CPNI access, use, and disclosure
beyond those found in § 222, and rules similar to those enacted by the FCC.
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For example, should companies be permitted to sell CPNI data to outside entities or
should the sharing of CPN] data be limited to affiliates?

Certainly, sharing CPNI with affiliates should be permitted with customer approval
unencumbered by any additional government interference. Even with respect to unaffiliated
entities, to the extent the carrier discloses CPN] in situations that are not extraordinary (such as
when it provides CPNI to agents or contractors with appropriate contractual provisions on
protection of data and restrictions on use) or where carriers can demonstrate their actions fall
within a § 222(d) exception, are required by law, or are supported by customer approval
disclosure should not be prohibited

Does 47 U.S.C. Section 222 permit CPNI sharing with non-affiliates under any
circumstances? Provide detailed justification for your answer

See response to Question 7(a) above. 47 U.S.C. §222(d) includes certain exceptions that Qwest
believes would support limited CPNI disclosure to non-affiliated entities. Such disclosure would
also be permitted if required by law or if supported by customer approval. Id. at 2.22(c)

If telecommunications companies profit from the sale of CPNI data should there be
a requirement that they share those profits with the customers who have opted-in or
not opted-out? For example, should such customers receive discounts

No. In terms of traditional notions of "ownership," CPNI belongs to the carrier, not to the
customer." The fact that CPNI pertains to the purchasing characteristics of customers does not
give those customers a property interest in the information. Personal data like telephone
numbers, addresses, social security numbers, and medical history -- let alone records of
purchases and economic transactions -- are almost always owned by someone else: the Post
Office, the government, a bank, or physician or hospital. A surveillance camera outside a bank
or department store may capture the image of persons entering or leaving the establishment
without their permission. The resulting footage belongs to the bank or the store, not to die
customers, even though their images are depicted in it. In the same way

[a] data processor exercises property rights in his data because of his investment
in collecting and aggregating them with other useful data. It is the often
substantial investment that is necessary to make data accessible and useful, as
well as the data's content, that the law protects

Fred H. Cate,Privacy in the Information Age 74 (1997)

If a third party were to break into a carrier's computers and steal CPNI, it would be the carrier
(and not individual subscribers) who would have a cause of action for theft or conversion
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c. Should there be any restrictions on how CPNI data is used by affiliates of
telecommunications companies" If so, what are they and how could such
requirements be enforced? Justify your answer in detail.

Qwest respectfully refers the ACC to its responses above.

d. Should there be any restrictions on how CPNI data is used by non-affiliates of
telecommunications companies? If so, what are they and how could such
requirements be enforced? Justify your answer in detail.

Under federal law, can'iers are prohibited from making CPNI available to unaffiliated third
parties for their own independent use, absent a written request from a customer under § 222(c)(2)
or customer approval. No additional government restrictions are necessary regarding how CPNI
is used by non-affiliates of carriers for the same reasons as outlined throughout these comments.

8. Besides an all-inclusive opt-out or opt-in policy, is there merit to a partial opt-in
policy? That is, is there merit to requiring an opt-in policy for some categories of
customers but allowing an opt-out policy for other categories? Explain in detail why.

The market, rather than the government, should decide which approval process should be used
for CPNI.

PHX/]2862593/67817.289
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Qwest's Comments Re: CPNI
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ATTACHMENT 1

Scripting on the bill envelope:

Important news about your telephone account information.

At U S WEST customer privacy has always been a priority and we
want to assure you that your telephone account information, such
as calling and billing records, the number of lines and features
you have and how you use them, is protected. We use this
information to provide your service, as well as to introduce new
products and services that are tailored to your needs.

Recent changes in government regulations require that we obtain
your approval to use your telephone account information within U S
WEST for certain purposes. With your approval, we will use this
infonnation only within the U S WEST companies, such as our
wireless, long distance, telephone equipment, and voice mail
divisions. We will not share this information outside off S WEST
without your authorization.

Your approval will remain in effect unless you decide to change
it, which may be done at anytime by just calling us. The choice
you make will not affect the quality of your service and will have
no impact on the products and services to which you currently
subscribe.

If you haven't give your approval, please call us at 1-800-CALLUSW
(1-800-225-5879).
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ATTACHMENT 3

CONFIDENTIAL AND PROPRIETARY
(REDACTED VERSION)
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Mr. William F. Caton
Acting Secretary
Federal Communications Commission
1919 M Street, NW, Room 222, SC-1170
Washington, DC 20554

*---41-=... Lm, -'' .all. 4sl1s.» uJ ,\.,..» ..~)..h

RE CC Docket No. 96-115, CC Docket.No. 96-149;
WT Docket No. 96-1B2/

Dear Mr. Caron:

Today, Kathryn Krause and the undersigned, representing U S WEST, met
with Dorothy Attwood, Lisa Choy, Raeann Tibayan-Remy, Tonya Rutherford
and Jeannie Su of the Policy and Program Planing Dvsion, Common
Carrier Bureau, to discuss the attached documents. These documents were
previously filed with the Commission, respectively, on September 9, 1997 and
September 10, 1997.

In accordance with Commission Rule 1.1206(a}(2). an original and one copy
of this letter and the attachments are being filed with you for inclusion in the
pubic record for these proceedings.

Acknowledgment and date of receipt of this submission are requested. A
copy of this transmittal letter is provided for this purpose.

Please call if you have any quemions.

Sincerely
p.I

r

Attachments
Ms. Dorothy Attwood
Ms. Lisa Chui
Ms. Tonya Rutherford
Ms. Jeannie Su
Ms. Raelynn Tibayan-Remy

cc :

..

SEP 22 1997
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September 9, 1997

Mr. William F. Caron
Acting Secretary
Federal Communications Commission
Room 222, SC-1170
1919 M Street, N.W.
Washington, DC 20554

RE: Ex Parte -- Customer Approval For Internal Access, Use and Disclosure of
Customer Proprietary Network Information ("CPNI"), CC Docket No. 96-
115; Implementation of the Non~Accounting Safeguards of Sections 271
and 272 of the Communications Act of 1984, as amended, CC Docket No.
96-149; and Amendment of the CommissionS Rules to Establish
Competitive Service Safeguards for Local Exchange Carrier Provision of
Commercial Mobile Radio Services, WT Docket No. 98-162.

Dear Mr. Caton:
4

Pursuant to Commission rule 47 C.F.R. § 1.1206(b)(1) attached are an original and
six copies of a written ex parte presentation which was submitted to Ms. Dorothy T.
Attwood, SeniOr Attorney, Common Carrier Bureau, Policy and Program Planning
Division on September 9, 1997. Please associate this presentation with the above-
referenced proceedings.

Acknowledgment of this submission is requested. A copy of this letter and the ex
parte presentation is provided for this purpose. Please date stamp this copy and
return it to° the messenger who has been instructed to wait for it.

Please call if you have any questions.

Sincerely,

Attachment
1
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Ex Parte

September 9, 1997

Dorothy T. Attwood, Esq,, Senior Attorney
Common Carrier Bureau
Policy and Program Planning Division
Federal Communications Commission
1919 M Sxreel, N.W., Room 533
Washington. D.C. 20554

Customer Approval For Internal Access, Use and Disclosure of
Customer Proprietary Network information ("CPNI")
CCDocket No. 96-115, implementation of the Non-Accounting
Safeguards of Sections 271 and 272 of the Communications Act of
1934, as amended, CC Docket No. 96-149; and Amendment of the
Commission's Rules to Establish Competitive Service Safeguards
for Local Exchange Carrier Provision of Coxnmerciad Mobile
Radio Services. WT Docket No. 96-162

Dear Ms. Attwood

Reason for Ex Parte Filing and Statement of Position

The purpose of this communication is to reiterate U S WEST's objection to the enactment
of any rule under Section 222 of the Telecommunications Act of 1996 ("l996 Act" or "Act") that
would erlgraft on that legislative provision an affirmative customer consent requirement as a
condition precedent to U S WEST's intcmal access, use or disclosure of its busMss information
for lawful business purposes, Such a rule would be contrary to the best and most credible current
record evidence; would represent an unreasonable interpretation of the existing statutory
language and the legislative history associated with Section 222; would represent a departure
from past Federal Communications Commission ("FCC" or "Commission") positions with
respect to the public and competitive benefits associated with information sharing; would be
contrary to commonplace commercial and industry practice and to customer expectations, and
would impact U S WEST's business in a manner that violates both its property and Hee speech

RE:
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September 9,1997
Page 2

rights. There is simply no sound reason to dcfme the statutory tern "approval" beyond the
common business context, wherein such "approval" is generally presumed based on existing
business-customer relationships.

Below, U S WEST describesan affimnativoconsent CPN1 trial which it conducted at the
end of 1996 and thebeginning of 1997. The purpose of thetrial was to ascertain U S WEST's
likelihood of success in securing afiirnnaldve customer consent - either written or oral - to access,
use or disclose CPNI. As U S WEST has a lawful right to use its business information internally,
it wanted to discover just how seriously an afiinnative consent ru.le promulgate by the
Commission might disrupt its rights.

The results of U S WEST's trial demonstrate that affirmative consents cannot be secured
in any meaningful numbers. Therefore, were an aiiirrriative consent requircrncnt imposed on
U S WEST before it could access, use or discloseCPNI internally, U S WEST personnel would
essentially be cut off from access and use of U S WEST's own internalbusiness information to
nm and grow its business. This would constitute not only an unlawful suppression of speech
under the First Amendment,' but a per Se appropriation of U S WEST's property, both in the
absence of any Congressional grant of authority to the Commission to undertake such
extraordinary and constitutionally significant actions.'

In various filings with the Commission, U S WEST has made no secret of its proprietary
rights to its internal commercial business information, including its internal business records,
evenwhere those records reference or relate to individual customers' U S WEST owns its
commercial business information which is incorporated in its business records generated 'm the
normal course of business. Those records include individually-identifiable information that
relates to its customers. However, its cl.Lstomers do not "own" the information contained 'ur

Ex Pane leper of Laurence H. Tribe. dated June 2, 1997 an 2-3 ("Tribe Letter"). Comments of U S WEST,

Inc., CC Docks No. 96-115, filed Mar. 17. 1997 at 2.

1

: There are a number of legal problems that attend a taking of u s WEST's property in the context of Section 222.
First and foremost is the absence of any specific or clear legislative language that such a taking was contemplated
by Congress. Bell Atlantic Telephone Companies v. FCC.. 24 F.3d 1441, 1446 (D.C. Cir. 1994). Second. even if
authorized as a general matter, there would be a serious question as to the public purpose sought to be achieved if
individuals were granted a sort of black~ball authority with respect to proprietary commercial business information
that pertained to them. And, even if the "purpose" were found legally permissible, a mechanism to compensate
companies for the loss of their property which would result firm the fact that a!Tu1native consents from customers
cannot be secured in any meaningful numbers would need to be crafted. .

i Comments ofUSWC, CC Docket Nos. 90-623 and 92.256, filed Apr. I l. 1994 at 26, 28 n.54, Reply Comments of
USWC, CC Docket No. 90-623, filed Apr. 8, 1991 at 73-75, Comments of USWC, CC Docket No. 90-623, filed
Mar. s, 1991 at 64 n.220.
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U S WEST's business records any more than a customer of a deparunent store "owns" the
information kept in that stor1:'s commercial records.'

While U S WEST might be able to the knpact of losing access to records that
relate specifically to individuals by aggregating CPNL' the consequences associated with such
aggregation are Lmdesirable. First, the ability to target an individual for a particular offering is
compromised significantly. Second, the statute requires mandatory sharing of aggregate CPNI,
which U S WEST believes raises serious equal protection problems.°  Neitherthe statutory
language nor the record evidence suggests that U S WEST should be confined to the use of only
aggregate business information in operating its commercial enterprise, particularly when there
are negative consequences associated with the use of such information.

The evidence of record, of?erv:d primarily through focus group evidence and statistically
valid public opinion survey evidence, demonstrates that individual consumers do not object to a
business' ownership amenest or use of commercial information in the normal course of business.
And, Lhere is clearly nothing in Section 222 that suggests that Congress meant to displace this
commercial business interest or expropriate the property of telecommunications carriers in the
absence of affirmative customer consent granting companies access and use ofthcir business
information'

The Commission could lawfully interfere with U S WEST's constitutional rights only
upon express Congressional authority and in support of a significant governmental interest in
correcting some clear *public hand. The existing record fails to demonstrate either. Absent such
demonstration, any regulatory mandate that failed to give proper protection to U S WEST's
commercial proprietary interests in its business information at an individually identifiable level
would be unlawful.

4 Indeed. while ix is clear that Congress meant to endow customers with certain control over information that relates
to them which is in the hands of carriers, a telecommunications carrier does Mt "receive or obtain" (the language 'm
Section 222) from its customers the information in its business records. Rather. customers ask for services and that

information results in the telecommunications carrier generating a record that indices, through telecommunications
codes. the services to be provided (as well as my underlying necessary services). A reasonable interpretation of

Section 222 could obviate my challenge to the applicability of the provision to internal business neeords.

` Section 222(£x3), (fx2)_

e U S WEST's Opening Comments, CC Docket No. 96-115, flied June ll. 1996 at 20-21 .

1 Appendix B to this correspondence summarizes U S WEST's statutory interpretation and legislative history
analysis associated with Section 222, for the Commission's easy penisail in this context.
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The Commission has an obligation to construe Section 222 in a manner that upholds its
constitutionality' not that subjects it to constitutional challenge. Particularly in the absence of
any Congressional suggestion that, in enacting Section 222, material and significant access
barriers ro the use of internal commercial information was contemplated, and in light of the
general acceptance of individuals to the imcmal use of commercial information, the Commission
must not impose an affirmative customer consent requirement on U S WEST's internal use of its
commercial business information

Intimal Business Information Is Kev To Strategic Planning And Growth As Well As Speech

Attached to this filing as Attachment A is a copy of an article from a recent issue of
Telephonv magazine that makes clear the importance to a business of imemal business
information, including individually identifiable information." To the extent that the importance
of such information in product design, planning and development has not been clear from prior
submissions. U S WEST offers this article, which describes generally accepted business practice
as an addition to the record

The commercial business information in U S WEST's possession, like that of other
businesses, is "a key strategic tool"'°  that is calculated to foster the growth and development of
U S WEST's commercial operations." U S WEST's commercial information has spawned
investment in internal information technologies that allow for better internal communication
integration of information (across both business urNs and product offerings), and decision
racing" through information technologies associated with data warehousing," data mining

89 Edward J. Debanolo Corp Florida Gulf Coast Building & Consrr. Trades Council,485 U.S. 568, 575
(was)

The Cost of Entry," by Joan Engebnetson, Telephony, August ll, 1997, at 18, attached hereto as Appendix A

4 la Bell Atlantic executive is quoted as crediting data warehousing, in pm for the overall growth and
development of the company)

Tele ho article points out that the technology associated with data warehousing "is aimed at 'improving a
company s decision-making capabilities." Ld and Table

4; at IS, et seq. (describing different types and architectures associated with data warehousing)

The article discusses data mining, where computer technology "uses statistical techniques such as decision trees
and neural scoring to locate patterns in data that users might not have thought to look for." 4 at Hz. A cited
example of data mining involves a Bell Operating Company that determined that high calling mes were occurring
between a certain time frame and. from this knowledge, specifically marketed two different scrviees to die customer
households from which such calling generated. Later, the article mentions that U S WEST pnetiees data mining
and modeling. "The marketing intelligence group began by developing a model to predict transition - the
likelihood that a customer will change carriers or increase or decrease spending with the company. The next project

Id

.v.
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potential text mining," and the use of intelligent agents." The information and the supporting
technologies promote not just internal product design and development, but do customer
targeting"and future communications with individuals - not necessarily with individuals to
whom the business information relates specifically and not in a strictly marketing and sales
context." ..

The Telephonv anica points out that "[t]he advantage for corporate marketing [is] an
integrated view of the company. 'The thrust behind integration is to better createMultiproduct
offers and target to theright s4:gments.""' Overall, the information in the possession of a
business, and the teclutology that allows for manipulation of that information, is "especially
valuable for marketing executives because a readth of information canbe obtained about a
company's existing or potential customers, including tltosc customers most likely to switch to a
different carrier and the best prospects for new services."'°

In a commercial enterprise such as U S WEST, "marketing executives" range from mid-
level managers to the president of the company. All arc interested in consumer buying trends
and the ability to match certain consumers, or types of consumers, with the right product/service
mix. in this context, one can hardly dispute the strategic nature of a company's eornnrerciad
information, particularly as that information is manipulated by computer and information
technology. indeed, the successful utilization of both the commercial information itself and the
supporting techrtologies drives U S WEST's network investment. In essence, U S WEST's
commercial information, as well as the systems that support the use and manipulation of that
information, are critical to the company's successful operation, educated decision malting and
future grovwh.

will be to predict the next product a customer is likely to acquire. which will be followed by a campaign
management project." 4 at 23.

is ld at 24 (describing text mining as the taking, as input, "customer service records and other sources the! are not
easily quenti6ed.l°).

1° (describing such agents as those that take information and format it so that vital information is automatically
delivered to key company decision makers).

iv lg at is (a Bell Atlantic executive is quoted as crediting the targeting of custornas as | growth and development
action). See alsoa cited example of targeting that does not absolutely require the support of information technology
such as data warehousing, but that can benefit from such technology, finding out how many people in a certain
ZIP code pay their bills promptly and have Caller 10. at 22.

ll Ii at 24 (noting that a GTE executive is interested in looking "at groups of customers that behave similarly and
link[ing] them to primary market research to better understand how to communicate with different behavioral
groups.") (emphasis added).

19 4 at 20 (quoting, in pan, a BellSouth executive).

Eu 4 at 18 (the quotation is referencing data warehousing specifically, but the concept is applicable equally to other
information technologies).



Dorothy T. Attwood»  ESq
September 9, 1997
Page6

Evidence of Record

The record in this proceeding is replete with evidence that runs counter to the imposition
of a customer affirmative consent requirement before internal cornmercid business information
can be used ro run the business or communicate with individuals. For example, the record
contains statistical evidence that, as a general matter, customers of local exchangecarriers trust
those carriers with respect to the information in their possession" and have no objection to the
intcmal use of business record information (uses which might range Nom strategic decision
making to product design and development)." The evidence also demonstrates that any marginal
concerns about the use of such information can be overcome easily by notification of intended
uses with opportunities afforded to opt out of particular uses." That same record evidence
demonstrates that a substantial pan of the mass market of Consumers is interested in receiving
information about the products and services that are developed by local telephone companies
through the use of internal cornrnercial business information," with some consumer populations
being more interested than the average consumer

Survey, Question 2. (When making reference to the January, 1997, Pacific Telesis submission, "Public Attitudes
Toward Local Telephone Company Use of CPNI, Report of a National Opinion Survey Conducted November 14
17. l 996." U S WEST makes nefcrencc xo either the "Survey," which is actually Appendix E of the Report and
reflects t.he actual questions asked the individuals polled, or refers to the "Analysis," by which it refers to the
material included in Nos. l-12.) As U S WEST has pointed out, this high oust level has been demonstrated in
customer surveys since 1979. Reply Comments off S WEST. Sled Mar. 27, 1997 at 19 and n.?6, U S WEST's
Opening Comment. CC Docket No. 96-1 IS. filed June l I, 1996 at 17 n.42, referencing 1991 USWC Cornmems
CC Docket No. 90-623, Med Mar. 8. 1991 at 65-66 (citing to various surveys arid reports wherein customers
expressed opinions that such companies did not over-collect information and were highly likely to mainutin
confidentiality)

Survey, Questions I 1-12. As U S WEST has advised, internal focus group work supports this Survey Ending
U S WESTls Opening Comments, CC Docket No. 96-115, tiled June ll, 1996 at 17 n.42, citing 1994 USWC
Comments, CC Docket Nos. 90-623 and92-256, tiled Apr. ll. 1994 at 10-12 (advising of focus group research
where participants indicated that they were well aware of the importance to a business of individually identitiabk
information and were quite comfortable with uses that they agreed to eitlter directly or by implied consent)

Survey, Questions I 1-12. The Survey tilso demonstrates that individuals familiar with such opt-out nodtications
are aware of their content. Survey, Questions 5-6. Based on the fun that such individuals also demonstrate a
higher-than-average interest in receiving information about products and services (Analysis at S, 9), a clear
implication arises that - by not opting out - many individuals are intentionally expressing Mei: interest in receiving
information from the entity sending out the notice. Reply Comments of U S WEST, CC Docket No. 96-115, filed
Mar. 27. 1997 at 17-18

Survey, Questions 9-10

The Survey demonstrated that. for example, for the population Ar large, there is an interest in "receiving
informational communications from businesses they patronize" (an approval rating of 88%) with certain customer
segments (go, individuals from IB-34 years of age, African Americans, Hispanics) demonstrating m even greater
interest (92° .). Survey Questions 7, 9, Analysis at 5, 9. More specifically, with respect to communications bam

local telephone companies, 64% generally 'indicated an interest in communications about products and services,
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All told, the existing record establishes that consumers have little to no concern about a
company's imemal use of its business information, and by a substantial majority do not even
object to that information being used in a manner Thai specifically identities individuals and
operates to craft targeted communications. "°  While customers are concerned about information
leaving U S WEST, they are not concerned about U S WEST's internal use of that information

The record also clearly demonstrates that the Commission has, over the last almost-20
years, been a champion of information sharing" and - only recently - clearly articulated the
benefits to both competition and the public interest inherent in such sharing." Indeed, the
Commission's pro-information positions have been sufficiently persuasive to win judicial
endorsement in more than oneCircuit

The record further demonstrates that interference with U S WEST's right to internally
access,use and disclose its commercial information to craft service offerings and Banta relevant
speech around those offerings would constitute a violation of U S WEST's First Amendment
rights." Regulatory destruction of the value of U S WEST's proprietary information would also
constitute a compensable taking of U s WEST's property

with certain customer segments expressing an even higher interest (69 to 79° .). (The latter customer segments
included those mentioned above with the ages changing to 18-24 and women joining the segmentation.)

The Commission'sComputer ll, Open Network ArchitectureandComputer Ill proceedings all evidence :pm-
infonnaxiorvsharing position, with CPN! associated with individuals in the mass market restricted only upon
afiirrnative denial of access and use. And seeCommission's Ninth Circuit Brief inPeople of the State of California.
et al. v. FCC,Nos. 92-70083, (9" Cir., filed July 14, 1993) at 72, 96~97. note 29, -_

CompareComments of Cincinnati Bell Teiepbone Company, CC Docket No. 96~l IN, Hied June I I, 1996 at 2-3
uswc Comments. CC Docks No. 90-623. filed Mar. s. [991 ll 64-68

U S WEST is aware that certain commenter, such as the Consumer Federation of America ("CFA"), as well as
non-consumer representatives. have tiled positions supporting affirmative customer consent. The Commission
must. however. weigh this evidence against the statistically valid factual evidence in the record Mom suggests
strongly that advocates supporting atfmnative customer consents are either uneducated as to the facts or biased in
support of a particular end result, regardless of the facts

Commission's Final Brief inSBC v. FCC,Nos. 94-1637 and 94-1639 (D.C. Cir.) at 47, 49~50

Tribe Letter at 5-10. Those who argue that a company such as U s WEST can speak in the absence of any brown
information about its customers, such u through general adveniscments or "blindly" within regard to the specific
characteristics of the customers spoken to. miss the point, U S WEST cannot be confined to speaking in such I
blind and general way. it cannot be deprived of the ability to speak knowledgeably and did: aneducated voice to
its own customers. For example, u S WEST has information in its possession that would allow for targeted

People of State offal. v_ FCC,39 F.3d 919, 931 (9th Cir. 1994),cert. denied, I 15 S. CL 1427 (1995). §8§
Communications inc., Hz al. v, FCC,56 F.3d NM, 1494-95 (1995) (noting that the Commission's decision to flow

the sharing of CPNI furthered the public interest because the increased service offerings likely to result from the use
of such in fonnation would be expected to lower prices and potentially grow die market overall)
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In light of the totality of record evidence, any regulatory requirement Thai individual

customers must aiiirrnaltively consent to U S WEST's internal use of its commercial business

records for the ongoing operation of its business and in formulating communications with those

individuals or other similarly situated or like individuals simply because ccrrain records reference

or relate to individuals would be not only arbitrary and capricious but unconstitutional, as well.

Affirmative Customer Consent Cannot Be Secured Regarding CPNI

It has been stated by numerous entities that aHi1mat:ive customer consent cannot be
seemed from mass rnaket customers." U S WEST recently conducted a triad which conlimis the
obvious correctness ofsuch assertions. Aiiinnative consent cannot be secured, whether through
written or oral means, in any meaningful numbers, with one exception. And, even with respect
to the exception, dire are variables that render its use problematic within the context of tying use
of internal records to affirmative customer consent.

Before discussing the trial itself, in is important to note how the Commissionls current
Computer II/ONA/computer III CPNI mies affect U S WEST's business and the use of lm
commercial information. Because of the limited number of individuals that have requested
restriction of record information that pcnains to them, themeis no significant impact on
U S WESTls business from removing the use of those records from U S WEST's business
operations. Only .06% off S WEST's residential customers have requested restrictions; 3.6%
of small business customers" and 33% of large business customers (which percentage includes
customers who are also competitors and would therefore be expected to restrict CPNI) have

communication with its customers (go note 17, supra). Theme is no reason why U S WEST's communication with

its receptive customers should not be educated by those facts, as well u the trending, information conflations and
product intelligence associated with the information. Nor can U S WEST be put in a position where a general/blind
communication model creates confusion between itself and its customer or impedes the normal and expected flow
of communication within m existing business relationship.

xi CompareComments of GTE Service Coipomtion, CC Docket No. 96-115, filed June l I, 1996 at 6 n.9, wherein
GTE estimated that "no man: than 27 percent of residential customers are likely to provide a written response to die
company's request. and the nesponsc me of residential customers might be as low as five percent_" GTE also states
that its expectations for a response from its small business customers "would not exceed five percent." 4
Comments of Sprint Corporation. CC Docket No. 96-115, filed Mar. 17, 1997 at 2-3 (Sprint describes its recent
experience requesting written authorization and notes that very few customeiSnesponded).

14 While some small business customers have more than 20 lines, and thus must affirmatively approve U S WEST's
CPNI use, most have fewer than 20 lines. The CPN] communication provided to them is iii die nature of an opt-out
notification. The numbers of restrictions are in line with what one would expect for such a communication

:Ruckelshaus v. Monsanto, 104S. Ct. 2862 (1984);Lucas v. South CarolinaCoastalCouncil, 505 U.S. 1003

(1992).



v

Dorothy T. Attwood, Esq.
September 9, 1997
Page 9

restricted U S WEST's record information referencing them." Moreover, the restrictions are
limited to the use of U S WEST's commercial information with respect to certain typesof
conduct marketing and sales) in conjunction with limited types of services enhanced
services and customer premises equipment ("CPE")), that - while complementary to
U S WEST's business - do not represent the core business.

An affirmative consent requirement as an implementation of the \=nsv» s= in Section 222
would substantially a.nd materially increase the number of records :bat are "closed" to
U S WEST. Essentially, for all practiced purposes, such a consent process would deprive
U S WEST ofaccess and use of i s property in the conduct omits core commercial operations.

The Trial

inbound culling, U S WEST was unable to secure consent 111 any meaningful numbers. And,
discussed more fully below, while inbound culling produced fairly high levels of affirmative
consents, it iSnot a model that can be employed across the totality of U S WEST's customer
base.

In the last quancr of 1996 and the first quarter of 1997, U S WEST undertook a nmnber
of approaches to securing affirmative customer consent regarding CPNI. With the exception of

. . as

. The facts associated with the granting or denying of affirmative consent are known to
U s WEST. The reasons for the granting/denying are derived from feedback from internal
company service representatives (inbound calls) as well as vendor responses (outbound calls).
The reasons werenot quantitatively tracked.

Inbound Calliniz Affirmative Consents

From.a total of 54,000 calls in to U S WEST's business 0845, U S WEST.service
representatives were advised they should use their judgment in discussing CPN! and attempting
to secure affirmative consents. T'hus, pennission was not asked on each call, and there
undoubtedly were "customer friendly" pre-screenings going on with respect to the calls based on
the rapport between the service representative and the caller. Such pr:-screening conduct would
be expected to result in a higher level of consents than if each caller were polled.

U S WEST secured 72% customer consents with the cost per transaction being $0.56, and
the cost per positive response being $0.77.

Jo With respect to customers who are not also competitors, the existence of "Account Representatives" who can
often discern information necessary for marketing and sales activities without access to the specific record furdter
reduces the internal business impact of these restrictions.
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While the pre-selection opportunities might have increased the aflirnnative consent
received, the percentage of consentsreceived with respect to inbound calls, as opposed to
outbound calls (discussed below), demonstrates the extent to which "engagement" of the caller is
critical to seeming affirmative consent to the access and use of CPNI. Furthermore, U S WEST
receives inbound calls from only about 15% of its customers in any given year; and some of
those customers are repeat callers. IfU S WEST were relegated to using its internal business
information only coextensively with the customer consents it received, aninbomadoral consent
process would be totally unsatisfactory to obtain the breadth of consents necessary for a
successful business operation. Obviously, no business can successfully conduct business, let
alone compete, by closing off access to 85% of its cornrnerciad business records."

Outbound calling

Approximately 1,250 customers were involved in the sampling, which included both
residential and small business customers chosen at random, as well as customers previously
identified as high value." Five hundred seventy-eight (578) residential customers were
contacted, wide the remainder being small business customers. An average of four point eight
(4.8) dialing attempts were made in order to reach a live respondent having authority to grant the
necessary customer consent. The cost per contact was $5.89, the cost per positive response was
$20.66 I

From the overall sampling, on average 29% affirmatively consented to CPNI access and
usage, with about an equal portion rejecting same. The most specific information available to
U S WEST has to do with the calls to the residential market. Where eonxacx was made, the party
called was immediately advised that the call was .4 a tclemarkeming call. Despite this
disclaimer. U S WEST experienced 221 "hang-ups."" Of those individuals remaining on the line
to hear the substance of the message, 163 consented Io CPN] access and use arid 190 reiimsed.

Two hundred seven (207) placed calls to residential subscribers were recorded as
"unworkables" (representing no answer, wrong number or a language banicr).'° Thus, with

la This paragraph assumes Mat U S WEST would secure affirmative consents from all 15% of the inbound cells,
leaving 85% of the recotdsunassocilted with consent. In Mulct, based an its trial results, U S WEST knows it would
4 secure consents on all inbound calls, thus rendering the records unassociated with consent stealer than 85%.

31 A sample size of 1,000 customers represents quite | large sample 'm terms ofrnargin of error and n fairly standard
sample size. For example, the CARAVAN telephone survey done in conjunction with Dr. Westin and the Pacific
Telesis Survey used 1,000 adults. With respect to U S WEST's trial, the margin lemar was less than 2° 1, which is

similar to the! reported by CARAVAN in its survey sampling.

n Four additional individuals asked to be put on a "Do-Not-Call" list.

at Apparently, in any telecommunications survey or calling campaign, the number of "no contlttx" (or
"unworkablt:s") is usually very my- in rclation to the nmnber of contacted individuals, and it is not uncommon for



4

Dorothy T. Attwood, Esq.
September 9, 1997
Page ll

respect to the residential market, the number of unworkables plus hang-ups represented a
larger figure than the number of individuals with whom a full communication nctualiy
occurred.

Direct Mail

The direct mail aspect of the Mn involved both customers chosen ax random and targeted
customers. The mailing was done via first class mail to 15,200 individuals (half residential
customers andhalf small business customers), separate from any U S WEST billing and
specifically requested an affirmative response. Some respondents were asked to mail back a
form, while others were asked to call an 800 number. The mailings ranged from those which
offered no incentive, to dose which o9lered a $1.00 incentive to respond (prepaid calling card
included in the mailing), to those that offered a $5.00 incentive upon receipt ofnesponse (prepaid
galling card).

Response rates wen low, regardless of the specific notification approach and the response
media used. Positive responses ranged from 6% to 11% for residential customers to from 5% to
9% for small business customers. The $1.00 incentive did not result in response rates different
from the no-incentive mailing. The $5.00 incentive affected segments differently, depressing
response among business customers but having negligible effects among residcntid consumers.
Calculated on the basis of per positive response, the cost of the direct mail approach was $29.32
per customer plus the incentive involved, if any."

Sigrmiticantly, &om the perspective of notification and opt-out model versus an
affirmative consent model,of those individuals that called the 800 number (3%), only 1% called
to provide afilrmative consent. The other 2% called to "opt out" of the access and use of CPNI."

Extrapolations of Costs Per Positive Consents

It is clear that seeming affirmative consents is costly to a business. Overall, the cost per
affirmative response can be expected to rd] within a two-digit per response range $20.66 for
outbound calling to $29.32 for direct mail (plus possible additional costs associated with

this category to contain numbers larger than those for other categories. The fact that "hang-ups" represents an
even larger category than no answers was somewhat surprising to U S WEST and suggests that individuals are
increasingly reluctant to be engaged by parties calling their homes, whether the call is to market a product or to
transmit a non-marketing message.

no With a $l.00 incentive, the cost increased to $30.32, with a $5.00 incentive. the cost increased to S34.32.

11 This 2% Figure is less than the 3.6% figure now realized by small bus'u-ness customers who have actually received
a notification. but above the .06% of the residential customers who have received no formal CPNI notification.

L



Affirmative Response Peruntages

Cost Per
Affirmative
Response

Type of Contact 30% 50% 70%

s 20.66 Outbound calling s 86,772,000 s 144.6zo,000 s 202,468,000
s 29.32 Direct mail - no

incentive
s 123,144,000 s 205,240,000 s 287,336,000

s 30.32 Direct mail -
Sl.00 incentive

s 127,344,000 s 212,240,000 s 297,136,000

s 34.32 Direct mail -
S5.00 incentive

s 144,144,000 s 240,240,000 s 336,336,000

Dorothy T. Attwood, Esq.
September 9, 1997
Page 12

incentives). Assuming affirmative responses of 30% (which are quite high" and yet would still
mean that access to 70% of U S WEST's internal records would be out oH), 50% and 70°  tr," the
table below demonstrates the ranges of costs associated with securing affirmative consents from
14 million customers (the 14 million being used as an estimate of the entire customer base as
represented by access line counts).

The costs arc indisputably very sigrtitieant. In light of the fact that U S WEST's
affirmative consent trial failed to produce gn_3Laffirmative consent rate above 29%, the costs
identified above are estimates. These estimates reflect lower cons than would be expected to be
incurred, to reach an afllrmativc response level 'm the 30 to 70% range would require the
incurrence of greater costs than are reflected in the cost per affirmative responsereflected above.
This is because there would be a need for repeated calls to households and repeated mailings.
And, even after having expended such costs, under an aifmrmative consent model, U S WEST
would still be deprived access to between 30 and 70% of its internal corporate records. Were
such costs imposed by a regulatory authority, it seems clear that any rational business would
become more particular about the customers from whom it seeks consent and how that
information is used."

4: _

the fig of which uh not nepnesenled on the Chan use of the inherent lack of suitnbihty for such a model to
secure consents across the customer base. Of the other consent approaches, U S WEST came close to seeming 30%

consents only with respect to outbound calling.

as These figures are provided only to indicate the magnitude of the potential eos involved. U S WEST does not

believe it could secure such consent levels through any consent model short of inbound calling.

u Compare Denver Area Educational Telecommunications Consortium, Inc., et al.. v FCC, 116 S. Ct. 2374, 2391
(1996) (rejecting an "opt-in" approach to information access in part due to the added costs and burdens that such
requirements would impose on a cable system operator). It seems fairly basic that a company would direct is
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U S WEST's Affirmative Customer Consent Trials Support Existing Record Evidence That Such
Consents Would Be Impossible To Secure; That The Vat Maioritv of Consumers Lack Serious
Interest Or Concern About Internal CPNI Use: And That T'hose That Aflirmativelv Obieet To
Such Use Do So Primarily To Avoid Future Marketing Contacts

General Observations

If one begins with the direct mail response and moves through the outbound calling to the
inbound calling trials, a number of conclusions can be drawn. The direct mail trial confines that
only a very few customers will take afEr1:native action to respond to such a mailing, even when
an incentive is involved. The lack of customer response also suggests that the substance of the
communication is not something that is of burning criticality to a majority of the readers. That
is. U S WEST customers are not particularly concerned about the issue of CPNI access and use
in the abstract.

When the issue of CPNI is raised "in the face" of die customer, responses are very much
affected by the manner in which the communication is initiated, 4, a positive response when the
customer initiates the action that results in the communication and the communication is relevant
and timely to the consumer; no response or an unfavorable response when the customer's
solitude is intruded upon. And, even these latter unfavorable responses were tremendously
influenced by the individual's desire "not to he marketed to." Few individuals expressed any
opinion on the internal use of CPNI for normal business purposes (such as product planning,
design or development), and those that did expressed a concern that such product work might
come back to them in the form of a marketing contact if they did not deny consent to access or
use their CPNI. In essence, those customers that refused to allow U S WEST to access or use the
CPNi relating to them utilized a hammer to kill a flea because that was the context in which they
were being asked to respond.

Oral Communications

With respect to the oral communications, it is clear that individuals provided affirmative
consent with respect to inbound calling to a substantially greater degree than in an outbound
calling environment. However, given the fact that there was a certain "pre-screening" that was
done by the service representatives on the inbound calling, it is reasonable to assume that -
without such pre-scnecning - refusals to grant affirmative consent would have been higher.

efforts to expending costs when access to the record would provide the greatest mum. This conduct might well

result in ccnain individuals being of bred fewer choices and f¢wl:r communications.
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The oral consent aspect of the triad demonstrates a number of other things, as well, all
consistent with the exizning record.

First, individual engagement is critical to acommunication about CPNI, especially when
there are potential legal consequences associated with the communication (Lg, a refusal of

as A s

U S WEST has advised, nesidentiad telecommunications customers do not have
telecommunications purchases uppermost in their minds." Combining this information with the
knowledge that privacy repeatedly shows up on public opinion surveysas a second-tier issue,
strongly suggests that attempts to discuss "privacy issues" in a vacuum or where the individual is
not currently engaged results in many customers responding reactively and negatively because
they fail to see the benefits associated with information use andknow only that they do not want
the information used to contact them.

consent renders the information out of bounds with respect to access, use and disclosure).

Second, the CPNI afiimtative consent communication being conveyed does not lend
itself to easy arad articulation or explanation between a company employee and a customer. The
message can be confusing and cannot really do justice to the benefits associated with the use of
the information in the amount of time that is reasonable to expect an individual to remain on the
line. Furthermore, the communication might suggest that there is something inappropriate about
the use of the information." And, in any given communication where an individual is given
carte blanche authority to restrict a business' access and use of its commercial information
without regard to the consequences to the business, an individual's desire to "control
information" about them - fueled by the ongoing press coverage over the loss of control of
personal information - could well cause the individual to assen such control.

Third, to the extent that a businessmust secure affirmative consent before it is entitle to
access. use or disclose its business information internally, the fact that "no answers" and "hang-
ups" occur is a critical variable to the success of any consent campaign. While a public polling
survey is not negatively affected when called individuals either do not answer or hang-up
(because they Can simply increase the pool called to get to the necessary statistically valid

as U S WEST has previously advise the Commission of the problem of "notices" in the nbsmce of customer
engagement. Comments otlUswC, CC Docket No. 90-623, tiled Mar. 8, 1991 at 95-96. As is obvious tioln the
CPN! affirmative consent mal results. the significance of "engagement" is clear from do customer consent levels
U s WEST received when customers initiated calls to u s WEST as opposed to those consents seemed from an
outbound telemarketing campaign. An individual's lack of engagement is something manageable where the status
quo is ermined to continue unless and until they are engaged. It is quite another thing when the individual's lack
of engagement results in a change in the :rants quo, or - in this instance - the restriction of use of U S WEST's
internal commercial records.

44, u S WEST Opening Comments. CC Docket No. 96-1 IN, filed June 11, 1996 at 2 and n.3 [nfaeucing USWCls

1991 Comments, CC Docket No. 90-623 at 82 and Appendix B at 6-7).

41 85, c.. Comments at' Pacific Telesis Group, CC Docket No. 96-\15, filed fun: ll, 1996 rt 9.
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numbers), a requirement that aflinnative consent must be gotten before a specific type of
information can be accessed or used renders the large class of "no answersfhang-ups" a barrier to
use of internal commercial information."

Fourth, it is clear that a substantial numberof individuals are interested in decreasing the
amount of marketing information they receive from commercial enterprises. It is clear that
U S WEST's communication with its customers on a mayer of legal significance was "tainted"
by what is clearly a more general "telemarketing aversion." U S WEST has describe this
aversion to the Commission in iilin8s in this proceeding." It is also consistent with Commission
observations about the "nuisance" nature of such calls from the perspective of certain
individuals." The significance of this aversion to the trial experience, however, is that
individuals restrict (or refuse to consent to) the use ofCPNI 41 because they are concerned
about routine business or commercial uses ofCPNI gt;even of the l.Lse of such information for
communications vn'th willing recipients of information, but because they, themselves, do not
want to be marketed to in the future' The irony of the customer response associated with the
telemarketing aversion is that the greater the sharing anduseof internal information, the better
able a business is to match a customer with a potentially desired product (i , targeting),
reducing the levels of shot» gun calling and telemarketing that occurs.

4: Even if one were to argue that this category of callers was likely to have split about 50-50 on the issue of
affirmative consent in an outbound calling environment, there would still be the other problems associated with this
method of securing consent.

° °  As U s WEST has advised the Commission on prior occasions, the CPN! notice that u s WEST sends out to its
business customers routinely resulted in large numbers of requests for CPN! restrictions from our small business
customers. When further inquiry was mlle of them. it appeared that these custuaners believe that their restriction
of CPN] would result in their being taken off marketing lists - a consequence that was never communicated to them
as being a possibility and one that was, in fact. incorrect. As a result of this phenomenon. U S WEST changed its
CPNI notice ro include a disclaimer that CPNI restrictions would not result in the entity requesting the restriction
being put on "do not market" lists. To accommodate this latter set of customer interests, U S WEST provided a
separate number for individuals to call. Similarly, when U S WEST sent out the Billing Name and Address
("BNA") notices required by the Commission. theoverwhelming majority of Wk received by U s WEST to restrict
BNA were to ensure that the individual was not on marketing lists. Again, when it was explained to die individual
that restriction of BNA had nothing to do with marketing lists. individuals changed their initial position
restriction) in the vast majority of the cases. U S WEST's Opening Comments, CC Docket No. 96-115, filed
June 14996 at 18, n.47; Comments ofUSWC, CC Docket Nos. 90--623 and 92-256, Rid Apr. ll, 1994 at 23-24
n.4» 6.

soIn the Matter of Policies and Rules Concerning, Local Exchange Carrier Validation and Billing information for
Joint Use Calling Cards, Petitions for Reconsidcration of US West Communications, Inc., Third Qrder on
Reconsideration, ll FCC Red. 6835, 6s49123 (1996).

al Indeed, on more than one occasion, the example of what they did not want Wu to be called by U S WEST
similarly to the way they were called by interexchange carriers.

-
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Fifth, the combination of the telemarketing aversion discussed above and a company's
need to secure affirmative consent produces a less-than~desirable context for communication and
has the potential to adversely affect the goodwill between the company and the customer, While
a business might be willing to take the risk that an existing customer might consider a
telemarketing call an intrusion, so the desire to maintain a solid relationship generally and the
existence of internal "Do-Not-Catll Lists" allows for a call that the customer wishes had not been
made or desires not to have repeated to be accommodate in a commercially professional
manner." However, a call that a customer considers to be an intrusion is predictably unlikely to
result in the individual affirmatively consenting to the use of CPNI because it is precisely the
conduct that those customers "restricting their CPN!" want to avoid." This situation will only be
exacerbated to the extent that any individual customer is supported by more than one carrier and
receives multiple CPNI aiiirmativc consent cadis.

Sixth, securing old affinnative consents would be labor intensive and expensive. The
nmnber of customers is a materials factor that must be considered in addressing the matter of
atiirmative oral consents. _QS WEST has between 10 and ll million residential billed
telephone numbers ("BTN"l.'°  While about 15 A of that base could be expected to call in during
the course of the year, an additional oral consent initiative would have to be conducted on an
outbound basis to reach the remaining customer base.

+

When outbound calling contact with a household is made, then is an added burden of
making sure that the person being communicated with is the customer of record with the

so Indeed. customers who had previously asked m be put on U S WEST's "Do-Not-Disturb List," established not
only as a pan of good business practice but ro conform to the FCC's TCPA rules (47 C.F.R. §64.l200(eX2Xvi)),
would certainly be aggravated by a telephone call from the company and might not be willing to engage in enough
conversation Io establish the substantive non-marketing) nature of the proposed communication.

:J Undoubtedly, this is the reason Me Commission previously found thatmarketingcalls by businesses to individuals
where there is an existing business relationship raise few privacy concerns, and, whatever concerns there are can be
addressed professionally through the maintenance of "Do-Not-Call lists." In the Matter of Rules and Regulations
Implementing the Telephone Consumer Protection Act of 1991, Report and Order,7 FCC Rod. 8752. 8770134
(1992). Despite the fact that there is clearly a hard core "no telemarketing" tzonstituertcy in the United States, it has
yet to become the constinnional, legislative or regulatory policy in this country that commercial communications do
not occur unless invited. It remains the position dm commercial communications occur unless asked not to occur.

94 In this respect the "CPNI consent" call is similar to a company calling an individual to ask that individual whether
they want to be on a "Please~Call list" or a "Do-Not-Call list." No commercial transaction is being engaged in. The
call is an attempt to categorize individuals prior to the engagement in desired speech. Such an approach seems at
odds with First Amendment values which favor the free flow of information absent a request to be rciievd of that
information flow or comnttmication.

st 'lite number of actual customers may vary somewhat from this figure. To the extent that a single customer has
multiple BTNs (multiple lines into the home billed to a single responsible party), the number of customers will be
less than the number of BTNs. However, to the extent that multiple lines into a home are billed to different
responsible parties, there may be about the same number of customers as BTNs.
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requisite authority to provide the appropriate consent." Often the customer of record is simply
not able to be reached easily or at adj. Additionally, to the extent that a household has more than
one BTN, the existence of multiple BTNs might result in man: than one request for consent
being made to the same individual (whens the BTNs are not cross-referenced on the Customer
Service Records) or there may need to be multiple cadis made to thesame residencerequesting
consent from did*l"erent individuals in the household. This is obviously a fact situation ripe for
customer imitation and annoyance - states of being tiiant could well adversely affect thegranting
of consent in the first instance.

An Affirmative Consent Mandate Would Be Conuary To The Public InteItst And Would
Materially Impact Those Customers Who Want Qualitv Products And Communications About
Them

Afiimmativc consent requirements are barriers to commercial conduct and speech. They
operate to depress spontaneity and an barriers to"easyto do business with" commercial
transactions.

From a constitutional and policy perspective, awrittenconsent requirement is an obvious
barrier to commerce and communication. Congress hasneverimposed such a requirement on
any company with respect to internal use of colnnierciad information." From a policy
perspective, in an age of converging computer technology and information technology, the
notion of requiring written documents from millions of individuals in order to do business is
anachronistic. ` .
91 involve written documentation. And. most particularly, the telecommunications industry has
a tradition of engaging in transactions teiephonicdly, totally eschewing "written documentation"
commercial practices. A requirement that customer consent be seemed in writing would be a
giant step backward in a commercial environment that is becoming increasingly paperless and, in
that regard, becoming more and man like the traditional telecommunications industry.

Most cornmcrczal transactions between business enterprises and individuals do

Affirmative oral consents are also barriers to commerce and speech, not only with
customers currently served by U S WEST business, but with future customers, aswell. The
CPNI in U s WEST's possession educates the company on future product development and
design that might be offered to indiwlduals that want their CPNI used or who are not currently

asCompare In the Matter of Implementation of the Subscriber Carrier Selection Changes Provisions of the
Te ccommunications Act of I 996; policies and Rules Conccming Unauthorized Changes of Consumers' Long
Distance Carriers,CC Docket No. 94-129, Further Notice of Proposed Rule Making and Memorandum Opinion and
Order on Reconsideration,FCC 97-248, rel. July 15, 1997, n.44 (noting that the telephone suhscxiber is the only
authorized enriryto effectuate a PlC change).

av other than the FCC's CI Ill/ONA CPNI rules, no business in the United States is subject to | rule din they secure
affirmative customer approval before they can use Uieir own business information.
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U S WEST customers. The record evidence in this proceeding demonstrates that substantial
numbers of individuals are interests in communicating with existing suppliers." And, CPNI use
would be consistent with the Commission's prior acknowledgment that internal CPN] use
permits carriers "to engage in... joint planning and response to customer needs, that many
customers apparently desire" and that - barring artificial regulatory requirements - carriers can ,
"efficiently provide."" A caniei-'s inability to secure an existing custorncr's aitinuuative consent
to access or use CPNI should not compromise that law'I*i.t1 business initiative with respect to
existing and future customers.

By way of example, U S WEST has previously advised the Commission that in 1996 it
conducted a statistically valid survey that demonstrated that 70% of the customers surveyed
supported ccnain types of cable/telephony offerings, with the interest rating rising to 83% within
certain customer segments.° °  Those customers that indicated interest in Such combined offerings
might not actually know or appreciate, however, that the way 'm which such integrated offerings
are brought to market is through the use of intcmal business intelligence (captured in business
records) that allows for educated business decisions based on trending of purchase patterns,
either by product or geographically. If those same customers were asked whether they consented
to the use of individually identifiable information about then to craft such integrated offerings
and to communicate with them about it, a substantial number might say "no." Docs that fact
mean that the remaining customers - still interested in the cable/telephony offering - should be
deprived of the best offering based on die best intema] business information? It cenadndy does
nom.

Conclusion

All told, U S WEST's affunxative consent triad confirms the advocacy of U S WEST and
others before the Commission. As a general matter, affirmative consents would be expensive to
attempt to secure and not largely forthcoming. The triad also coniinns prior Commission
conclusions on the "privacy" concerns that individuals have within an existing business
relationship (very little, as dernonstratd by the response to the direct mail piece); and
demonstrates that there is an abiding (and perhaps increasing) number of individuals that do not
want to be contacted telephonically, even when there exists an ongoing business relationship.
The latter situation, however, should not be one that operates to deprive a business of internal use

51 88 not: 25. supra.

1

59BOC CPE Relief Order, 6 FCC Red. 143. 148 n.86 (1987). Funhermone, the Commission has observed Thu "[t]o
the extent that the BOCa use CPNI to identify certain customers whose telecommunications needs m not being met
effectively and to market an appropriate package of enhanced and basic services Io customers, customers would be
benefited." Phase ll Recon. Order, 3 FCC Red. 1150, 1162-63 197 (1988).

°° U s WEST Opening Comments, CC Docket No. 96-115, filed June ll, 1996 at 6.

•
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of its business information for lawful hfustincss activities that will inure to the benefit of those that

do want to communicate with the business in question.

While one could take the U S WEST trial and attempt to argue Thai the results
demonstrate that U S WEST customers do not wa.nLCPNl being used "across buckets" or for
product design, development or future marketing, Ir would be a mistake to draw such a
conclusion. kideed, the response to the written communication strongly suggests just the
contrary. Ir suggests - consistent with advocacy on the record - that customers will not respond
at all, affirmatively or negatively, to a company's communication about CPNI. Given the
existing statistical information on customers' generril alcccptanc¢ of CPN! uses and customers '
basic trust of their local telecommunications carrier, the clear implication ham the lack of
response communicated to U S WEST is that customers do not care about such internal use (any
more than customers care about the internal use of cable subscriber viewing information, another
type of internal business record about which customers receive communications)." It would be
an arbitrary arid capricious action to conclude that customer silence and inaction represents an
intentional denial to U S WEST to access or use CPNI within the corporate enterprise.

While U S WEST understands that Congress, through its adoption of Section 222, sought
to repose in individuals certain rights associated with information that relates to those customers
which is in the possession of carriers, the protection of customers' interests in confidentiality
does not require consumers to be polled by businesses with whom they have a relationship with
respect to whether or not the business can use the record information internally. Nor should
consumer interests suffer the predictable degradation of quality services and marketing efforts
that would result overall should afftrmativc customer consents be required before a business can
inlemally use its commercial information.

We appreciate your kind consideration of the facts and argunnems contained in this
document.

Sincerely,

I

xm ,~.§'T 1--»LL .'- n
L" 4
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Kathryn Marie Krause

° ' 47 u.s.c. § sol.
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SOFTWARE

The cost of entry
Hr telco needadata warehouse to play in today's market?

JQAN ENGEBRETSON. Feature Editor

periodically, when a new technology generates good results for one
or two local or long~distance coMers, suddenly, at telcos nation
wide, managements question becomes not "Why should we do

this?" but "Why aren't we doing this?

our ro build a relationship marketing system.4 law years ago, this happened with residential
broadband; more recently. dau warehousing has be-
come hot. \A`hatever the technology there are certain
similarities m the implementation process. Trials are
quickie launched. and the professional conference
dust thrives After gaining some experience with the
new 1tzchnoiogv. carriers-upon seeing clear benefits-
nwl1 sometimes assimilate it into their operations. Other
times. :he carriers are disappointed with the results,
dropping a new iechnologv en masse. in much the same
wav tlicv inlnallv embraced it

Data u :trchousing_ by and large. is steel] in the honey
moon period. iv integrating information from multiple
lcgncv operational systems and making that informa-
llon caster Io access and analyze, the technology is
aimed at improving a companvls decision-making capa-
bllmcs ( .
marketing executives because a wealth of information
can be obtained about a company existing or potential
customers. including those customers most likely to
switch to a different comer and the best prospects for
rlcv. services

How will data warehousing fare in the long term? A1-
though a misguided implementation can jeopardize re
suits. the technology has generated some significant
success stories-and in an increasingly competitive en
vironment. carriers are generally viewing it as a key
strategic tool

Table 1). This can l5¢ espcciallv valuable for

Wanhause Blueprints
Although 'everyones doing lm' may serve as a jusuhca
non for data warehousing today. its early adopters often
"ere seeking lo solve very specific slrzneglc problems

We dldn1 Se: our lo build a data warehouse. We so

iv save
Chip Gnm. director of mass markets sales and market
in systems development for MCI. "We due! with
phone numbers. pal individuals. Markeun8 wanted lo
get more specific about individual needs

MCI stared the process of building ms warehouse in
late 1991 says Grim. Using massively parallel process
in, the svsxem now has 120 nodes and connarns 7.5 mer
Kbytes of information. including 2.5 verabyres of raw
data. "We do Lhmgs lo prozecl and mirror our Dana," he
save, explarnxng the size differenlial

Contained in the database are records on households
nationwide. nom just MCI cuswmers. By obtaining more
information abcnn :he prospects for its services, the
company has improved Lhe efficiency of its
customer acquisition rnerhods

Our revenue per customer has gone up
and our zero usage sales [customers who
sign up for a service they do mol used has
gonedown_" save Grim

Bell Atlantic was also an early player in
Dana warehousing. Hoping Io improve stag
ram revenues, the carrier saned building
its Dana warehouse in 1993. save Bob In
galls, vice president of consumer marketing
We believe inc revenue growth weave seen over the iasi

couple of years is somewMl a function al Luis grosvdi
and d¢velopmen1_" says If galls. "We've gotten smarter
in zzrgeiing our customers. Welre also benefiting from
cusioi-ner grosvih

Carriers have learned many valuable lessons in build
in their data svarehousesf-lessons about system arch
reciure. about loc planning process and about the daLe

conrmued on page 20
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Itself (see sidebar on page 23).
lmtialht 11 was common for telcos to have separate

data warehouses for different departments. and those
warehouses were sometimes capable of providing differ-
em answers to the same question. depending on how
data was summarized and how often ft wasupdated.

BellSouth is one earner :her intttallv established sev-
eral separate initiatives. Ruben Bennett. senior director
of customer information. says this resulted from a lack
of standards among data warehousing vendors. And be-
cause few information technology personnel were expo -
rtenced in data warehousing. they were encouraged to
use any vendor's solution with which they were com-
fortahlc.

BellSouth and other earners now are adopting a dif-
ferent approach in which a large central datawarehouse
feeds several smaller warehouses, known as data marts
(Figure 1). Data marts typically support a few hundred
users. providing consistent data company'wide_ whileal-
lowing departments to tatior summaries and interfaces.

"Our vtston is to build one corporate warehouse at
corporate marketing and have data marts

savefeed individual lines of business,
B

-

MET
CTli'l€lL

The advantage [or corporate mar»
keying will be an integrated view of
the company "The thrust behind in-

tegration ts lo better create multtprod-
uct oilers and target lo Me right see
merits." says Bennett.
Currently. companies must obtain a re-

lease from customers [O use customer
proprictam network information-such as billing rev-
enue and product usage-from multiple lines of busi-
ness such as cellular and wireline. save Bennett. The
company plans to launch a program lo obtain those re-
leases. With such information. and by using the inte-
grated data warehouse design, the company will be in a
better position to determine a customers overall value
across multiple lines of business, retch will further
help in target marketing.

Data marts solved a different problem for L' S West.

function, save Grim. "And if one man goes down, the

The danger of any approach that involves a central-
ized Dana warehouse for an entire organtzauon is that
parUcupants can spend too much Lime in the planning
phase. Cornplicatin8 matters is the fact that users have
difficulty defining their needs until they have some ex-
perience I.lslug a system.

The ideal methodology for building a data warehouse
ts different from the waterfall approach 1y-puzally used

canunued on page 22

Initially: too many people had :he abili[v
Lo conduct quarles agannsl the ccnlral
data warehouse. which created conges-
non ax peak hours. says Gloria Farlee. executive director
of market intelligence and decision support. By estab-
lishing data mans. the company has significantly lm-
proved response (mc for users.

MCI also relies heavily on Dana mans fed from a cen-
:ral data warehouse. Often, data marls are implemented
for 90 days to support a particular campaign. save Gram.
For example. information about affluent customers
with personal computers might be loaded into a data
man to support a promotion to sell Interact access.

"ll the warehouse goes down, the business can still

others are still OK."
MCI is one of several carriers that are using an opera-

tional data store. The operational Dana store, which of-
fers high-performance processing, receives near real-
time feeds from the operational systems and ma): in
turn. feed the data warehouse. Answers to queries gen-
erated against the operational data store are more timely
than those generated against the data warehouse (Fig-
ure 2). Unlike the data warehouse. however, the opera-
tional data store does not contain historical informa-
lion.

MCI uses its operational data store to provide the
most current information to employees who have direct
customer contact. Before an MCI telemarketer makes a
call to a lead pulled from a campaign management mart.
that lead ts compared with the operational data store to
include :inv changes that may have occurred since the
data left the warehouse.

n
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by information systems designers, saveMikeBl:lckmon_
manager al wholesale services lest and design for
WorldCom, Blackman is currently m the process of de-
ltvertng the llrsl phase of Worldcom$ data warehouse.

11.5 1mportam to throw as much as you can oz users
.Md la: them start bulldtng requirements on the Up then

ark in performance and optzmizauon issues on the
second .Md third mention." he save

Close coordlnnuon between information systems and
mnrkctzng personnel 15 crucial no an ef fective imple-

rncnullon. Parttctpants will know they have achieved
success when the number of users. the complexity of

the analysts and the amount of  data all increase.
szlvs Ben Barnes, general manager of8lobal business
tntelllgcnce for [BNI

adds. "There is no finite plan as with a billing svsrem
Database rrzanagemem systems are av:1xL1bic from Of

able. Sybase. informly and others. Comparues offering
data mans include Informatica. Salem and lnformzmon
Builders. [BM claims to offer a completely tmcgrated so
lotion

The miner league:
Some types of analvsls for which a darn warehouse as
used-such as finding out how many people m n car
Lain ZIP code who inv their balls promptly have caller
ID-do pal require a warehouse. The alternative
ever. Ivpicallv requires much more work on the part of a
companvls information nechnologv personnel. This. In
sum. reduces the Limelmess wolf which the analvsls can
be obunned.\o[ surprism8ht some companies have had to

expand :he , e of their Dana warehouses. Bell AL

" l l l ,\

111 111

lgplitliiln A Decision
support./executive
information system

processing

'giving users the abihtv lo

Operational
duh :tori wunnhoula

A clerk CElling we
p l y  w u d w n

Source Prism Sduuens Inc

A lino manlger dnciding
whnhorward-manor

ha all plvdudlinl

Ana-cutiwdnciding
nehntncwmavictpben
u m n n v u m u n d

l11r1l1» : lnlunllv planned for a 185 Gbvtc warehouse but
now has passed a lcrabvie, save Bruce Radlofl darcctor
of  mnrkc l  dcvelopmem svs rcms  "As  l ln lernal l  cos
romcrs starred using Lhe d:1L1. they had more xhmgs
lhcv wanted la do with ll." save Radloll

Dain warchauses lend themselves  Lo unplanned
rowrh. SJ\IS Barnes

Ducmslon support svslzms are bx azure :Md hoc." he

Data warehousing enables marketing and other non
technical staff to conduct their
own queries on-line. World
Coms Blackman describes this
capability. known as on-line
analytical processing (OLAP)
a S »

creme their own reports on :he
fly." OLAP tools are offered by
MicroStratcgv_ Acxiom. As
Alix, Cognos and others

The next step in data :anal
h i s some carriers al

ready have taken, is data min
i n .  Un l i ke O LAP,  wh i ch
requires users to make cocci
Zions about which criteria to
:inalvze and to structure their
own queries. data mining uses
stattsticnl techniques such as
decision trees and neural scar

in lo locale patterns in the data that users might not
have thought to look for

Barnes cites the example of a Bell regional holding
company that discovered. through data mining, that
certain customers had very high rates of local calls be
tween 3 and 5:30 p.m. By supplementing this data with
household-level demographic information. the comer
realized that rnanv of these homes had teenage children

Z
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L`s1ng the dcmographlc Dana. the car-
rler div\dcd the group in lvro. The
moB affluent households renewed an
oiler la purchase :1 second telephone
line. while the less affluent group was
\.1r§e1ed wtlh call walling.

Comers :her use data mining gen-
erall\' keep ll in :he hands of .1 small
group al specmlisls who often feed
the results Lo :he marketing depan-
men: as prospect lists. ranked in order
ml probabll1[v al exhibiting a cernnm
bchzlvlor. such as purchasing a certain
sen'lce. 4
tools may be as cnsv to use as OL-\P
loots. DO( evcrvone can mlerprel the
r t3SLJllS.

EDS has been reminded of :his in
murkeunv a salem in has developed
I.hJ.l uses neural cluslermg [O create
uuslomer profiles. "The only com-
m::r1d issued is form yourself." save
led Z:m:. EDS manngcmenl consul-
zum. "Bur no understand what vuuve
got demands a level of knowledge: be-
vmnd what marv users have.".

L 5 West is one comer Lim has a
group al' employees focused on mm-
mg and modclme.

""~Vere not only looking at charac-
lcl'lsllcs. bu: behavior over Mme." save

,~ Wests Farler_ adding, than no build
;1 good prcdlctxve model requires at
icasl n ve;1rs worth of data. The mar-
kcl 1nlellxgence group began by devel-
opmv a model lo predlcz transluon-
Lhc llkcllhood that a cusuamer will
change CIJTYICTS or increase or de-
cruise spendlnv \\'ll lh€ CoTT1p3l'l\'.
The next project will be to predict the
next product a customer is likely ro acquire. which will
be fnllinved by a campaign management project.

Some CLUTIEYS Lim to outside consulting firms for
customer and prospect profiling and database model~
In. Competitive local exchange earner ICE Communi-
cations used cansuliams no develop a model to predict
the number of lines a company would use. save jay La-
Puinic. director of marketing services. Components of
the model included standard industry classification

number of employees and whether a location
u 1> .1 sales branch. MCG has used this formation to dc-

1crmtrie where to focus marketing and sales and where
la build out its neuvorks. save LaPomte.

Dao mining also lends itself to churn management
Isac sldcbiir in page 74).

callus.

nm ggungg
in Jddltlun 10 darn from billing and olhcr lcgacv svs-
tems. some comers--nncludmng Bell Atlantic. Amcmeeh
and GTE-have loaded research from customer surveys
menlo '11\€1T \\lllTCl'\OL\S€S. Some carriers are also begnnnlng
to lows on call derail records and other usage informa-
Iron

"We've done Hz lot al' thinking about
what is a product." save Carter Forringer.
GTEls director of marketing information
management. A company might use
call patterns to generate an idea for a
product armed at someone who makes lots of very
shop phone calls. save Fomnger.

Although rnanv carriers are focusing on marketing
applications. parttcularlv programs to increase cus-
tomer contact. an alternative strategy is to focus on em-
pluvrng usage Information to manage the network more
efftctemlv and to become the least-cost producer. save
David Holcombe, master consultant for Lander Con-
sultin8,

"llsage data allows you to see what products and ser-
vtces are used to what extent in what areas." save Hol-
combe. who consults wtlh carriers on their warehouses.
"If voulre considering enhancing a switch you want the
most tnformattun possible,"

Ameritech is beginning to base its infrastructure de-
cisions on usage data contained in its data warehouse_
save James Kxnzel, chief architect for rnarketmg deci-
Sinn support for the carrier. Another payoff occurred re
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gently when usage information enabled the comer to
defend itself against a multimillion-dollar lawsuit from
AT&T. The interexchange comer claimed Ameritech
had overcharged for th1-gg calls. In the past, the
local comer would have had no means al challenging
the lXCls claims, but usage data indicated that those
claims were inflated

To support their modeling and on» line analytical ca-
pabilities. many corners also have loaded demographic
data-often at the household level-into their ware
houses. Users. however, say internal information has
much more predictive value

We havens found much relationship to demo-
graphic variables." save Farler. "For example, there is
no relationship between income and anything

Chnsttne Wright. vice president of database services
for Matnxx Marketing. agrees that demographic infor-
mation is of little value in segmenting customers, but
she says it is useful in developing telemarketing scripts
targeting different types of customers

E-ell5o\:-thS Bennett says demographic data has been
more useful in the business market than for residential
applications. Vendor-supplied data might reveal. for ex
ample, that purchase decisions for a chain of resiau
rants are made at corporate headquarters
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GTE has used demographics lo corroboralc inform:
son leaned from mrcmal analysis. says Fomnger. To:
carrier burin a database of small office/home office users
based on information conlaincd in its own svslcms
:hen verified the results by comparing them uh data
from an outside supplier

What new developments will occur in data ware
housing moving forward ?

Fomnger lists several areas he wants to analyze. On:
area would look at groups of customers that behave
similarly and link them to primary market research to
better understand how to communicate with different
behavioral groups. Another area would study how sag
merits differ in response to different types of commune
cauon and measure the market response to GTE's and
competitors' actions. U S Wests Farlee save she'd like to
keep closer abs on the responses Io campaigns. include
in :hose who made inquiries bum did nor purchase a
semce

An area that is beginning no get aitcniion Ls iexl min
in. Like Dana mining. this would involve looking for
papers in information-but the 1npuz would be cos

comer service records and OIll€l' sources
that are not easily quantified. A prerequi
sine for Rex: mining will be ro develop

standard iermmology for customer
service rcpresenmzives lo use in do
scribing their interactions with
callers

WH. Inman, author of "Building
:he Data Warehouse_" :he book
many credit with helping Lo create
the Dana warehousing boom, save
companies that have built data
warehouses will tum their attention
DCXI to managing those wanchouses
lm-non has founded pine Cone Svs
rems Lo provide tools that wi l l
enable users to apportion data ware
housing costs to various depart
merits within an organization

There also may be an opportunity
for intelligent agents that would au
somatically deliver tai information
to key executive without requiring
the executives to generate an in
query_ says David Newman. senior
manager for KPMGls data warehouse
mg pncuce

Clearly, Dana warehousing is be
coming enrnenched in r:amers` busy
ness operations. Bell Allamlcls In
galls describes the technology as
:able stakes" for playing in :he new

compeiimive market. "If you look at
our competitors nova ATézT, MCI
and Spnnl have been at this game
for some lime," he says. "Using dau
warehousing and data mining is
how lheylve operated. This will be
one of the assets we'll have lo De
velor. Dana warehousing will be
critical Io being successful
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APPENDIX B

Section 222(c), entitled "Confidentiality of Customer Proprietary Network Information,"
allows carriers to access, use or disclose CPNI with respect to the prow'sion of a
telecommunications service from which such information is derived or services necessary or
used in the provision of such telecommunications service. No customer approval is required to
use information for these purposes. Beyond Section 222(c)(lXA) and (B) purposes, customer
approval (or operation of law) is necessary.

As is obw'ous hom the statutory language, the statute does not specie? the type of
"approval" necessary to allow for broad CPNI use or the means required to be utilized to obtain
such approval. It is clear, under standard rules of statutory consuuctiou, that a written consent
requirement should not be read into the prowlsions of Section 222(cXI), in light of the express
mention of a writing in Section 222(c)(2).' The absenceofsueh an expression in (c)(l) is a
patent indication of Congress' intent not to impose such a requirement with respect to that
statutory provision. 2

As to aiiirrnative consents in general, an expanded view of the legislative history of
Section 222 patently demonstrates the! such an approach was also rejected. Furthermore, as
pointed out by U S WEST in earlier filkigs, an expanded legislative history of Section 222(c)
demonstrates that it was the last in a number of iterations of House Bills initiated by
Representative Market over a period of legislative sessions. The two bills addressing CPNI that
immediately preceded the language in I-LR. 1555 were I-LR. 3432 and l-I.R. 3626. H.R. 3432
pertained only to LECs and required "affirmative request[s]" to use CPNI broadly. H.R. 3626
changed the scope of the statutory provision to aLly common carriers and changed the standard for
broad use to "approval." Clearly, the deletion of the word "a§irrnative" in the bill immediately
preceding the language chosen for inclusion in H.R. 1555 is significant. It demonstrates a clear
Congressional intent that the approval requirements of Section 222(c)(l) have a different aspect
than the carrier obligation outlined in Section 222(c)(2) and that oat affirrnntive consent
requirement was rejected with respect to CPNI access and use for a statutory standard that allows
for a more benign implementation.

It is obvious that Congress mandated nothing "affirmative" by way of customer approval
in Section 222. Thus, Congress could certainly not have meant to erect a matcdad and substantial
baler to a business' use of its internal informhxion in a manner that verges on i1n&ingi.t1g on two
fundamental constitutional tights, Len property rigs and speech rights. A Commission
conclusion to the contrary would be 1.u11awfi1L

r The latter section requires a carrier ro provide CPN! to any entity designated by the customer in writing. in this
regard, the requirement is a wdificatian of the Commission's existing CPNI miles.

2 A sound rule of statutory construction holds that an express statutory requirement 'm one plane, contrasted did:

statlJtory silence elsewhere. shows an intent to confine the requirement to the specific instance. §8Field v. Mans,
116 S. Ct. 437, 442 (1995). See alsoGozlon-Pereu v. United States, 498 U.S. 395, 404 (1991):American Civil

Libcnies Union v. Reno,929 F. Supp 824, 850 (E.D.PA. 1996)
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EX PARTE 95425/V50
December 16. 1997 DEC' /6 7.9.97

Ms. Mazalie Roman Salas
Secretary
Federal Communications Commission
I9l9 M SlrecL NW .Room SC-1170
Washing£ton_ DC 20554

a n.%

Customer Proprietary Network Information. CC Docket NQ. 96-1 15

Dear Ms. Salas

Representatives of U S WEST met today via telephone with Dorothy Attwood. Tonya
Rutherford. Daniel Shimon. and Lisa Choi of the Policy and Program Planning Division
U S WEST was represented by Kathryn Krause. B. J. Dearing. Ivy Stevens. Debra Adams
and the undersigned. The attached material was used as the basis for discussion during
this call

In accordance with Section l. l206(a)(2) of the Commission's Rules. the original and one
copy of this letter. with attachment. are being tiled with your office for inclusion in the
public record for the above-mentioned proceeding. Acknowledgment of date of receipt of
this transmittal is requested. A duplicate of this letter is provided for this purpose

Please contact me if you have any questions

Sincerely

Attachment

CC Ms. Dorothy Attwood
Ms. Lisa Choy
Ms. Tonya Rutherford
Mr. Daniel Shimon

RE:
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EXECUTIVE SUMMARY

"Opt-in" restrictions on third-party data sharing would likely cost California
consumers, employees, and taxpayers several billion dollars. In addition, such
restrictions would cost Cafifomia charities $1.57 bill ion in revenue lost to
programs.

These costs reflect ONLY the sectors of the California surveyed in this study:
financial services, charitable organizations, and non-store retailing. Needless to
say, a study of the full spectrum of California's diverse and heavily data-
dependent modern economy would likely yield significantly larger figures.

The costs imposed by this most restrictive "opt-in" type of privacy law would take
the form of higher interest rates for credit cards and mortgages, lost efficiencies
in non-store retailing, lost donations to charitable organizations, and higher
premiums for personal insurance policy-holders.

In addition, the California tax base would likely be reduced by $2.1 billion within
several years, as mortgage interest payments under a restrictive information
regime would be several billion dollars higher than they would be under a less
restrictive one. Employment in the construction industry alone would be reduced
by thousands of jobs as new home sales were lost.

This study calibrates lost efficiencies for a very limited number of selected
sectors of the California economy if financial service companies, direct marketers
and charitable organizations were prohibited by new state legislation from using
non-sensitive third-party commercial data to conduct their business or charitable
work as efficiently as they now do.

Under an "opt-in" data privacy law, such third-party data sharing would not be
available to help them efficiently find customers or donors, tailor services and
goods to customers' needs, and reduce the cost of goods and services (and
especially credit) they offer to consumers.

Using existing sectoral studies of the impact of restrictions on third party data
sharing at the national level, we estimated the costs of these restrictions for only
a small segment of the total affected California economy. The methodology
employed makes a number of conservative cost assumptions. For these reasons,
the costs we report may well understate, possibly by a considerable margin, the
total hidden costs of an opt-in privacy regime to the state of California.

The major cost areas of an opt-in data privacy regime for the sectors we studied
are as follows:

2



FINANCIAL SERVICES

4 inefficiencies Incurred by Financial Service Consumers. Financial
services companies rely on personal data to identify the needs of potential
customers, target customers and pool offers, as well as other methods of
matching customer needs and supplier services. For example, customers
save time through pooled offers and pre-filled applications. They also
receive lower priced offers. Personal data also reduces consumer
exposure to 'noise' from unwanted offers. Further, restrictions on the use
of third party data in California would result in higher search expenditures
for companies and lost time and savings for customers.

E California customers of the 90 largest financial services firms alone
would incur an annual increase in search costs of approximately
$1.02 billion, assuming firms fully pass these on.

O California households can be expected to aggregately spend an
additional 25.4 mill ion hours to acquire the same goods and
services from 90 of the largest financial services companies.

9 Shifts from Inability to Fine Tune Risk and Securitize Debt via
Personal Information. Restrictions on the use of personal information of
California residents by financial service companies would create upward
pressures on interest rates. Mortgages and credit cards would have to
assume higher risk levels due to an inability to accurately assess risk.
Opt-in data restrictions also create barriers to entry, making it harder for
small and medium sized financial service companies to compete with the
larger ones. Over time, with a progressive monopolization of the sector
and the loss of competitive pressures, prices can be expected to rise even
further. While the specific level of increase in interest rates caused by
restrictions on personal information cannot be predicted, even modest
increases entail substantial costs.

E Mortgages: A possible 1% increase in the baseline of average 1995
mortgage interest rates would have led to approximately 1,850
fewer homes sold as nearly 85,000 renter and homeowner families
would find median priced homes in their neighborhoods
unaffordable in that year. $332.6 million in home sale revenue
would have been lost along with as many as 1,700 jobs in the
residential construction sector. New homebuyers for the year would
have paid $110 million ($1,760 per household) more in interest
payments in 1995.

E Tax revenues are impacted by higher interest rates. Higher rates
would remove $2.1 billion dollars from taxable revenue over 5 years
from new home owning households, assuming 1999 mortgage

3



levels. At a 4% tax rate, this translates into $80 million dollars in
lost tax revenue to state coffers for the same time period .

0 Credit Cards: A 1% increase in the annual interest rate on credit
cards of California residents would result in an additional $927
million in interest payments.

9 Compliance Costs: Financial service companies wm face a one-time
expenditure on expertise and equipment in order to update their systems
to comply with new data restriction requirements. Assuming that 10% of
banks and bank-like firms in California operate on-line and will have to
update their systems to comply, the sector can be expected to incur costs
of more than $154 mil l ion for the e-commerce dimension of their
businesses alone.

CHARITABLE ORGANIZATIONS

4 Search costs: As much as $1.57 billion would be lost from charitable
program expenditures in the state. Original research conducted in
conjunction with this study shows the loss of valuable information from
third-parties, especially financial third~party sources, would have a
substantial negative impact on charitable fundraising in California.
Specifically, the loss of access to third-party information would result in an
additional $933 million in expenditures for fundraising and a loss of an
estimated $638 million in donations.

DIRECT MARKETING AND E-COMMERCE

4 Search costs: In so far as the too! of information 'dries up', the direct
marketing sector can be expected to spend more on advertising. It is
estimated that direct marketers will have to spend, depending on size and
segment, $189 mill ion - $594 mill ion in the aggregate in additional
advertising to reach the same consumers.

4 Compliance costs: To the eMer\t that e-tailers extend credit, they will be
subject to the same regulations as other financial service firms. Like these
financial service companies, they will be obligated to update their systems.
For such firms, restrictions on third-party data transfer can be expected to
result in compliance costs of $103 million, even if only 1% of the estimated
65,000 on-line retailers are impacted.

4



Table of Contents

Executive Summary

Introduction .

The Financial Services Sector .

2.1 Search Costs

2.2

.p. 6

..p. 9

Risk Assessment: Insurance, Home Mortgages and Credit Cards.
2.2.1 The Case of Insurance Premiums
2.2.2 The Case of Mortgages
2.2.3 The Case of Credit Cards

2.3

3.0

Compliance Costs

Charitable Giving in California: Overview

3.1

.p.25

The Impact of Data Restrictions
3. 1.1 Use of Third Party Data by Charitable Organizations

3.2 Third Party "Opt-in"and Charitable Fundraising
3.2.1 Analysis of Opt-in for External Data -

Person-to-Person Fundraising
3.2.2 Analysis of Opt-in for External Data -

Direct Mail Campaigns
3.2.3 Analysis of Opt-in for External Data -

Telephone Solicitations
3.2.4 Additional impacts of Opt-ln for External Data
3.2.5 Calculating the Total Cost of Data Restrictions

3.3 Conclusion for California Charities

4.0 .p.37

5.0

Appendix A:

Appendix B:

Appendix C:

Direct Marketing and Non-Store Retailing

4.1 E-Commerce and internet Retailers

Conclusion .

Methodology

Source Studies

Overview of Costs

.-p.41

5



1.0 INTRODUCTION

This study offers what its authors believe to be the most up-to-date and rigorous
analysis of the potential costs of a restrictive (opt~ir1) privacy regime for the
California economy. Consulting the Executive Summary and Appendix C at the
end of this study most easily identifies these costs.

Our methodology is discussed in detail in the methodological appendix. Briefly,
however, our approach has been to adopt the best available cost algorithms and
the most conservative behavioral and statistical assumptions from among those
used by previously published and frequently cited studies to calculate privacy
costs at the national level. We then applied these algorithms and assumptions to
the best available California economic data to calculate the costs for those
sectors of the California economy covered by this study.

While our study cannot speak to the potential costs in every area of California's
economic life, the sectors we have studied represent an important if not
comprehensive range of activities. Given the conservative assumptions we
make, we further believe our report may significantly understate the actual costs
of a fully implemented restrictive privacy regime for the entire California
economy. By adopting this conservative approach, we hope that the reader may
gain a useful and valid insight into the economic side of the privacy ledger.

To understand the implications of California's pending legislative proposals, a
brief word about the nature of privacy regulation is in order. There are essentially
three choices legislators can apply at three stages in the information "stream."
These regulatory choices are t) notice only, 2) "opt-out", and 3) "opt-in" Or
affirmative consent. The three stages at which these choices may be imposed
on firms and consumers are a) data-gathering from consumers, b) data-sharing
with affiliates, and c) data-sharing with third parties or unaffiliated firms.

Of the three regulatory choices, "opt-in" or affirmative consent is the most
restrictive, as it requires the consumer, from whom the information is originally
gathered, to take additional steps to authorize the further use of the data above
and beyond hisser primary interaction with the firm. As some studies have
suggested, many consumers may not take this step.1 This may not necessarily
be because they oppose the sale of their data, it may be because they wish to
maximize the efficiency of their purchasing-time--they simply can't be bothered,
in other words.

Michael Turner and Robin Varghese, Understanding the Privacy Debate. New York: ISEC,
2001. Turner and Varghese suggest there may be a large discrepancy between those who have
privacy concerns based on "fundamental" principles and those who are concerned about privacy
for pragmatic reasons. Among the latter, a significant portion of privacy pragmatists may include
those who express a desire to control access to personal data but are not willing to invest the
time or energy to ensure compliance.

1
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It is a prevalent and powerful misperception that the privacy debate pertains only
or even primarily "on-line," that is, to e-commerce. To make this assumption is to
mistake the changed nature of the modern economy and the now pervasive
nature of information flows.

Perhaps the greatest contribution of California's technological prowess and
commercial savvy over the last decade has been to enable the application of
digital technology to the full range of economic activity around the world. Not only
has digital technology created the new field of on-line "e-commerce," but it has
also allowed information to be applied systematically "off-line" as well. in short,
digital technology enables information to be gathered, stored, and shared in new
ways, vastly increased quantities, and analyzed with ever-greater sophistication.
The current economic revolution has been not simply a product of information
technology but a product of new, innovative and efficient uses of information.

But while this explosion of information gathering and its application has facilitated
economic efficiency and human connectedness, citizens, consumers, firms and
legislators have also become aware of potential drawbacks to the digital
revolution, and nowhere more so than in California. As with the technology itself,
California may be leading the way in shaping governmental regulation of this
Issue.

Privacy has emerged as an issue for policy debate in California for two reasons.
First, there is a worry that the aggregation of individually identifiable data will
violate the privacy of individuals by revealing life styles and actions that
individuals wish to keep private. Second, there is a fear of fraud or identity theft
that brings a risk of economic loss to the individual or the threat of personal
harm.

At the most general level, the private» sector collection of data occurs as
individuals engage in the routine business of purchasing clothing, filling in credit-
card applications, or making their annual gift to their favorite charity. Now the
records of these myriad transactions accumulate with greater efficiency due to
advances in digital technology. This digital technology has created new
opportunities to better serve customers through sharing of this data by affiliates
and the exchange of this data with third parties.

It is primarily this latter, third party phenomenon, though often poorly understood,
that has fostered a perception of risk (such as identity theft or other forms of
fraud,) or harm (such as "on-line stalking" or "surveillance", etc.). However, it
must be borne in mind that data sharing with recognized affiliates and
commercial third parties is a very different issue from questions of fraud,
"stalking", and other already illegal activities which all interested parties strongly
oppose, but which often confuses the terms of public debate. For example, the
already illegal activity of stalking typically involves individuals already known
personally to the victim, not "third-party" strangers.
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Nevertheless, these perceptions have led regulators around the world to begin
implementing a range of privacy laws that establish the terms by which consumer
information may be collected and shared.2 In Europe, the European Union
passed a Privacy Directive in 1995. In the United States, recent federal
legislation has included the Children's On-line Privacy Protection Act (COPPA,
effective April, 2000), the Health Insurance Portability and Accountability Act of
1996 (HIPAA), and the Gramm-Leach-Bliley Act (GLB), also commonly referred
to as the Financial Services Modernization Act.

Federal legislation thus represents the second, more immediate reason for
privacy becoming an issue of legislative concern in California, if not in every state
capitol. The Gram m-Leach-Bliley Act, for example, recognizes that many of the
financial services it regulates are regulated jointly or primarily at the state level--
as with insurance.

Thus, state legislators and regulators must decide what they wish to do about
privacy, and how restrictive they wish to be. The Gramm-Leach-Bliley Act, to
stick with our example, establishes a floor of "notice" (the least restrictive option)
for data sharing with affiliates and "opt-out" (the moderately restrictive option) for
data-sharing with unaffiliated third-parties. States such as California are thus
enabled to make data protection more restrictive than at the federal level, such
as by employing the most restrictive (opt-in) approach for third parties, for
example.

Whether states SHOULD do so is an open question. The authors of this study do
not argue for any particular view. On the contrary, we believe that this is a
decision that should be made by the citizens and elected officials of California in
the full light of the best available facts. Among such facts are those we present in
this study. We believe legislators owe it to their voters that any proposed privacy
restrictions should take into consideration the likely costs and lost efficiency that
results from such additional regulation. As will be explained in more detail below,
such lost efficiencies and economies can impose hidden but very real and
burdensome costs on California consumers, employees, charities and taxpayers.

2 Turner and Varghese, op. cit.
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2.0 THE FINANCIAL SERVlCES SECTOR

Changes in access to consumer data by third parties (and affiliates) can be seen
as impacting the finance sector in several crucial ways. These include additional
costs to the search for and targeting of customers through higher advertising
costs, losses from the inability to assess and fine tune risk in the extension of
credit (resulting in higher interest rates), more expensive monitoring of data
management and protection, greater losses from fraud as a result of a greater
inability to detect malfeasance, higher prices resulting from new barriers to entry
posed by larger
consumers.4
€Xtl8'l1tS:

costs of gathering informatior13, and less access to credit for
Of these, the following three have been measured to varying

• Restrictions on information sharing raise the search costs to companies.
The cost of advertising (mail and telephone solicitations) and transacting
(call centers needed to process transactions) increase as a result of the
loss of pooled resources and capacity to target products to customers who
are more likely to demand them. For customers, these translate into
higher prices to the extent that costs are passed on. Furthermore,
customers also bear non-financial costs in the form of search times and
exposure to 'noise' or unwanted solicitations.

• A ban on third party information sharing reduces the ability of financial
firms to assess and fine tune the risk involved in extending credit to
customers, as well as securitizing debt and thereby increasing the pool of
credit available. As evidenced in societies with restrictive data transfer
regimes, interest rates climb to compensate for an inability to clearly
identify risk.

Finally, restrictions on data sharing bring costs in the form of compliance
procedures, requiring new monitoring systems, especially for firms that
conduct on-line business.

2.1 Search costs

Ernst and Young's study of the estimated savings in terms of money and time
from sharing information with affiliate and third parties under the direction of
Cynthia Glassman provides a basis for an evaluation of possible costs of

3 For example, the seven largest banks in France, the Western European country with the most
restrictive data transfer regime, account for 98% of all banking assets. Western Europe as a
whole has one-tenth the number of US financial service institutions even though it has nearly
50% more households.
4 According to Walter Kitchenman's "US Credit Reporting: Perceived Benefits Outweigh Privacy
Concerns" (The Tower Group, 1999), European consumers have access to one-third less credit
as a share of GDP.
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restrictions on data transfer.5 Their survey of members of the Financial Services
Roundtable, whose revenues comprise more than 25% of the sector's total
earnings, suggests that data sharing with affiliates and third parties yield savings
of $195 per customer household and 4 hours per annum. We use their study as
a preliminary base for estimating the costs of restrictions on information sharing.

For the 90 members of the FSR alone, a switch to restrictions on transfers to
third parties in California translates into $1 billion in lost savings and over 25
million hours per year for consumer households in the state. The size of lost
savings to consumers rises to nearly $2 billion and approximately 40 million
hours if restrictions were extended to affiliates as well. These do not take into
account impacts on the entire financial sector.7

The dynamic of freer information flows yielding lower search costs can be seen in
various sub-segments of the industry. The automobile, property, and life
insurance segments, as with most segments of the insurance industry, heavily
rely on third party data for marketing. Another characteristic shared by the
various segments of the insurance industry is the role of field agents. Namely,
the insurance industry is an agent driven business, in which individual agents in
the field are responsible for the bulk of the firm's marketing efforts.

5 See Ernst 8. Young LLP, under the direction of Cynthia Glassman, "Customer Benefits from
Current Information Sharing by Financial Services Companies" for a description of the various
sources of savings. Conducted for the Financial Services Roundtable. (Ernst & Young,
December 2000).
s FSR members are representative of the sector as they represent the largest companies in the
sector, accounting for approximately 26% of all revenue in the finance, insurance and real estate
sector for 2000. Source: FSR, Annual Report, 2001, www.fsround.org and Bureau of Economic
Analysis, Department of Commerce, wvvw.bea.doc.gov. The members of  the FSR are
disproportionately commercial banks and insurance companies. The 50 largest firms in the
finance and insurance sector accounted for 38.8% of all revenue in 1997, the 50 largest
commercial banks account for 60.7% of all commercial banking revenue, the 50 largest insurance
firms account for 60.9% of the Subsector's revenue; also of note is the fact that the 4 largest
credit card issuing companies account for 53.8%. (Bureau of the Census, 2000) Assuming that
revenue is proportional to customer base, in terms of accounts receivable, consumer as opposed
to business accounts receivable amounted to 28.5% of total receivable accounts, excluding real
estate. (www.federalreserve.gov, Federal Reserve, 2001) FSR customer households as a share
of total households in California were estimated as the same as for the country as a whole or 9.9
million of the 11.5 million California households.
7 A straight translation from FSR members to the entire financial sector would of course yield a
substantially larger figure. If  we assume that the average savings of $195 per customer
household extends to all firms in the finance sector, the total costs of restrictions on third party
transfers would be approximately $4 billion, requiring approximately $495 million in additional
advertising to compensate. The limitations of doing so stems from the fact that the efficiency of
data use in all likelihood declines with the size of the financial institution, thus savings may not
translate into an average of $195 per customer household. As the size of the enterprise declines,
the saving of information sharing is expected to decline if there are economies of scale in
information gathering. To the extent that this is the case the ability of smaller financial institutions
to share information with larger ones offsets their cost of information gathering disproportionately
and reduced barriers to entry.
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Marketing: In the past, field agents relied on a variety of data sources for
prospect marketing, most of which was either publicly available data (the white
pages), public record data (driver's license and motor vehicle data) or self-
reported (inbound calls). The days of cold-calling households to pitch pre-
packaged product offerings, however, are on the decline. Today, field agents for
automobile insurers are reaching out to prospective policyholders through
multiple media using sophisticated database marketing techniques.

Prospect marketing and lead generation now occurs through the field agents
with the assistance of the home office and outside information service providers,
such as Acxiom, Equifax, and Trans Union. In short, the process works as
follows:

On a contractual basis, the home office provides an information service provider
with data on its policyholders (knows as the firm's house file). The information
service provider, in turn, engages in list hygiene (updates contact information)
and appends the data in the house file with additional third party data. The
appended data is then analyzed in order to identify common attributes among the
entire group and subgroups of policyholders: e.g., among new policyholders,
policyholders for more than 10 years, premier package policyholders. These
leads can also be open-ended, allowing agents to select individuals according to
criteria they establish based on personal experience and local knowledge.

Joint Marketing and CRM: One of the benefits policyholders enjoy is the effort
made by the policy provider to anticipate and serve their needs. Communicating
with customers in order to understand them and identify their needs is a practice
commonly referred to as "customer relationship management," or "CRM."
Sometimes the insurer may not be able to directly satisfy all the needs of its
customers, but may be able to do so through joint marketing arrangements.

For example, a new policyholder receives inserts in his/her monthly statement for
a discount on a passive alarm system or a defensive driving course offered
locally usually by thi rd parties that would substantially decrease the
policyholders monthly premium payments. A more restrictive data regime that
includes affiliate sharing, then, would further impede cross-marketing and deny a
policyholder the benefits from economies of scope captured by most insurance
companies. In other words, rather than one stop shopping and seamless service,
a consumer will be forced to contact service providers separately.

Market Reach: Ordinarily, individuals who are employed or who have substantial
personal wealth have access to corporate or private insurance advisors who are
able to provide expert counsel and ensure that their insurance needs are fully
met. The vast segment of the American population comprised of temporary or
seasonal workers (such as migrant labor), or who are living in economically
disadvantaged circumstances are disproportionately reliant upon directly
marketed insurance policy offers .- either through the mail or telephone. The



identification of individuals in this population segment with unmet insurance
needs, as well as accurate contact information and data for assessing risk for
underwriting purposes are made possible through the use of third party
information. An opt-in restriction, then, would not only reduce the percentage of
policyholders in this cohort, but would also likely increase the average premium
payments necessary to secure coverage.

Michael Staten and Fred Cate's case study of MBNA's provision of credit cards
offers a basis for examining the impact of rising search costs for the credit card
market.8 While the use of a single company makes difficult the extension of
findings to the entire sector, it should be noted that MBNA services 15% of all
outstanding us MasterCard and Visa balances and also that the eight largest
credit card issuing firms account for approximately 75% of all revenue in the
sector. Staten and Cate found that a blanket opt-in requirement would raise the
direct mailing costs of booking a new account by 22%.9 This cost increase is
equivalent to an 8% decline in revenue. Assuming a similar cost structure for the
8 largest credit card providers, which account for approximately 75% of the
sectors revenues, the loss in revenue of a California opt-in would amount to
approximately $27 million per year.

2.2 Risk Assessment: Insurance, Home Mortgages and Credit Cards

An additional source of costs to consumers and the economy has resulted at
various times and places from the fact that credit information is less mobile,
making risk assessment less accurate. Consumers generally have a harder time
acquiring credit for any given interest rate in societies in which data does not
move easily. The ability to use demographic information, credit bureau data and
existing data about customers from third parties and affiliates has enabled
companies to identify and target low-risk consumers. This practice has
contributed to the fall in consumer interest rates, as two studies found for the
mortgage market and for credit cards." In some ways, it is in the effect on

a Fred Cate and Michael Staten, "The Impact of Opt-In Rules on Retail Credit Markets: A Case
Study of MBNA," Forthcoming, February, 2002. To be available at:
www.understandingprivacyorg
s The opt-in requirement for affiliates assumes that the MBNA would require consent to utilize
credit information about those prospects who also held another MBNA account save for
information concerning the customers handling of the MBNA account. That is, the estimates
assumed that MBNA could not use information from credit reports and the customers standing
with other creditors that it already possessed in the context of another MBNA account for the
purposes of tailoring a new one.
lo Walter Kitchenman, "US Credit Reporting: Perceived Benefits Outweigh Privacy Concerns."
(The Tower Group, 1999) , Fred Cate and Michael Staten, "The Impact of Opt-ln Rules on Retail
Credit Markets: A Case Study of MBNA"; John Baron and Michael Staten, "The Value of
Comprehensive Credit Reporting: Lessons from the US Experience." Staten and Baron, following
Stiglitz and Weiss (1981) on lending markets without information sharing, offer a reason why
interest rates fall (rise) when data is mobile (restricted). "When lenders can't distinguish good
borrowers from bad borrowers all borrowers are charged an average interest rate that reflects

12



160

140

120

100

80
1-
l l
m
m
m
r - 60

40

20

I I0

1993 1995 19981996 1997 19991994

Source: Board of Governors Federal Reserve System , Annual Statistical Digest
Bureau of the Census SfafisticaMbstractof the US, 2000

4
O 59

9 8%

1 ¢-. t. in. I..
"¢- MJ*»-" .r

4 6%_____**___._.____ T.1iatA

* m - _
¥ <A 499*\. x . l QF +pP484w¢ r t 4

a l-
l 4.9=n4 <... b . ¢ hU _ - 0 • 4 \ 4 _ .re_ _ * _

--Q

15.21%

0 - Mortgages (7.17% in 1993)

_ . ___

Prime Rate (6% In 1993)

Credit Cards (16.83% in 1993)

interest rates that restrictions on data transfer most sharply impact corporate
revenues and consumer prices. The following figure shows the decline in the
interest rate on credit cards and 30-year conventional mortgages relative to the
prime rate. We believe that risk fine-tuning has been one reason for this decline.

FIGURE 1: EVOLUTION oF PRIME, MORTGAGE AND
CREDIT CARD INTEREST RATES, 1993-99

Mobile consumer data has yielded lower interest rates through two avenues, risk
fine-tuning and securitization of debt, both of which depend on the use of
consumer information to assess risk. Lenders are able to use past credit history
and personalized data to extend lower interest rates to less risky consumers. The
ability to identify risk levels also enables financial markets to securitize debt by
risk levels, as Fannie Mae does. The purchase of consumer debt by investors in
secondary markets channels additional monies into lending institutions
expanding the amount of credit available for consumers. The liquidity in the
system has contributed to lower mortgage interest rates.

2.2.1 The Case of Insurance Premiums

their pooled experience. But, this rate is higher than good borrowers warrant and causes some
good borrowers to drop out of the market, thereby shrinking the customer base and further raising
the average rate charged to good customers." (p. 5.) Also see Joseph Stiglitz and Andrew Weiss,
"Credit Rationing in Markets with Imperfect Information." American Economic Review. 71: 393-
410 (1981)
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Without a doubt, one of the industries likely to be most affected by an "opt-in"
restriction on the use of third party data for commercial purposes is insurance.
Firms in the different segments of the insurance industry are heavily dependent
upon access to rich sources of third party data for marketing purposes, for risk
assessment, for underwriting, and claims verification and fraud prevention.

An opt-in data restriction will increase the marketing and administrative costs of
insurance companies in every one of its segments, In addition, the spread of
premium payments may converge, all other things being equal, as the ability of
insurers to differentiate lower risk from higher risk candidates is reduced. This
phenomenon was discussed in the context of credit cards, where the reward for
good behavior (a history of meeting credit obligations) would be reduced in order
to cover the additional costs from bad loans made to higher risk candidates who
default, though the insurance sector contains its own peculiar dynamics that may
exert counter pressures." This pattern is an example of the distortions that
result from the lack of efficient distribution of information.

Gauging the impact of an opt-in data restriction on the broad insurance industry
is a difficult task. This is largely due to the fact that the data needs of each
individual segment are relatively unique. For instance, age data that is important
to l ife insurers to assess an applicant's risk to evaluate her l ikelihood of
purchasing a policy and to determine the appropriate policy and premium level, is
relatively unimportant to property insurers, who are more concerned with other
factors.

When determining the appropriate premium for a coverage policy requested by
an applicant, an insurer will use third party data to both ensure that the individual
is who he/she is claiming to be (most common when the transaction is conducted
online) and to verify the validity of the information provided on the application.

11 In the absence of third part data restrictions, it is possible that lower risk policyholders are likely
to pay more while a greater number of higher risk policyholders will pay less, on average, pay
less. With that said, it is important to note that the way economic agents cope with a lack of
information or information asymmetries can vary from industry to industry. This is clear from the
various treatments of asymmetric information by Joseph Stiglitz and his collaborator. In their path
breaking work, Rothschild and Stiglitz argue that when confronted with different types of
individuals -~ high-risk and low-risk -- which insurance providers could not differentiate, there exist
equilibrium solutions in which the choices offered screen insurance buyers through self-selection.
For example, insurance providers can offer two separate insurance contracts: one with partial-
coverage and small deductibles and another with full-coverage and high deductibles. Low risk
individuals would rationally choose the former whereas high-risk individuals would opt for the
latter. The contracts would mitigate against adverse selection and the deductibles control for
moral hazard. The salient point here is that the effects of limited information on an industry is
peculiar to its structure, products, etc., and thus increases in insurance premiums do not follow or
do not follow in the same way that increases in credit interest rates do. cf. M, Rothschild and J.
Stiglitz. "Equilibrium in Competitive insurance Markets: An Essay on the Economics of imperfect
Information" Quarterly Journal of Economics. 95:629-649 (1976)
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For example, it is frequently necessary to confirm that an applicant does not have
undisclosed drivers living in their household. An applicant with a 15 year old son
who is ineligible to drive at the time of application, but who will begin driving
shortly thereafter, would be treated very differently than an individual without any
teenage children.

in addition, automobile insurers routinely use public record data such as traffic
reports and driver's license information from the state department of motor
vehicles, as well as claims reports from companies such as DATEK to verify
information on an application and assess an applicant's overall risk. In many
jurisdictions, individuals with a history or pattern of traffic violations and accidents
will usually be required to pay higher premiums than those who have a spotless
driving history. Access to third party data is also important for identifying potential
fraudulent claims, such as where the same individual submits multiple claims for
the same injury to different companies. Third party data may also be important
for identifying other patterns of claiming behavior that may indicate higher risks
which, if undetected, will result in lower risk drivers being required to subsidize
higher risk drivers.

Here, it is important to emphasize that data use for marketing purposes is not
used for underwriting and vice versa. In fact, information service providers
physically separate their databases used for marketing services from those used
for decision products (e.g. credit reports, individual reference services, etc.).
Furthermore, as defined under the permissible purpose clause of the Fair Credit
Reporting Act (FCRA), credit reports can only be used expressly for underwriting,
unless a consumer provides written consent, in which case it may also be used
for claims analysis and other related purposes.

The value of using credit reports for underwriting cannot be overstated, as the
use of credit reporting data is pervasive among automobile insurers. insurers
have found a strong positive correlation between a high credit score and a low
loss ratio (the loss pay-out by insurers divided by the premium paid by the policy
holder, a.k.a. "loss potential"). in as likelihood, individuals who pays their bills
and are able to hold a job over time to provide for their needs will tend to be
responsible with respect to driving and the upkeep and maintenance of an
automobile or a home. In short, a track record of responsibility in one area is a
powerful indicator of responsible behavior in other areas.

Currently, in California, as a result of state law and recent directions from the
state's Insurance Commissioner, credit scores can no longer be used by insurers
for the purposes of risk assessment and underwriting, forcing insurers to revert to
less accurate methods of assessing risk. Insurers may use an individual's credit
report, but not their credit score for insurance scoring. This method is more
subjective and time consuming than the use of the highly predictive credit score.
Given this, there is good reason to believe that consumers will eventually be
confronted with higher premium prices, as the overall industry loss ratio
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increases as a result of the issuing of policies to high risk candidates at relatively
low premiums.

2.2.2 The Case of Mortgages

Assessment of the impact of data restrictions on third party transfers in California
must consider the resulting inability to fine-tune risk and securitizing debt by risk
level in a secondary debt market. The effect of these on mortgage interest rates
are perhaps the most significant, as mortgages account for $4.48 trillion of the
$6.46 trillion in household outstanding debt in 19992 In 1999, $411 billion was
borrowed in the us for home mortgages in comparison to total household
borrowing of $542.9 bi1110n."3

A hypothetical 1% increase in the mortgage rate for 1999 California
home buyers from 7% to 8% amounts to approximately an additional
$418 million per annum on all outstanding 30 year conventional, fixed-
rate mortgages. A 2% increase, or roughly the difference one study
found to obtain in Western European societies with strong restrictions
on third party information sharing, amounts to an additional $836
million in interest payments per year.

These increases also imply a loss in tax revenue since interest
payments are deducted from taxable income. Assuming the same
demand for housing, by the fifth year (2004), more than $2.1 billion, at
the same 1% higher rate and more than $4.2 billion, at 2% higher rate,
that would otherwise have likely been subject to taxation, becomes
exempt from taxable revenue (a loss of more than $170 million.14)

The costs of course extend beyond higher finance charges as the impact on
home ownership rates must be taken into consideration. We use as the basis
here the results of a study by a Tower Group study under the direction of Walter
Kitchenman, which compared liquidity effects of the relatively liberal US data
transfer regimes with the more restrictive ones found in Western Europe and
found that mortgages in the us tend to be systematically as much as 200 basis
points lower than in Western European states.15 He offers three reasons for
higher rates grounded in data transfer. The inability to fine tune risk results in
higher interest rates. One mechanism for pushing rates higher is the fact that
some consumers (low-risk ones in this case) subsidize higher risk ones. As

Federal Reserve, Flow of Funds Accounts of the United States. p. 8 (Washington DC: Board of
Governors of the Federal Reserve System, June 9, 2000)
1 Federal Reserve, Flow of Funds Accounts of the United States. p. 7.

14 Assuming an average income tax rate of 4.1 % We assumed an average rate of4.1% on
taxable income, based on California's 2000 Income Tax table, using average household gross
income and assuming an even distribution between single/married filing separately, married filing
jointly, and Head of Household..
ts Walter Kitchenman, "US Credit Reporting: Perceived Benefits Outvveigh Privacy Concerns,"
(The Tower Group, 1999), p. 7.
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many find the costs high relative to their risk levels and thus the value conferred,
they wilt exit from the market, driving the average higher. Fine-tuning risk helps to
create a tiered market and thereby reduces the cross~subsidy lower-risk
consumers provide to higher risk ones. The ability to clearly identify risk also
enables the development of a market in securitized debt, increasing the supply of
credit in the market and thereby lowering interest rates. Finally, the difficulty of
identifying consumer's preferences creates a barrier to entry and encourages
anticompetitive outcomes, as the larger institutions can utilize their information
bases in monopolistic fashion.

The US Census 1995 housing affordability study permits an assessment of the
costs of higher interest rates on home ownership."5 This provides a basis for
assessing further impacts on home construction, employment and tax revenue
(in so much as mortgage interest payments are deducted from taxable income)
through estimations on what these would have been had the interest rate been
higher." It should be noted that there were 667,000 homes sold in the US in
1995, by 2000, that figure rose by more than one-third to 877,000.18 The
following figure shows the impact of interest rate increases on home ownership
affordability of median priced homes for Americans in the areas in which they
live.

is The last comprehensive US Census study was for 1995. We use it here instead of other
possible sources for the reliability of the data. At the 1995 interest rate of 8.67% on a 30 year
mortgage, only 6.7% of the 21 _425,000 US renter households were able afford a median-priced
home in the area in which they live. A 2% increase in the interest rate decreases that figure to
6.1 %.
17 of course had the interest rate been higher as a result in large measure of poor debt
securitization, the general impact on economic activity would in all likelihood make the costs listed
below actually greater. Here we examine the sold housing market.
la Source: Bureau of the Census (2000).
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FIGURE 2: HouslnG AFFORDABILITY AND MORTGAGE INTEREST RATES, 1995
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A 2% increase in interest rates would decrease the number of renters who could
afford to own homes where they now live by 119,000. When we recall that
667,000 homes were sold in the United States in 1995, this figure is significant, in
so much as first time home ownership accounts for a substantial share of home
sales."9 The impact on home ownership, while wholly negative, cannot be
precisely estimated as it is unclear how many families would willingly move to
poorer neighborhoods, a move which would have its own costs in the form of
poorer social services. But we can make some estimates based on very
conservative assumptions.

For the purposes of this study, we make the following assumptions. California
home purchases are proportionate to its share of total American households and
weighted by its home ownership rate as a share the overall US rate. These imply
that California accounts for 9.6% of all us home sales." We assume that the
drop in homes demanded is proportionate to those priced out of home ownership
as a share of those owners who can afford a home plus that share of renters who
can afford a home, That is, of all homes sold, approximately 40% were
purchased by first-time home buyers (or renters). 8.9% of renters who could
afford a home at the current rate would be priced out of homeownership by a 2%
increase in the interest rate. We assume that 8.9% of homes sold to first-time
homer buyers would not be sold a result. We similarly assume that a 2% interest

19 Bureau of the Census, 2000.The principal hurdle faced by would-be homeowners appears to
be the cost of down payments. See Howard Savage, "Who can afford to buy a house in 1995?"
(Washington, DC: Bureau of the Census, August 1999), available at www.census.gov for
definitions and methodology.
20 See Howard Savage, "Who can afford to buy a house in 1995?"
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rate increase would price out of the housing market 4% of current homeowners
who can afford a median priced home in their neighborhood, and we assume that
4% of these homes would not be sold.21
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An increase of 1% on the interest rate of 30-year mortgages, from 8.67%
to 9.67% (with 5% down) would result in22

Approximately 1,850 fewer homes sold as fewer families would be
able to afford median priced homes in their neighborhoods
$322.6 million in lost home sales
Nearly 1,700 jobs lost in the residential construction sector23
An additional $1 ,760 per year for each new home buyer in interest
payments or nearly $110 million per annum for 1995 home buyers24
Had an opt-in system been put in place in 1995, larger exempt
income that does not benefit the earner would also yield tax
revenue losses of $28 million for 2000 assuming the same interest
rate and sale price.
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An increase of 2% in the mortgage interest rate from 8.67% to 10.67%
would through its impact on California renters alone result in
approximately

Approximately 3,830 fewer families able to afford median priced
homes in their neighborhoods and thus fewer homes sold
$665.8 million in lost home sales
Nearly 2,100 jobs lost in the residential construction sector
An additional $3,520 per year for each new home buyer in interest
payments or nearly $214 million per annum for 1995 home buyers
Had an opt-in system been put in place in 1995, larger exempt
income that does not benefit the earner would also yield tax
revenue losses of $56.8 mill ion for 2000 assuming the same
interest rate and sale price.

D

On the one hand, we have not taken into consideration the fact that many may
purchase homes in cheaper neighborhoods. But on the whole, such a move
would have to take into account hard to quantify costs such as poorer social
services and schools.

21 Assumed a home sale price averaged to the 1995 US average home selling price of $173,800.
22 The US Census Housing Affordability study assumes an 8.67% interest rate.
pa We have made the assumption that the ratio of labor hours to output remains constant. Far
more likely is the fact that given falling sales, jobs would be cut in greater proportion in order to
maintain profit margins. Employment losses as a result of lost real estate loan revenue in the
banking sector can be expected to be very small, fess than 0.004% of the US banking sector, all
else being equal. See Ben Craig, "The Long-Run Demand for Labor in the Banking Industry."
Federal Reserve Bank of Cleveland . p. 27 for the regression coefficients for labor demand in the
sector. www.clev.frb.org/research/review97lbencraig.Ddf.

On a $173,800 home with a 5% down payment and a 30-year mortgage, compounded
quarterly.
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The impact would be felt not only by new home buyers but also perhaps by those
with adjustable rate mortgages (ARMs), some of whom may be priced out of
homes in their neighborhoods. Adjustable mortgages account for approximately
20.1% of all outstanding mortgages and mortgage backed securities as of June

ARMs would rise i f information restrictions l imit the effective
securitization of debt, reducing the overall supply of credit in the system. The
lower levels of credit as a share of GDP in Europe can be tied to the institutional
hurdles -- including privacy restrictions -- that l imit the development of a
secondary debt market. Assuming that California accounts for 9.5% of these
outstanding mortgages, valued at $3.69 trillion, a 1% increase in the mortgage
rate for California mortgages would result in an additional $738 million in interest
payments and a 2% increase would result in an additional $1 .48 billion. Because
the impact of information restrictions on ARMs would operate through the its
impact on liquidity, any precise prediction of its magnitude is extremely difficult, in
all likelihood, the increase in existing ARM rates would remain well below the
increase in fixed mortgage rates. Yet, given the size of this market, even a small
increase comprises significant costs for consumers

The impact is permanent in the sense that while interest rates may move up and
down but they will most likely be higher than they would have been under a less
restrictive (opt-out) regime. The increase in mortgage interest rates is not
transitory and represents an increase in the price of home mortgages for any
given level, for any given moment

2.2.3 The Case of Credit Cards

As with home mortgages, the transfer of consumer information from credit
bureaus and other third parties has helped to reduce the interest rate on
consumer retail debt in the past decade. Cate and Staten's case study of MBNA
provides a basis to assess the impact of opt-in rules

Credit card debt accounts for approximately 10% of outstanding consumer loans
or $554 billion in outstanding receivables on credit cards. Outstanding credit
card debt for California households amounted to approximately 14% of the total
or approximately $79 billion." The figure below illustrates more clearly how
credit card interest rates have fallen and, more importantly, the distribution of
interest rates further suggests that issuers are able to fine tune interest rates
offering significantly lower rates for less risky customers than to more risky ones

SRM Research Corp, We assume an interest rate of 5.6?%. ARMs account for 38.12%
residential mortgage loans owned by the nation's banks, thrifts, and credit unions and 5.49
Fannie Mae and Freddie Mac outstanding mortgage backed securities. Of course, part of the
claim here is that it is the ability to carefully assess risk that permits mortgages to be securitized
and thereby remain relatively low

Source: CardTrak.com, drawn from BankCard Barometer and Card Data Online
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as a result of being able to identify them. The initial year, 1991, witnessed the
introduction of tiered-pricing based on greater risk fine-tuning

For a comprehensive description of the evolution and a comparison with more restrictive
information transfer regimes, see John Baron and Michael Staten, "The Value of Comprehensive
Credit Reporting: Lessons from the us Experience
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FIGURE 3: DlsTRIBurlon oF BANK CARD INTEREST RATES, 1990-92

Credit card interest rates changes fell consistently as the prime rate continued to
climb. An opt-in regime for California may encourage a return to higher rates in
three possible ways. Firstly, the increased costs of acquiring new customers
(see above) would be passed on. This cost is likely to be small as this cost will
most likely be passed onto all American credit card users. Secondly, the inability
to target customers creates new barriers to entry, resulting is declining
competition. This cost is also likely to be spread across American credit card
holders. Thirdly, the inability to fine tune credit and assess risk results in an
averaging of interest rates that drives good (low-risk) customers away, raising
the average risk level of remaining credit card customers and thereby the interest
rate. This is less likely to be spread across all US credit card consumers.

The exact cost is difficult to estimate. But the very rise of the large credit card
suppliers was in large measure a product of risk fine-tuning, with the result that a
significant share of cards issued are done so with interest rates tiered by risk.
That is, a considerable share of the credit card market operates through a tiered
system. The loss of access to personal information and the ability to identify
potential clients positively and not merely negatively (i.e., defaults, bankruptcies)
may well result in a return to higher interest rates.
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A rise in credit card interest rates for California consumers entails considerable
costs. A 50 basis points increase in the interest rate on California outstanding
credit card receivables costs consumers approximately an additional $460
million, a 100 basis points increase similarly results in approximately $920 million
in additional costs.28

2.3 Compliance Costs

While a study that examines full compliance costs has yet to be done, Robert
Hahn's study of the impact of the costs of data restriction for online commercial
activity is illustrative. Given that the largest financial firms have significant online
business, the additional costs Hahn identifies apply. He estimated an average
compliance cost of $190,000 per company, which we adjusted downward to
$158,000.29 These costs stemmed from consultants and new software to protect
data. This cost would apply to all businesses that have substantial transactions
with consumers and would not be weighted by consumer business as a share of
total business.

be Differences in fact are not quite fact are not quite linear due to compounding. Total payment =
Principal*(1 + r/m)M', where r is the interest rate, m is the compound periods (here 365, i.e.,
compounded daily) and t is the period (=1). But the differences between an arithmetic increase
and the non-linear estimation remain relatively small. While the impact of rising prices in the form
of rising interest rates on credit demanded is hard to predict precisely, a 10% decline in consumer
retail credit demanded in California can be expected to lead to a decline in national bank
employment of between approximately 0.08% and 0.12% or between approximately 1,300 and
2,000 workers across the US, again all else being equal, and assuming that a labor demand
function similar to that of banks holds for credit card providers and California credit card balances
are held in equal proportion by providers across the us. Ben Craig, "The Long-Run Demand for
Labor in Banking." p, 27, and Bureau of Labor Statistics, .stat.bIs.gov. Given the
concentration of finance sector employment in Los Angeles and San Francisco, approximately
10% of all jobs in the finance sector, these areas can be expected to be disproportionately hit.
Daniel Immergluck, "Cities and Finance Jobs: The Effects of Financial Services Restructuring on
the Location of Employment." Brookings institute Discussion Paper. November 1999. p. 3.
1 Hahn (Washington DC: AEI/Brookings Joint Center for Regulatory Studies, 2001 )) found an

average cost of $190,000, but the average may be skewed upward by the presence of one heavy
outlier. Removing outliers (responses more than 2 standard deviation from the mean) reduced
the cost -- outliers were found only above the mean -- to $158,000. Costs can be expected to be
between $66 million and $242 million, assuming "that they fall within one standard deviation of
the restricted sample mean. Robert Hahn, "An Assessment of the Costs of Proposed Online
Privacy Legislation." Properly, the costs would be incurred by all firms that substantially transact
online with California consumers. The number affirms is in all likelihood significantly larger than
assumed here. One survey by the Office of the Comptroller of Currency found that 46.2% of
FDIC- FDIC-insured commercial banks had no plans to offer Internet services in 2001 or beyond.
That is, 53.8% of FDIC-insured commercial banks did or had plans to offer Internet banking. See
Office of the Comptroller of Currency, Economics Working Papers. (Washington, DC:
Congressional information Service, September 2001) p. 43. If we assume that this share holds
for Cafifornia commercial banks and credit intermediation firms, the compliance cost would rise to
approximately $1 billion.
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Assuming
California30,
would exceed $154 million.

that only 10% of the approximately 9800 credit intermediation firms in
or large firms are required to comply, the compliance costs of opt-in

Unlike search costs and increased prices from a loss of ability to fine tune risk,
these costs are one-time. Yet, we have used very restrictive assumptions here,
and in all likelihood the number of firms that would be required to update systems
to comply would be considerably larger.

so Nationally, firms with more than 10 establishments account for 13% of all firms in the sector but
nearly 75% of all revenue and79% of all establishments. Even excluding those firms with more
than 100 establishments, this set of firms average more than $138 million per firm. We assume a
similar distribution for credit intermediation in California, 10% errs on the side of conservatism,
Bureau of Census, Establishment and Firm Size: Finance and insurance, 1997 Census.
(Washington, DC: Bureau of the Census, 2000) p. 40, Table 2.
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ofCategories
Giving % Median Mean Mean Median Mean Mean

Total giving 91.7 $628 $1 ,866 no $538 $1,712 Na

Total giv ing as % of
income 1.9 4.5 no .8 3.0 Na

Giving to individuals 57.4 $200 $1 ,006 no $20 $577 Na

Giving to indiv iduals
as % of income

.5 2.4 no >.1 1 .0 Na

Giving to charitable
organizations 89.9 $375 $1 ,247 $1,017 $300 $1,121 $696

Giving to chart. ergs.
As % of income 1 .2 3.0 2.2 .5 2.2 1.7

Income 71.7 $37,000 $49,198 $46,637 $35,000 $47,685 $41 ,4B4

3 . 0 CHARITABLE GIVING IN CALIFORNIAN OvERvlEw

It is estimated that an opt-in data restriction on the commercial use of third party
data would reduce statewide donations to California-based charitable
organizations by $1.57 billion. Given the unique characteristics of giving in
California, there is good reason to believe that California-based nonprofit
organizations would suffer more than similar out of state organizations. This
section analyzes charitable giving in California during the late 1990s (the most
recent dates for which data are available).

Results from a recent groundbreaking study on patterns of charitable giving and
volunteering in California, the nation's largest state with more than 35 million
residents and 25 mill ion adults (over 18 years of age), rank Californians
significantly above the national average both in terms of how many people give
to charities, and how generous they are." The following table offers some of the
results of a survey of charitable giving conducted by the Institute for Nonprofit
Organization Management at the University of San Francisco.

Table 1: Dimensions of Giving, California and U.S.
Contributing Households

California u. S.

All Households
California U.S.

Source: "Giving and Vaiunteering in California" by institute For Nonprofit Organization Management

Q0 percent of respondents to the survey conducted by Institute for Nonprofit
Organization Management at the University of San Francisco reported having
given to a charitable organization "during the past 12 months." This is 29 percent
above the national average.32 Respondents to the survey also demonstrated a

31 O'Neill, Michael and William L. Roberts. "Giving and Volunteering in California," Institute for
Nonprofit Organization Management, College of Professional Studies as the University of San
Francisco. May, 2000.
32 lord. p. 3.
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much greater level of generosity with respect to both formal giving (person to
institution) and informal giving (person to person). Indeed, as Figure 5 shows,
the percentage of household income contributed to charitable organizations is 36
percent higher for Californians than for the rest of the nation."

FIGURE 4: us AND CALIFORNIA CHARITABLE GlvlnG
IN $ AND As A SHARE oF HousEHoLd INCOME

Total giving to operating charitable organizations in California during 1999
amounted to $16.68 billion.34 This figure represents 12 percent of the national
total. There were 25,538 operating charitable organizations based in California
that reported in 1999 (filed an IRS Form 990). These included health and human
services charities, as well as those oriented toward the arts, community
development, the environment, social science research, science and technology,
arts, culture, education, animal~related, civil rights and social advocacy among
others.

as ibid.p. 3. Reported levels of giving and volunteering in California are higher than those
reported in other nationally-oriented surveys. One of the most plausible reasons for this may be
that Californians are more effectively solicited by nonprofits. The ability of nonprofits to solicit from
Californians is, of course, contingent upon their access to rich data bases and information
services made possible by the unfettered flow of personal identifying information. A data
restriction akin to an "opt-in" would, as this study has found, reduce the efficiency of nonprofits in
soliciting funds and result in much lower statewide numbers for giving and volunteering in
California.
34 The National Center for Charitable Statistics identified 25,538 operating public charities that
reported in 1999 (filed IRS Form 990). Organizations not required to report include religious
congregations and organizations with less than $25,000 in gross receipts. For an explanation on
state specific data, seehttp://riccs.urban.orq/quidehtm
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3.1 The Impact of Data Restrictions

This study focuses only on the restriction of the commercial use of third party
data, and leaves in-addressed similar restrictions on affiliate sharing and the use
of internal data.35 In order to understand how human service charitable
organizations would likely be impacted by an "opt-in" requirement, a brief
discussion on how charitable organizations use third party data is necessary.

3.1 .1 Use of Third Party Data by Charitable Organizations

In general, charitable organizations solicit donations in three ways: (1) person-to-
person solicitations, (2) direct mail campaigns, and (3) via telephone solicitations.
Each of these three methods is heavily dependent upon access to a robust pool
of third party data. The process by which third party data is used by charities to
solicit donations for each of the three techniques is briefly summarized below.

a. Person-to-Person (CA- $6.38 billion for operating charities)

This is a three-stage process involving prospect identification and research,
prospect cultivation, and the delivery of the solicitation.

> Identification and Research: Charitable organizations use a variety of different
methods - alumni rating sessions, information about acquaintances provided by
board members, etc. - to identify individuals with a willingness and capacity to
give. For those individuals judged to have the potential to make significant
contributions, charities gather external information to further determine the
capability of these individuals to give.36

>> Prospect cultivation: At this stage, nonprofits seek to ensure that a prospect
understands the mission of the charity. This may involve personal visits,
invitations to dinner, or direct telephone calls. During this process, charities are
also trying to determine how much should be asked for. Conventional fundraising
wisdom is that prospective donors will give more if asked for a concrete amount.
It is widely held that donors almost never give more than they are asked to give,
and that asking them for a "stretch" gift often produces one. On the other hand,

"Internal data" refers to personal identifying information collected by an organization during
the course of its interaction with a consumer or donor. This information typically includes name,
address, phone number, amount of transaction or donation, credit card number and other data
necessary to execute the transaction, Collectively, this information is referred to as an
organization's "house file." "External data" refers to personal identifying information and other
data about consumers that is ooiiected and compiled from a variety of sources including public
record data, self-reported data from surveys or product registration cards, or modeled
information.
as Such information could include property records and assessments, filings with the Securities
and Exchange Commission, Census Bureau information; and trade journal articles.

35
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asking for too much almost always results in a rejection or a donation that is less
than would have been the case had a more appropriate amount been requested.
Thus, information pertaining to a donor's capability and willingness to contribute
is critical in determining "the ask."

>> Solicitation: Requests are made to individuals identified and an amount is
determined based on the use of third party data and information provided by the
prospect during the course of the cultivation process.

b. Direct Mail Fundraising (CA - $3.17 billion for operating charities)

Many charitable organizations rely upon direct mail as their primary method for
raising funds. This type of fundraising is very effective in collecting a large sum of
money in modest amounts, a necessity for most human service charitable
organizations that must raise money in increments of $10 or $15 dollars. While
more expensive than person-to-person solicitations, mature direct mail
campaigns often raise a dol lar of revenue for every 30 cents spent on
furldraising.37 External data is used in a number of ways in acquiring new donors
and re-soliciting existing ones. Below is a brief description of how charitable
organizations use external data to acquire new donors and re-solicit existing
donors.

> Acquiring New Donors: Many charities acquire new donors by sending direct
mail solicitations to prospects. They do this to raise revenues for existing and
new programs, but also to compensate for past donors who have stopped
contributing. House lists of active donors experience attrition or turn over and,
without replacement, would eventually decay to a very small number of donors.
Over time, nonprofits would "go out of business" if they could not attract new
d0n0r$_38

Charitable organizations typically use two types of external information to
prospect. First, they obtain mailing lists of individuals who are likely to give to the
organization. For example, lists of high-income individuals and individuals who
have recently made donations almost always yield higher response rates than
random prospect mailings. Second, charitable organizations purchase

:Lr This amount is over the donation life cycle. Initially, prospect mailing yields only about 70 cents
for each dollar invested. However, once a prospect is converted to an actual donor, the response
rate from the house file of donors is substantially higher than that from prospect mailing - which
typically ranges from 0.5 percent to 2.5 percent. The additional contributions, then, after the
conversion has occurred, more than outweigh the initial cost of prospecting. See, Turner, Michael
A. and Larry But. "The Impact of Data Restrictions on Nonprofit Fundraising," January, 2002. A
joint study conducted by The Direct Marketing Association's information Services Executive
Council (ISEC) and the Nonprofit Federation.
as ibid. P. 16. The attrition rate for most nonprofits ranges between 20 percent and 40 percent per
annum.
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demographic information about their prospects and send mailings only to the
demographic groups that are most likely to contribute. This secondary screening
can increase the donations generated by a prospect mailing by a factor of two."

Donor Re-solicitation: Contacting exi s t i ng  donors  -  names on  the
organization's house file represents the primary source of funds for nonprofits
as these individuals are more likely to donate in the future than is the average
prospect. However, even with the company's house file, it is too expensive to
contact the entire list because some donors may not be interested in donating.
Many of the larger, national charities use sophisticated predictive modeling to
target their mailings. This, of course, relies crucially on access to third party data.
Mailings to existing donors typically result in response rates between 6 percent
and 12 percent, with a dollar raised for every 25 cents spent.4*

>

c. Telephone Fundraising (CA - $4.61 billion for operating charities)

Typically, the larger national charitable organizations call prior supporters - both
active and lapsed donors - and to ask for donations to support their mission.
Because they may not have a visible presence in a particular community, these
organizations have found it extremely difficult to acquire new donors by making
cold calls. Smaller nonprofit charities, on the other hand, with a clear mission and
a visible presence in the region or locality in which they are based have
traditionally enjoyed more success acquiring new donors by making cold calls to
members of the communities in which they operate. It is noteworthy that even
cold calls involve the use of third party data as lists of potential donors from
within a community are purchased from or compiled by third parties.

> Neighbor-to-Neighbor Campaigns: A second less known form of cold call
solicitations frequently used by larger, nationally known charitable organizations
is a "neighbor-to-neighbor" (NZN) campaign. Such campaigns are referred to in
the non-profit community parlance of the industry as "active" campaigns. In short,
a large national charitable organization will call a prospective donor - Ms. Jane
Doe, for example -- and ask her to go door-to-door and/or write letters to her
friends that she feels would be interested in either contributing to the organization
or providing additional leads for further prospecting efforts. Again, as with the
cold calls for straight charitable appeals discussed above, the N2N campaigns
also make use of third party data, although much more so.

N2N campaigns uti l ize complex data models designed to identi fy those
individuals most Iikefy to participate in an active campaign. Experian does the

Ibid. p. 17.
40 Warwick, Mal. Raising Money by Mail. P. 16. Some direct mail fundraisers have achieved

response rates in excess of 20 percent on some mailings to existing donors. See Turner and
But. PP- 18-19.

39
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modeling for one major national charitable organization interviewed by ISEC for
their study. While somewhat unorthodox, there is ample evidence that N2N
campaigns are an extremely effective method for acquiring new donors. Indeed
a major national human sen/ices charitable organization interviewed by SEC
indicated that, of the $40 mill ion in total donations received during 2000
approximately $8 million or 20 percent was raised through neighbor-to-neighbor
campaigns." Among others, N2N campaigns are employed by Easter Seals
March of Dimes, the American Heart Associat ion, the American Lung
Association, and the American Cancer Society

3.2 Third Party "Opt-in" and Charitable Fundraising

Given the pervasive use of third party data by charities for soliciting donations
through every communications media during each stage of the fundraising
process, it is easy to understand how a data restriction akin to an "opt-in
requirement would seriously disrupt the time-honored business model currently
employed by charities across the nation

This report analyzes restrictions that we expect would result from third-party
sharing "opt-in" legislation, As previously mentioned, this opt-in scheme would
result in a practical ban on the use of external information. If prospective
legislation considers a more restrictive opt-in scheme for internal and external
data, then fundamental business practices would change

3.2.1 Analysis of Opt-In for External Data - Person-to-Person Fundraising

As outlined above, external prospect identification and research, cultivation, and
solicitation are the steps in the person-to-person solicitation process. Charitable
organizations use external information from the first step through the last step
External information helps identify prospective donors with the willingness and
capacity to give, helps reveal interests, and helps determine the amount to ask
for. Person-to-person fundraising would continue even if external information
became unavailable, but efficiency would be reduced significantly

Fundraisers would have a more difficult time determining how much they should
ask for and would be less able to prioritize their donor cultivation efforts. Some
nonprofits would respond by maintaining their current efforts without the use of
external data, others by increasing their fundraising staff. Hence, some

Turner and But. "The Impact of Data Restrictions on Nonprofit Fundraising," January. 2002. P

While analyzing this considerable change is beyond the scope of this report, certainly the
impacts of a more restrictive regime would be more extensive than under the less restrictive
regime presented below. For example, if legislation significantly impacted the ability of
organizations to use internally generated information on existing donors, nonprofits would have to
eternally prospect, a certainly losing proposition
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nonprofits would maintain their fundraising costs (and therefore lose revenue)
while others would increase their costs in an attempt to keep revenue constant.

The lack of external information would affect a nonprofit's ability to determine
how much to ask for and, therefore, the resulting donations. Less information
would cause inefficient decisions as well as inefficient requests. inefficient
requests are those requests where donors would have given more had they been
asked to stretch and those requests where the donors gave smaller amounts
because they were asked for too much.

Based on results from a recent ISAC/Nonprofit Federation survey of health and
human service charitable organizations, an opt-in style regime is expected to
reduce the efficiency of person-to-person fundraising by 10 percent to 30
percent. Using the conservative estimate of 10 percent, an opt-in data restriction
would translate to a loss of $638 million in donations annually from California.

3.2.2 Analysis of Opt-In for External Data - Direct Mail Campaigns

If charitable organizations cannot use external data to identify prospects who are
likely to give, then the only way to prospect would be to send untargeted mailings
to a random list of prospects. Untargeted, random mailings would achieve much
lower response rates than the targeted prospect mailings currently being sent by
most nonprofits. Hence, to receive the same amount of donations from
prospects, charitable organizations would need to significantly increase their
mailings to prospects and, therefore, their fundraising cost to achieve a specified
revenue goal. This is the scenario we analyze below."

To estimate the increase in fundraising costs that would be required to keep
fundraising revenue constant under a third-party sharing opt-in scheme, we
utilize the analysis of campaign data from fifteen nonprofit organizations that
raise significant funds through direct maiI.44 As Table 5 shows, we expect that
these nonprofits would need to increase their fundraising costs from 41 cents per
dollar raised to at least 53 cents per dollar of revenue, significantly reducing the
amount of revenue that these organizations can spend on services for their
communities.

Furthermore, these information restrictions would increase the proportion of
revenue that nonprofits would need to spend on fundraising to well above
recommended thresholds. The Better Business Bureau's Philanthropic Advisory
Service recommends that prospective donors give only to charities whose fund-

43 It is worth noting, however, that increasing mailing size is not the only possible way that a
nonprofit could respond to restrictions on the use of external information. Another potential
scenario would be for nonprofit organizations to keep fundraising costs constant. In this scenario,
organizations' donor bases would erode over time, eventually forcing them out of operation or at
least into a smaller operation.
44 Turner and But. "The impact of Data Restrictions on Nonprofit Fundraising."
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Type of Mailing

of

Cost as a Percentage
of Revenue
(Current Use
Information )

Cost as a Percentage
of Revenue
(No Ext. Information)

Prospect Mailing 17% 29%
House List Mailing 24 24
Total Mailing 41 53

raising costs amount to no more than 35 percent of the total collected. An opt-in
restriction, then, would push most charities well over the threshold of acceptable
fundraising expenditures.

Table 2. Impact of Restriction on Use of External information on
Fundraising Costs

Specifically, these fifteen organizations currently spend about 17 cents of every
dollar they raise sending mailings to prospective donors. Furthermore, losing the
predictive power provided by external information would cause their response
rate to drop by 43 percent. To gain the same number of new donors with this
lower response rate, these organizations would need to increase their prospect
mailings by 76 percent. Assuming constant returns to scale, this would increase
their fundraising cost by 12 percent of fatal revenue, or $380 million.
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3.2.3 Analysis of Opt-In for External Data - Telephone Solicitations

Given the likely substitution between direct mail and telephone fundraising
efforts, the precise quantification of the impact of an "opt-in" type data restriction
upon the effectiveness of fundraising via the telephone is virtually impossible.
There is, however, sufficient anecdotal evidence from those chari table
organizations interviewed and surveyed that use the telephone to raise funds to
make reasonable claims about the direction and magnitude of the likely costs
associated with an "opt-in" third par data restriction.

Any attempt to assess the impact of such a restriction must be tied to the specific
data sets that would disappear as a result of a third party data restriction.
Assuming that such a restriction included core marketing data, including name,
address, gender, previous names or aliases, age, phone number, and e-mail
address .- such as would be the case in California were a restrictive opt-in regime
to become law - the impact on the ability of human service charities to use the
telephone to acquire new donors would be immediate and significant. Indeed, the
executive director of one national human services charitable organization stated,
"We have never been able to make a straight charitable appeal for (the)
acquisition (of new donors) the neighbor-to-neighbor model drives all the new
blood through our organization."45

Foreclosing access to core marketing data for commercial purposes weakens the
ability of major national charitable organizations to efficiently engage in cold call
active process (neighbor-to-neighbor) marketing, as the model that drives this
type of campaign loses data sets vital to its functioning. If we assume that, as
with direct mail, response rates decrease by 43 percent as a result of less data
and less accurate data, then the typical charitable organization would have to
increase its marketing expenditure by 76 percent to raise the same amount of
donations - resulting in a transfer of resources away from programs toward
administrative costs - Cr, donations would decline by a similar magnitude. This
increase equals 12 percent of total revenue.

In the example cited above, the national charitable organization that raised 20
percent of its total donations through neighbor-to-neighbor campaigns ($8 million
of $40 million) would only be able to raise 13 percent of its total annual donations
($4.6 million of $36.6 million) through active giving campaigns with a constant
marketing expenditure - a decline of $3.4 million or 43 percent of the amount
raised through N2N campaigns.

In California, if we assume conservatively that a typical charitable organization
receives approximately two-thirds or 66 percent of its total donations from past or
extant donors over their lifetime, and one-third or 33 percent from newly acquired
donors, then a 43 percent decrease in telephone solicitations to prospects results

45 Interview with major health and medical human service charitable organization president. 6
December, 2001 .
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in a loss of approximately $650 million in donations each year. If charitable
organizations engaged in active process donor acquisition programs increase
their marketing expenditures by 76 percent (i.e., 12 percent of total revenue) to
offset the decline in response rates, this would still result in a transfer of over
$550 million annually from charitable programs to administrative costs.
Under either scenario, an "opt-in" third-party data restriction that limits the use of
core marketing data for commercial purposes - including fundraising for
charitable organizations - would result in greater costs, lower expenditure or
both. Unfortunately, the segment of society that would be forced to bear the
heaviest costs - the recipients of services from charitable organizations - are
precisely those that are least able to do so.

3.2.4 Additional Impacts of Opt-In for External Data

An opt-in third-party data restriction would have at least two additional negative
externalities on charitable organizations. First, charitable organizations would
lose revenues earned from the rental of their appended and unappended house
file list. Revenues earned from the rental of house file lists typically go directly
into the general fund for charitable programs.

To illustrate this point, in the case of the $40 million national charity referenced
above, $1.7 million in revenues are derived annually from the sale of appended
and unappended lists. This money directly covers program costs. Under an opt-in
regime, assuming a 15 percent opt-in rate, the charitable organization would lose
85 percent of the earnings from list rentals, resulting in an additional reduction of
$1.5 million for their programs and services. In California, assuming that the
average charitable organization accounts for 2 percent of its annual revenues
through the sale or rental of lists, then an opt-in data restriction would result in a
loss of program funds in the range of $132 million annually. Even if we
reduce the average earnings from list sales and rentals by 50 percent, from 2
percent of total annual revenue to 1 percent, this still results in an annual decline
in charitable contributions of $66 million.

A second negative consequence resulting from an opt-in third party data
restriction, although less quantifiable, is no less serious. Should the availability of

- and in this case, particularly data about
- then charitable organizations that operate bequest, legacy,

and planned giving programs will be severely hampered. Often times, charitable
organizations wi th a focus on a particular medical  condi t ion - cancer,
Parkinson's, or Alzheimer's, for instance - are more oriented toward a mature or
elderly donor base. One such organization indicated that the average age of a
donor on their house file list was 66 years 0ld."6 This particular organization
selects candidates for its planned giving programs based on a number of criteria,

accurate core marketing data diminish
an individual's age

46 Interview with national medical/health care human services charitable organization. 6
December, 2001 .

34



Direct
Mail

Telephone Person-to-
Person

Total

Fundraising Revenue $3.17 billion $4.61 billion $6.38 billion $14.16
billiorla

increase in Fundraising Cost 12% 12% 10% N/A

Decrease in Revenue $380 million $553 million $638 million $1 .57 billion

including highest previous contribution, total lifetime contribution, whether or not
the individual has made multiple contributions, and their age.

Age is an important identifier for planned giving programs, as those who are
more advanced in their age are more apt to participate. Given the focus on this
elderly cohort, accurate age information is critical. Charitable organizations do
not want to solicit donations from deceased individuals, as families of the
deceased are likely to be highly sensitive to such inadvertent mistakes. These
errors, no matter how innocent, will result in extreme negativities that will alienate
individuals who otherwise may have made a contribution.

3.2.5 Calculating the Total Cost of Data Restrictions to CA Charities

The above analyses suggest that a third-party sharing opt-in scheme
would increase direct mail campaign costs by 12 percent of total direct mail
campaign revenue and could potentially decrease person-to-person contributions
by 10 percent. Table 7, Decrease in Disposable Funds, presents the net effect of
increased costs and decreased revenues for the nonprofit industry. To raise a
constant amount of revenue with lower response rates, direct mail costs increase
by $380 million. Assuming a similar impact on telephone solicitations, these
telephone solicitation costs would increase by another $553 million. Person-to-
person revenues could also drop due to inefficient information by $638 million.

Table 3. Decrease in Disposable Funds

a Of the $16.68 billion given in California during 1999, $14.16 billion is from
person-to-person, direct mail, and telephone campaigns and $2.52 billion is from
newspaper, magazine, television, radio, and other campaigns.
N/A = not applicable.

Of the $14.16 billion raised in 1999 from direct mail, telephone solicitation,
and person-to-person solicitations, charitable organizations could have as much
as $1.57 billion less to spend on their missions. Instead of researching cures for
diseases, caring for children, feeding the homeless, nurturing the environment,
and providing the many considerable services of charitable organizations, an
additional $933 million must go towards fundraising and as much as $638 million
is not captured.

3.3 Conclusion for California Charities

The $1.57 bi l l ion projected loss to California-based charities is a
conservative estimate. It does not include the estimated $132 million in lost
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revenues from list rentals and sales, nor does it consider the possibility that
donations may decline as potential contributors consider the administrative costs
of charities too high to be ethical. Taken together, the cost of a third party data
restriction could run well in excess of $1 .7 billion each year.

Exempting nonprofits from third party opt-in laws is not a workable
solution. Information service providers derive less than 10 percent of their
marketing services revenues from sales to nonprofits, Thus, if a law precluded
the sale of third party information to the for-profit world, then none will be
available for either charities or law enforcement entities.
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4.0 DIRECT MARKETiNG AND NON-STORE RETAILING

The consideration of retailing, like the consideration of non-profit fund raising, is
included in this study in order to assess of the costs of generic types of
legislation aimed at restricting third party-use of commercial data, through "opt-in"
provisions. Many retailers, whether because they extend credit, use credit
information, or rely on other kinds of commercial data shared or obtained through
third-party sources of any kind will be affected by such a law. For instance, the
transfer of consumer demographic and preference data by any credit extender
would become prohibited under a privacy regime that prohibits the transfer of
information to third parties. In this instance, direct marketers would lose access
to one of the most reliable sources of personal information, financial service
institutions, information shared by consumers with their banks, insurance firms
and credit card companies tend to be far more reliable and current than
information shared with other types of businesses. Therefore an examination of
the impact of opt-in requirements on this sector should be undertaken.47

While risk fine-tuning does not play any significant role in the costs of opt-in for
direct marketing retailers, both search costs and the implementation costs of
compliance with restrictions of third party data transfer must be considered. The
sector is substantial, accounting for 13.2% of all California's $113 billion retail
trade sector, registering approximately $14.9 billion in sales revenue in 1999.48
Direct marketers utilize personal information to target customers most likely to
buy their products and services, reducing unwanted solicitations to those less
likely to demand the offers. Accurately predicting the likelihood of response
based on demographic information saves on advertising and other search costs.

No general study on the impact of data restrictions on the entire Subsector exists.
An examination of restrictions on data transfer for apparel catalog and Internet
retailers provides a basis for analysis.49 The study of 26 catalog and internet
apparel retailers found that opt-in restrictions on outside or third party data would
increase search costs by 3.5 to 11 percent. While the sample set was relatively
small, it contained a representative sample of catalogers and internet apparel
retailers by revenue and market reach. The total revenue for the respondents
accounted for approximately 20% of industry revenue. Furthermore, the
estimates of the survey were conservative for the following reasons. (i) The
model did not include the use of cooperative data, a wide spread practice among

47 GLB has been interpreted in this fashion.
45 Source: Wharton Economic Forecasting Associates, Bureau of Economic Analysis, Department
of Commerce. California: 1997 Economic Census, Retail Trade. (Washington, DC: Bureau of the
Census. 2001) This figure is the GAF number that represents those retail formats where the bulk
of consumer good shopping occurs. These formats include general merchandise, department,
apparel, furniture, and miscellaneous shopping goods stores. It does not include automobile
sales or restaurants. The $113 billion in direct marketing represents 14.5% of the total $782
billion in revenue.
49 Michael Turner, "The impact of Data Restrictions on Consumer Distance Shopping." (New
York: DMA, March 2001)

37



apparel catalog retailers. Including the lift to response rates from the use of
cooperative data would have amplified the cost of restricting the use of third party
data even further and thereby increased the costs of recovering lost revenue. (ii)
Very large firms and small firms wil l be most impacted because they are
unaffected by additional discounts in bulk printing and shipping. Consequently, a
larger share of goods, accounted for by sales from the larger catalog and Internet
retailers, will face marketing cost increases greater than the 7% median figure we
use in this study. (iii) Given the high cost structure that small catalog retailers
confront, an increase of costs in the magnitude of 7% or more will likely result in
exit from the market, eliminating competition and thereby a source of downward
price pressure. This anticompetitive effect can be expected to persist as the
higher barriers to entry stemming from the new cost structure will serve to
discourage new competitors.

In 2001, California non-store retailers spent approximately $1.185 billion in
advertising.5°  Assuming that the cost increase of approximately 7% (3.5 to 11
percent) holds across the sector, and assuming that companies seek to preserve
total revenue rather than profit margins, opt-in requirements would have
increased advertising costs by nearly $189-594 million with a mean of $378
million had companies been unable to gather information from third parties.51 .

The full impact is harder to measure as many of the smaller companies would
have found the costs prohibitive, reducing competition. While companies can be
expected to bear much of this cost, a rise in cost and fall in supply will be felt
disproportionately by disadvantaged rural and inner city consumers, that is, those
who do not l ive near brick and mortar stores or who have no comparable
alternative. For instance, recent studies by Price, Waterhouse and Cooper and
the Boston Consulting Group52 found that economically disadvantaged inner city
shoppers overwhelming receive lower quality goods at inflated prices from
traditional, store retailers, which is why one study found inner city African

50 Respondents to the ISEC distance shopping survey reported that they on average spent 22%
of net sales revenue on marketing (printing, postage, creative, administration, etc.). $1 .185 billion
would therefore represent 22% of 5.4 billion in net sales revenues for non-store retailers in
California. Given this, a third-party data restriction would increase total costs to firms in the range
of $189 million - $594 million. This represents the projected cost increase multiplied by net sales
revenue. See Turner, The Impact of Data Restrictions on Consumer Distance Shopping,
Appendix F.
51 The survey of apparel non store retailers revealed an expected cost increase of 3.5% and 11%.
Extrapolating to the wider direct marketing sector, the associated range of expected cost is $41 to
$130 million. We have used the average because there are good reasons to believe that the
average understates costs. It does so because of (ii), namely, the market segment is comprised
of small and large firms, which unlike medium sized firms, will not reap any significant discounts
as a result of scale economies in, e.g., printing and mailing. Large firms already exploit scale
economies whereas smaller ones are unliketh to expand search by a sufficient factor to do so.
z The Boston Consulting Group in partnership with The Initiative for a Competitive Inner City, The

Business Case for Pursuing Retail Opp odunifies in the Inner City. June 1998, Price-
waterhouseCoopers in partnership with The initiative for a Competitive inner City, The Inner City
Shopper A Strategic Perspective. January 1999. www.icic.org/research/pubs_and_studies.html
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American women use catalogs as primary means for purchasing their apparel at
a rate 75% above the national average.

F:GURE 5: E-COMMERCE AND TOTAL SALES FOR
MAIL ORDER & DIRECT MAIL RETAILERS BY INDUSTRY, US, 1999

4.1 E-Commerce and Internet Retailers

By 1999, e-commerce came to account for more than 8% of the US $138 billion
dollars in Mori-store retail trade. The following chart illustrates e-commerce as a
share of total mail order and e-commerce retail sales by merchandise line." If
we assume the same proportions hold for California, e-commerce accounts for
$1 .26 billion in retail sales in 1999 for pure play firms alone.

We raise e-commerce here because the Subsector has made significant inroads
quickly into the structure of commerce in the us, and it will continue to do s0.54
The chart understates e-commerce revenue as it is confined to firms in non-store

as Home fuel, e.g., comprises a considerable share of non-store retail sales, comprising $17
billion of the $123 billion for 1997. It is, along with smaller sectors, excluded from mail order and
e-commerce. Bureau of the Census, Merchandise Line Sales: Retail Trade, 1997. (Washington,
DC: Bureau of the Census, 2001) p. 151. Source: Bureau of the Census, "E-Commerce Multi
Sector Survey 1999." www.census.gov
54 Michael Epstein and Dohyun Cha, "Effects of E-Commerce and Globalization on the Retail
Industry." Credit Suisse First Boston, Equity Research, March 9, 2000 report that US e-
commerce retail sales are expected to double in 2 years (2004) and worldwide e-commerce sales
are expected to quadruple. Of course, this study predates the collapse of Internet stock prices.
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retailing. It does not cover firms which operate in an array of media as well as
brick and mortar. To illustrate, while there were 9,139 firms categorized as mail
order and e-commerce retailers in 1997, the vast majority of which must be
assumed to be mail order firms if revenue is any indication, there were 7,513
websites with secure web servers for e-commerce.55 By 2000, there were
65,565 websites with secure web servers for e-commerce. At least those that
extend credit can be expected to have to update their systems to comply with
opt-in requirements for financial services.

The costs of compliance for the protection of on-line data from third party access
and transfer are part icular and have been est imated, as noted, to be
approximately $158,000 per firm. If we conservatively estimate that these costs
must be born only by large e-commerce firms that extend credit, perhaps 1% of
the 65,565 websites with secure servers56, compliance costs would exceed $103
miliion.57 (Given the size of the variance in costs reported by the sample, this
figure is rough, if we assume that costs lie somewhere within one standard
deviation of the average, total costs may range between $44 million and $162
million for this 1% of firms.) Again, this cost, stemming from compliance software
and expert labor, is a one-time expenditure for these firms and is unlikely to
impact significantly on their regular operating expenditure.

55 Council of Economic Advisers, Economic Report of the President. (Washington, DC:
Congressional Information Service, Inc., 2001) p, 201

' Retailers which would be subject to opt-in provisions for financial services are those that extend
their own line of credit , e.g., Macy's, Banana Republic. While figures for the share of firms
offering their own credit cards are not available, retail credit card issuers held 25.7% of
outstanding credit card debt in 1994. "Holding Their Own." Card Fax. August 19, 1995. p. 1.
This figure may have fallen considerably since 1994 and with the rise of credit card issuers such
as MBNA and Capital One, which have, as argued above, helped to lower interest rates
considerably. According to Card Source One figures, the 15 largest retail credit extenders
account for 16% of credit card debt and thus suggests otherwise.
www.cardsourceone.comlcardsource/2002/demo/credit_card_issuers/retail_cardslby_outstanding
s. The estimate of 1% of the 65,565 on-line retailers does not appear to be excessive. There
were more than 49,000 firms in retailing that earned $10 million or more in 1997. Bureau of the
Census, Establishment and Firm Size: Retail Trade, 1997. (Washington, DC: Bureau of Census,
2001) p. 7. Both of these figures suggest that 1% is a conservative estimate. See Robert Hahn,
"An Assessment of the Costs of Proposed Online Privacy Research" for the derivation of
compliance costs. He assumes that there are 94,000 firms.
51 If we further assume that only firms in California will need to comply and that the number of
California firms that face these compliance costs is proportional to California firms as a share of
all American firms, the costs of compliance would be $11 .85 million, This assumption may be
heavily restrictive as California accounts for far too large a market for businesses to write-off.
The figure above is therefore more likely to be the total cost of compliance.
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5.0 CONCLUSION

This study shows the significant but often hidden costs of an "opt-in" (i.e., most
restrictive) privacy regime in California. By sampling a narrow but economically
significant range of economic activities--financial services (including insurance,
credit cards, and home mortgages), charitable giving, and direct marketing, the
study concludes that the aggregate costs of this most severe data regime could
run, by our conservative estimates, into several billions of dollars. (See Appendix
C.)

The range of hidden costs, as we show in Appendix C, is extensive. They
include adjustment costs for virtually all sectors. Even if adjustment costs were
to be borne entirely by the affected firms, a still greater cost would be borne by
consumers in the form of reduced access to credit for the least credit-worthy
customers, and increased price of credit (i.e., higher interest rates) for all
borrowers. Housing will likely become less accessible for first-time home-buyers
(renters) and premiums and risk-categories are likely to be less finely tuned in
the insurance industry, making the proper allocation of risk more costly to firms,
and by extension, those seeking insurance. Direct marketers will have to bear
extensive search costs, and non-profit organizations will find it more difficult to
identify and solicit their most generous donors. Finally, as Appendix C
summarizes, costs have been identified in the areas of lost employment and lost
tax base, as well.

Whether such costs should be imposed on the California economy is for its
citizens and elected representatives to decide. This study aims simply to fill a
perceived information gap in that decision-making process.

In doing so, however, this study bases itself on how third-party data--sharing is
actually used in the modern economy. Many objections to third-party data
sharing arise from misunderstandings of how businesses gather and share data
to better serve customers. For example, data sharing with third-party affiliates
does not INCREASE undesirable solicitations (customers addresses are already
publicly available) but rather DECREASE them. Third-party data sharing allows
marketers to refine their searches for new customers by soliciting only those who
are MOST likely to be receptive to such solicitations, and EXCLUDE those who
would be unwilling or unable to respond.

Nor should the data privacy issue as discussed here bear the burden of
extraneous legal issues, such as fraud. All responsible parties to the privacy
debate recognize that fraudulent activities such as "identity theft" or more
personal crimes, such as "internet stalking" are reprehensible. Public policy
should ensure that risks of harm and fraud in any sound "on-line" or "off-line"
environment are reduced as far as economically feasible. Privacy regulations,
such as those contemplated in some California bills, it must be understood, gain
some of their media attention because of these separate "harm" and "fraud"
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issues, even though third-party data privacy laws for commercial purposes are
not calibrated to address these concerns.

Finally, like the Internet itself, data flows in modern commerce are a seamless
web. The nature of third-party data sharing is to create a common "pool" of
information that all participants can draw upon. By this analogy, it is not possible
to exempt one set of parties (such as charities) to the information pool while
imposing restrictions on others. If restrictive policies are applied to commercial
data sharing there will not be a deep and wide "pool" of data for the exempted
parties such as charitable organizations to draw upon. Exempting even the most
socially popular elements of the modern digital economy does little to slake their
thirst for information. In other words, it is not possible to say that the leak in the
privacy pool can be plugged at one "end", restrictions creating drains at the other
(for-profit) "end" may leave the pool depleted for ALL who need its benefits.
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APPENDIX A: METHODOLOGY

To achieve methodological consistency with other published analyses of
restrictive privacy regimes studies, this study estimates costs upon the
postulated passage of a generic "opt-in" privacy regime. We assume such a
regime would restrict access to all non-personally identifying commercial
information for the State of California. This generic model has been widely
deployed by privacy researchers through-out the United States, and to some
extent, internationally. It allows broad comparative analyses not only between
types of bills within the same jurisdiction, but types of bills between different
jurisdictions (or indeed, different levels of jurisdictions, such as Federal vs. State-
level.)

Therefore, this study does not attempt to calculate the costs of any specific
legislative proposal (such as e.g., Senator Speier's SB 773, or Senator Peace's
bill, or any one of the other privacy bills that have been drafted at one time or
another.) The calculation of costs associated with any particular bill is not
possible, given the minutiae of many of the provisions in such bills, and the near-
certainty that the specific provisions and/or effects of such bills would be altered
not only in conference but in the devising and implementing of the specific
regulations attendant thereon _

The authors recognize that much of the current debate around data privacy laws
is driven by proposals to restrict access to financial data. However, the
emphasis of this study on the financial services industry is not premised on the
desire of any proposed bill to foreclose access to this type of data in particular.
Instead, the extensive reporting of costs for this sector of the California economy
is to be explained by the presence of several important and oft-cited studies of
this sector at the national, and indeed, international level, and the unfortunate
paucity of such studies for other sectors of the economy. 58

It is a frequent point of methodological and policy confusion, then, that the type of
data (financial vs. broad commercial data, e.g.) is to some degree independent of
the sector which generates or uses it. Thus, financial data is not confined to the
financial services industry, nor is that industry exempt from relying upon non-
financial data.

Costs of opt-in were estimated on the basis of the findings of a number of the
above-mentioned studies on the impact of data restrictions on selected sectors
(see Appendix B). The use of existing studies, while limited by selectiveness,

"The insurance industry is perhaps the most notable exception to this rule: it is a significant
sector of the financial services industry, but perhaps owing to its regulatory 'locus' at the state
level, and certainly, the complexity and diversity of its product range, no systematic studies of the
likely costs of privacy laws on the various components of the insurance industry have yet been
conducted. This omission, we believe, should be addressed, as the insurance industry is
perhaps the most data-dependent sector of the entire economy.
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scope and differing methodologies, provides for estimations in the basis of
search cost increase, compliance costs, and credit price impact. The differences
in methods and scope serve to address different dimensions of the questions, as
the impact of restrictions on transfers to third parties varies by sector,

The findings of these studies were adjusted to meet California parameters, where
California specific information on costs was unavailable. The parameters are
offered and explicated in the body of the study. Parameters were derived firstly
on the basis of the share of California households as a share of us households.
Where applicable, the ratio of spending on products (credit, homes, etc.) in
California to that of the overall US economy serves as a further weight.
Secondly, parameters were derived by examining the California share of the
market for each sector.

The prior availability of previously published national studies for individual
economic sectors thus has the further consequence of limiting our study's

significant, ,
unrepresentative) segment of the overall California economy. If comparable
national studies had been available for the full range of economic activity found in
California (a scarcely imaginable possibility) it is conceivable our study would
have found costs far higher than those we do report. Though such a conclusion
would seem to follow as a matter of logic, absent such empirical studies, this can
only be speculation.

estimates to only a small (albeit and, we suspect not

These estimates are in turn dependent on the methodologies applied for each of
the core studies. Three studies -- Turner and But's study of charitable
organizations, Ernst 81 Young's study of the Financial Services Roundtable and
Turner's study of non-store apparel retailers -- are based on surveys of
companies or organizations in the sectors. The findings of the Ernst & Young are
not extended to the entire financial services sector. Turner and Buc's study is
used to extrapolate for the non-profit sector in California. Turner's apparel
study's findings of the level of advertising cost increases as a result of restrictions
on third party data transfer are extended widely to the entire direct marketing
retail sector.

Robert Hahn's study surveys consultants to estimate the cost of making on-line
systems and servers compliant with restrictions on third party data transfer.
Costs in his survey result from the need for new systems that tracks and records
the provision and transfer of data to third parties, informs third parties of changes
in privacy preferences received from clients/consumers and enables consumers
to be notified about information stored about them. The summary statistics he
provides are skewed by the presence of a heavy outlier, which was more that 3
standard deviations (higher) from the mean. Excluding the outlier reduced
average costs from $190,000 to $158,000. We use this figure for compliance
calculations. Ranges defined as one standard deviation from the mean are also
provided. Given the high variance, we felt one standard deviation to be
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reasonable. This compliance costs is selectively extended to segments of credit
intermediation firms and e-commerce businesses, the extensions are
conservative in scope and their justifications are provided in the main body.

Two studies, Kitchenman (2000) and Staten and Barron (2000) utilize cross-
national comparisons in order to establish a correlation between higher interest
rates and greater restrictions on data transfer. As no measure of changes in
interest rates is provided for changes in the (unmeasured) degree of
restrictiveness, we have offered a range of possible costs as a result of interest
rate changes.

The Cate and Staten study examines a large player in the credit card sector,
MBNA. This case study is used to extrapolate the increased advertising costs for
the 8 largest credit card companies on the assumption that they possess similar
cost structures.

How the parameters of costs incurred by the FSR and the impact of higher
mortgage rates on home ownership and tax revenue must be elaborated .

Search Costs: Financial sector search costs estimates were based on the survey
of 90 large financial services companies conducted by Ernst 8¢ Young under the
direction of Cynthia Glassman. The companies, members of the Financial
Service Roundtable (FSR) had a combined revenue of $504 billion in FY2000, or
approximately 25% of the sectors revenues. Commercial banking is heavily
represented in the membership of the FSR, while the insurance and securities
subsectors are underrepresented. Only outliers that reported savings far larger
than those reported by most respondents were replaced with the median so that
errors would tend towards underestimation of costs. California FSR customer
households were estimated to be proportionate to FSR customer households as
a share of total US households.

Fred Cate and Michael Staten's study of MBNA provides a basis for estimating
search costs for credit card suppliers. Their costs were weighted by California
households as a share of US households and by the share of credit card
provision accounted for by the 8 largest issuers on the assumption that similar
costs extended to those firms with similar market size and power. We made no
assumption about the cost structure of smaller firms given that it cannot be
assumed that they operate in similar segments.

Costs from Loss of Risk Fine-tuning, Estimation of Losses from Higher
Mortgages: Higher interest rates on mortgages, credit cards and other forms of
consumer credit was found by Walter Kitchenman's study of credit provision and
John Barron and Michael Staten's study of credit reporting. Both use
comparisons of US data transfer regime with those of other societies,
Kitchenman's with Europe and Cate and Staten's with Australia and Latin



America, to demonstrate higher prices for credit.
explicated in the body of the text above.

The mechanisms are

Estimations of the impact of an increase in mortgage interest rates are based on
the Bureau of the Census Housing Affordability Study 1995. The study provides
estimates of the number of renters and home-owners that would be priced out of
(come to afford) median price homes in the areas in which they live by and
increase (decrease) in the interest rate of fixed-rate 30 year mortgage. Given the
reliability of the data, we make counterfactual estimates of housing demand,
construction and interest rate payments for a hypothetical 1% increase in the
mortgage interest rate in 1995.

The number of renters and homeowners priced out of the national housing
market was weighted by the California share of home ownership in the US.
California households as a share of US households was weighted by the ratio of
California home ownership rates to US home ownership rates to obtain this
figure. For both classes of home buyers we assumed that the propensity to
purchase a new home was distributed evenly across the spectrum of those who
could afford a home, e.g., if at the 1995 interest rate 6.7% of all renters could
afford a median priced home in their area and if a 1% increase in the interest rate
reduces that level to 6.4% we estimated housing demand among first time home
buyers to fall by 0.3/6.7 or 4.5%. Estimates are provided for a 1% and a 2%
increase in the interest rate. We use a 1% increase as a base figure. For
employment loss, we assume that the loss in housing construction is
proportionate to new homes as a share of home sold weighted level of single unit
residential housing construction. We conservatively assumed that output per
worker to be that of the 1995 level, not taking into consideration the possibility
that employment may be disproportionately cut, as in recessions, to defend profit
margins. For tax revenue losses, we assumed an average rate of 4.1% on
taxable income, based on California's 2000 Income Tax table, using average
household gross income and assuming an even distribution between
single/married filing separately, married filing jointly, and Head of Household.
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John Baron and Michael Staten, "The Value of Comprehensive Credit Reporting:
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Markets: A Case Study of MBNA." Forthcoming, February, 2002. To be
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Cynthia Glassman, "Customer Benefits from Current information Sharing by
Financial Services Companies." Conducted for the Financial Services
Roundtable. (Ernst & Young, December, 2000)

Robert Hahn, "An Assessment of the Costs of Proposed Online Privacy
Legislation." (Washington DC: AEI/Brookings Joint Center for Regulatory
Studies, 2001 )

Walter Kitchen ran, "US Credit Reporting: Perceived Benefits Outweigh Privacy
Concerns." (The Tower Group, 1999)

Michael Turner, "The Impact of Data
Shopping." (New York: DMA, 2000)

Restrictions on Consumer Distance

Turner, Michael A. and Larry But. "The Impact of Data Restrictions on Nonprofit
Fundraising." January, 2002. A joint study conducted by The Direct Marketing
Association's information Services Executive Council (ISEC) and the Nonprofit
Federation.
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Financial
Services $1 ,047' $154

Mortgages' $322.e* 1 ,700* $4181

1,850 [3_830] families
priced out of median-
prioes homes in their
3l'€3T
Tax loss equivalent to
4.1 % of the additional
interest payment for all
mortgages post-opt-int

Credit Cards $927.5

Charitable
Organizations $1,571"

Retail (Direct
Marketing) $378

Retail (Direct
Marketing)

$189
$584

E-Commerce $103

APPENDIX C: OvERvlEw oF CosTs

' For the 90 members of the FSR and for 8 largest credit card companies.
(> See text for basis. Costs can be expected to fall between $68 million and $254 million for 10%
of credit intermediation firms.
'r Assuming a 1% increase in the 1995 base rate, revenue. employment and other costs are
calculated for a hypothetical 1% in 1995. Increase in interest payments are for 1999 and 2000.
` For a 1% increase in the interest rate of new mortgages in 1999.
o Monies lost for direct charitable use.
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CERTIFICATE AS TO PARTIES, RULINGS AND RELATED CASES

(A) par ties and_ A m i s :

According to the Commission's records, the parties who

appeared in the proceeding before the Commission leading to the

order on appeal are as follows :

Inc BellSouth

Bell Atlantic Companies
NYNEX Corporation
Pacific Bell
BellSouth corporation, Bellsouth Tele-

communications, .,
Enterprises, Inc. (BellSouth)

Southwestern Bell Corporation
Ad Hoc IXCs
Cellular Marketing, Inc. , Lawrence

Communications Company, Car Telephones,
Inc., and Key Cellular, Inc. (collectively
the "HCTC Agents")

National Cellular Resellers Association
All ret Communications Services, Inc.
Ameritech
People of the State of California and the
Public Utilities Commission of the State
of California

Comsat Mobile Corporation
Kenneth Robinson
AMSC Subsidiary Corporation
AT&T and Macaw Cellular Com~~unications,
US West, Inc.
Vanguard Cellular Systems, Inc.
National Assoeiation of the Black Owned

Broadcasters
Maxwell Telecom Plus, Inc.
TPI Enterprises, Inc.
MCI Telecommunications Corporation
Mobile Communications

Inc .

The parties and :Lntervenors appearing before the Court are

as follows:

Southwestern Bell Corporation
Bell south Corporation, Bellsouth

Telecom~ unications, Inc., and
BellSouth Cellular Corporation

AT &T
Bell Atlantic Companies
Federal Com~ ~unications Com~~ission



2

(B) Ralina under ADpeal~

Crgiq O. McCaw, 9 FCC Red S836 (1994) (J.A. 1347>

(C) Related Cases -

The Conunissionvs decision to approve transfer of McCaw's

any other court: .

radio l icenses to AT&T has not been considered by this Court or

The merger is the subject of other l i t igation:

United States v. Western Electric Co. , No. 94-5252 (D.C.

Cir. , filed September 13, 1994) , on appeal by Bellsouth

Corporation from a District Court: decision granting a waiver of

the 1982 AT&T divestiture decree co allow AT&T' s acquisition of

Oral argument was held oncertain McCaw cellular properties .

November 16, 1994.

United States v. ATSET Corp. , C iv .  A c t i on  No . 94-01555 (HUG)

(D.D.c., f i l ed Ju ly 15, 1994) r a complaint fi led by the Justice

Department alleging that the AT&T/MCCaw merger would violate

Section 7 of the Clayton Act, 15 U.S.C. §  18. A Stipulation and

proposed Final Judgment: allowing the merger to proceed with

conditions were f i l ed concurrently with the Complaint .

I
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BOC: Bell Operating Company

CPNI : Chlstomer Proprietary Network Information

HSR :
15U.s.c . 18

Hart, Scott, Rodi ro Antitrust Improvements Act,
§

MFG' Modified Final Judgment;

MSA: Metropolitan Service Area

RSA : R u r a l  S e r v i c e  A r e a

SBC : southwestern Bell Corporation
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In the
UNITED STATES COURT OF APPEALS

FOR THE DISTRICT OF co1.umB1A CIRCUIT

up.
JJ
F?
E
¢:
(n
m

Case No. 94-1637
(and consolidated Case No. 94-1639)

SOUTHWESTERN BELL CORPORATION, it al.I

Appellants

FEDERAL COMMUNICATIONS COMMISSION,

Appellate

BRIEF FOR APPELLEE

OF THE
ON APPEAL FROM AN ORDER

FEDERAL COMMUNICATIONS COMMISS ION

STATEMENT OF 133035

authorizations that: Mc:Caw held.

On September 19, 1994, AT&T Corp. and Macaw Cellular Com-

munications, Inc. consummated a $17.2 billion merger, which re-

quired a series of regulatory actions by the Federal Commu-

nications Commission and other regulators. Those actions in-

cluded approval by the Commission of applications to transfer to

AT&T indirect control of some 40G radio licenses and other FCC

In the order on appeal in this

case, the Commission concluded that the grant of those transfer

of control applications, subject to certain conditions, would

serve the public interest, convenience and necessity.

Applications of Craig o. Mccaw _and American Telephone and Tele-

I n r e

v .

1



2

graph Company for Consent to the Transfer of Control of Macaw

Cellular Communications. Inc- and_its Subsidiaries , 9 FCC Rcd

5836 (1994) ("Order") (J.A. 1347).

\

Two Bell regional holding companies ("BOCa") that compete

against Mccaw's cellular services -- SBC Communications Inc.

(formerly, Southwestern Bell Corporation, and hereafter referred

to as "SBC") and Bellsouth Corporation, Bellsouth Telecommunicate

sons , Inc. and BellSouth Cellular Corp. (col lectively,

"BellSouth") -- ask the Court to vacate and remand the FCC's
'

order » The issues for review are:

Whether the FCC acted arbi trari l y  and capri c iously in

determining that the transfer of certain l icenses from McCaw to

w

AT&T, as conditioned, would serve the public interest by, among

other things, promoting competition, innovation, and consumer

choice, and would have no countervailing anticompetitive effects.

2. Whether the FCC acted arbitrarily and capriciously in

declining to impose upon AT&T and McCaw additional conditions

proposed by appellants relating to AT&T's use of its customer

information, the treatment of proprietary information of AT&T's

equipment customers, conversion of McCaw's systems to equal ac-

cess, and the bundling of cellular and interexchange service.

Whether the FCC abused its discretion by (a) resolving

the applications on the basis of a written record rather than

holding trial~type hearings, (b) declining to order the produe-

tion of millions of pages of documents that AT&T and McCaw had

provided to the Justice Department in a Hart-scott-Rodino

3.

proceeding concerning the same merger, or (c) declining to waive

I

|



the rems of an applicable protective order to permit SBC to use

the documents it had reviewed in this proceeding in separate

litigation involving AT&T

STATUTES AND REGULATIONS

Relevant statutes and regulations are attached to the appeal

lents' opening briefs

JURISDICTION

This Court has jurisdiction pursuant; to 47 U.S.C. § 402(b)

counTEnsTA'rEnaEnT OF THE CASE

This is an appeal of a decision by the FCC under Section

310(d) of the Communications Act, 47 U.S.C. § 310(d), finding

that: the transfer of certain radio licenses and other authorizer

sons from mccaw to AT&T would serve the public interest .

license transfers were necessary in order to effectuate the mere
These

Er of AT&T and McCaw

The FCC decision was one of several governmental approvals

that were necessary in order for the merger to proceed. The FCC

decision was issued after (1) AT&T and Macaw sought and received

approval from numerous state regulatory com~ ~issions with uris

diction over aspects of the transaction, and (2) the Justice

Department conducted an independent review of the merger under

the Hart;-scott~Rodino Antitrust Improvements Act, 15 U.S.C. §18



and likewise determined that: the merger, as conditioned by a

proposed consent decree, would promote competition.

4
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T
1
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In this appeal, BellSouth and SBC each of whom competes

with the McCaw cellular companies in a number of markets - - chal-

lenge the Comlnission's decision. In order to place their claims

and the Order in the proper context, it is helpful 1;o review

the manner in which cellular and other wireless services are(1)

provided today, (2) the AT&T-Mccaw merger and the FCC proceedings

on the license transfer applications, (3) the other governmental

approvals of the merger, (4) the FCC Order under review, and (5)

the procedures the Com~ ~ission followed in considering the

transfers.

1. Cellular radio and other wireless services . Cellular

radio is one o f a number of wireless services and products that

Cellular

use radio waves to allow mobile customers to place and receive

telephone calls and other messages without being physically wired

into the local "landline" telephone network. Cellular service is

fully interconnected with the wireline networks of both local

exchange and interexchange (long distance) carriers.

subscribers thus can both place calls to and receive calls from

wireline subscribers throughout the country and beyond,

Proposed Final Judgment and Competitive Impact Statement; United

States v. AT&T Corp. and Macaw Cellular Com~ ~unications_ Inc.

Sego

I

D.D.c. No. 94-01555 (BIG) (filed August 5, 1994), 59 Fed. Reg.

44158, 44167 (August 26, 1994) (J.A.

In

1268, 1277) (hereafter
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referred to as "Proposed Final Judfzzment" or "Competitive Impact

Statement," as appropriate).

Although competitive alternatives to cellular service are

being developed,' cellular service today generally is offered by

two licensees in each community.

two carriers in each of hundreds of metropolitan statistical

areas ("MSAs") and rural service areas ("RSAs") , the local bound-

The FCC has granted licenses to

Aries established to define the scope of the licenses .

such area, the FCC has granted a "B" Block license that was set:

For bach'

aside for the Bell Operating Company (BOC) or other wireline

carrier with the local exchange monopoly in that area, and an "A"

Block license to a carrier, such as McCaw, that does not control

the local landline exchange.;

Customers can use their cellular telephones to make "local"

calls within a calling area as well as interexchange, or long

distance, calls to other calling areas- Today, however, the

manner in which cellular customers obtain interexchange service

differs depending on whether the cellular service is provided by

1 For example, the FCC recently has begun auctioning off
licenses for "personal communication services" or "PCS, " which
can offer the same capabilities as cellular service while using
different bands of radio spectrum. _ _
Inc. v. FCC, 38 F.3d 576 (D.C. Cir. 1994) . Other companies pro-
vide such capabilities by using other frequencies to offer what
is known as "wide area specialized mobile radio."

See creneralgr Adams Telecom,

2 See Cellular Communications Systems, 86 FCC ad 469, 487-93
BE further modified, 90 FCC ad 571

(1982) r petitions to; review dismissed, United States v. FCC, No.
82-1526 (D.C. Cir, 1984) ; Competitive Impact Statement, 59 Fed.
Reg. oz: 44167 (J.A. 1277).

(1981) , modified, FCC ad 58,
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carrier such as Macaw.

AT&T

a BOC cellular carrier such as Bellsouth or SBC, or by a non-BOc

The BOCs are prohibited by the consent

decree that broke up the former Bell System (the Modification of

Final Judgment, or "MFG") from offering interexchange service,

and are required to provide each customer with "equal access" to

the interexchange carrier of that customer' s choice, such as

AT&T, MCI or Sprint.3 BOC cellular customers thus pick an

interexchange carrier in the same way that they choose one for

their wireline telephones at home, and the BOCa route both

cellular-originated and landline-originated interexchange calls

to the interexchange carriers the customers have selected.

and other interexchange carriers provide the same service, at the

same rates and from the same tariffs, to cellular customers as to

yes Order, 9 FCC Rcd at 5847 (Para. 14)landline customers

(J.A. 1358)

In contrast, M::Caw and other non-BOC carriers are not: bound

by the MFJ. They are not barred from providing interexchange

service or required to provide equal access .

is the exclusive provider of all services used by its customers,

It has provided long distance

McCaw, for example,

long distance as well as local .

service t;o its own customers by obtaining bulk service at; whole-

sale rates from AT&T and reselling it to 1vIccaw customers .

service it: purchases from AT&T is the same bulk interexchange

The

3 See United Stat:es._v,_AT&T,
Maryland v. United States,

552 F. Supp. 131 (D.D.C. 1982)
460 U.S. 1001 (1983).

.I

aff'd,
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service, at: the same rates and from the same tariffs, as the

I

service that is purchased by large corporate customers of

interexchange services and by other carriers than resell such

services for landline-originated calling.

Red at 5856 (Para. 30), 58'79~82 (Paras. 74, 77) (J.A. 1367,

See Order, 9 FCC

1390~93).

In the past, Bellsouth and SBC have contended that the abil-

ity of non-Boc systems to provide interexchange service and the

freedom of such systems from equal access requirements have put:

the BOCs at: a competitive disadvantage. In particular, these

companies have contended that: these differences have allowed

chose systems both to establish larger local cellular calling

areas and to offer wide area calling plans that "bundle" local

and interexchange service at a discount by providing all calls

between points in a wide area at a single per minute rate that is

lower than the total rate at which local cellular and interex-

l

change service are sold separately. §Q§, e,q., Equal Access and

Interconnection Obligations Eertaining to_§ommercial Mobile Radio

Services, Notice of Proposed Rulemaking, 9 FCC Red 5488, 5419-20,

5437-38 (1994) ("Equal Access NPRM").

The FCC now is considering whether it should impose equal

access obligations on non-BOC cellular systems, and has proposed

such a rule and sought comment in a pending Rulemaking. Equal

l Access NPRM, 9 FCC Red at 5423-29 . At: the same time, BellSouth

l

1

I

1

and SBC are seeking to have those MFJ obligations and restric-

tions lifted from themselves. They have filed motions in the
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antitrust: court that oversees the MFJ, seeking "generic: wireless

re l ie f " -- :L.e. , freedom to provide interexchange service to

their cellular customers and to cease providing equal access in

They also have moved

separately to vacate the MFJ in its ent:iret;y.5

connection with their cellular services."

Those motions are

pending. Under the terms of the MFJ, the BOCs must be granted

interexchange relief _- even if such relief is opposed by another

party to the decree - - if the Court finds that "there is no sub-

stantial possibility that [a EOC] could use its monopoly power to

impede competition in the market it seeks to enter. " see United

States v. Western Electric Co., 969 F.2d 1231, 1240-41 (D.C. Cir.

1992) »

2 . The AT&T-McCaw merger and the applications for approval

of license transfers. Macaw is the nation's largest cellular

carrier, operating systems in just under 30 percent of the top

Order, 9 FCC Red at 5840 (Para. 3) (J.A. 1351) . Each

of i ts systems competes with a "B" Block system owned by a BOC or

by another local telephone monopoly. AT&T is the largest: provid-

er of interexchange service and also is a manufacturer of network

200 MSAS.

4 See Motion of BellSouth Corporation for Generic Wireless
Relief, United States v. western Electric Co. , No. 82-0192
(D.D.C.) (fi led April 15, 1994) ; Motion of Southwestern Bell
Corporation for Removal of cellular and Other Wireless Services
from the Decree, United states v. Western Electr ic  Co. No. 82-
0192 (D.D.C.) (fi led June 20, 1994).

5 See Motion of Bell Atlantic Corporation, Bellsouth Corpo-
ration, NYNEX Corporation, and Southwestern Bell Corporation to
Vacate the Decree, United States v. western Electric Co_, no. 82-
0192 (D.D.c.) (filed July 6, 1994) .
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equipment, including cel lu lar network equipment.

Red at 5840 (Para. 2) (J.A. 1351).

Order , 9 FCC
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In August of 1993, AT&T and

McCaw filed applications with the FCC under Section 310 of the

Act: seeking approval of the license transfers necessary to effec-

tuate their proposed merger.

In those jo int: appl icat ions and subsequent pleadings, McCaw

asserted chat: it: had sought an al l iance with AT&T after determin-

i n that  i t ; needed to  be substant ia l ly  st rengthened in order to

compete ef fect ive ly  in  the ex ist ing and emerging wire less serv ic-

McCaw stated that it  had f aced inherent disadvantages

in competing as a start-up company with the well-known and well-

f inanced cel lu lar  businesses o f  the BOCa.

es market.

These disadvantages,

Mccaw asserted, had been exacerbated by the FCC's cellular li-

censing rules, which had allocated B Block licenses to the BOCa

(and other local exchange carriers) in the areas in which they

provided wirel ine exchange service, and thus had given the B

B lock  l i censees a De _f act heads tart  over their A Block r ivals .

Macaw stated that, i n  con t ras t , i t  had had to  engage in  cost ly

transact ions to acquire l icenses in adjacent MSAs and RSAS, and

had been able to commence service only after i ts compet itors had

in i t ia l ly  s igned up the customers with the greatest  demand for

the S€I'vic€. The result ,  according to Macaw, was that i t: had had

to borrow heavily and was more than $5 billion in debt at the
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time of its agreement with AT&T.6 Macaw contended that the

agreement with AT&T was necessary to enable it to obtain the

financing required to remain an effective competitor to the BOCS,

and that AT&T' s technological and other expertise would enhance

By this time, every other significant "A" block

carrier had sold itself to a BOC.

its services.

Bellsouth and SBC, among others, opposed the AT&T/mcCaw

applications, arguing that; the license transfers should be ap-

proved, i f  a t  a l l , subject to stringent conditions." A major

focus of the appellants' petitions was the claim the merger would

exacerbate the MFJ-related disadvantages that BellSouth and SBC

Although labeling the MFJ "an obsolete ob-

stacle to competition, " Bellsouth and SBC argued that the FCC

should impose essentially the same conditions upon AT&T/McCaw.

See BellSouth pet., pp. iv, 5 (J.A. 82, 87); SBC Pet., pp. iv, 7

(J.A. 302, 307) . Bellsouth also argued that the Com~~ission

should condition its approval of the license transfers on AT&T's

agreeing to cease opposing BellSouth's efforts to vacate the MFJ

claimed to suffer.

See AT&T' s and McCaw's Opposition to Petitions to Deny and
Rely to Commentzs, pp. 31-35 (December 2, 1993) (J.A. 478-82)
("AT&T Opp. ") ; i d . , Affidavit; of James L. Barks dale (Attachment
B) (J.A. 615).

6

7 See Bellsouth Petition t;o Impose Conditional Grant to Crew
ate a Competitive Market, or Deny as Filed (J.A. 7'7) ("BellSouth
Pet. ") ; Petition of Southwestern Bell Corporation to Impose Con-
ditions or, in the Alternative, to Deny (November 1, 1993) (J.A.
295) l"sBc pet;."J .

s Bellsouth Pet., p. i i i (J.A. 81).



in Court; or in Congress. Bellsouth Pet., pp. iii-iv, 48-49 (J.A

81-82, 130-31)

The appellants also raised other issues that they now press

on appeal . BellSouth argued that the merger would enable AT&T to

provide "end to end" service, and urged the Com~ ~ission to impose

a condition prohibiting AT&T/Mccaw from providing service that

competes with local exchange service Bellsouth Pet., pp. 29-34

52 (J.A. 111-16, 134) . SBC complained (1) that the merger would

have anticompetitive horizontal effects because AT&T and McCaw

were significant competitors in an alleged "wireless long

distance market," SBC Pet., pp. 16-33 (J.A. 318-35)7 and (2) that

the Commission should impose additional conditions to prohibit

AT&T from using information about its interexchange and equipment

customers to market cellular services, pp. 80-81 (J.A. 382id. I

AT&T and McCaw opposed these petitions . They argued that

the BOCs were improperly seeking to use the license transfer

proceeding to mount a collateral attack on the MFJ, and that

there was no basis for imposing MaJ-type restrictions on parties

that did not control a bottleneck monopoly. AT&T Opp. , pp. 125

AT&T disputed that cellular service was likely

to become a genuine substitute for wireline local exchange ser

vice in the near term, but argued that such a development, if it

did occur, would be a public interest benefit.

45 (J.A. 572-92)

_LQ- I pp. 119-25

With respect; to SBC's horizontal concerns. AT&T

and McCaw argued that there was no separate "wireless long

(J.A. 566-72)
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distance market, " that McCaw' s role as a provider of long

distance service was too trivial to raise horizontal concerns.
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and that their commitment to convert; McCaw's systems to "equal

access" meant that the merger would enhance, not lessen,

interexchange competition. AT&T Opp., pp. 49-60 (».T.A. 496-507) .

Finally, AT&T stated that the Commission's existing regulations

on AT&T' s use of customer information for marketing purposes ,

which permit such use where the customer does not object, were

sufficient to protect; any legitimate publ ic interests .

81-84 (J.A. S28-31) . AT&T contended that existing safeguards

l ikewise would be sufficient to prevent any misuse of the infor-

Id. r pt=>.

motion it: obtained in its role as an equipment manufacturer.

lg-, pp. 111-12 (J.A. 559-60).

In the course of its review of the AT&T/mccaw applications,

the Commission staff determined that its investigation would

profit from the review of some of the millions of pages of docu-

ments and interrogatory responses that AT&T and McCaw had provid-

ed to the Justice Department in connection with a parallel inves-

ligation under the Hart-Scott-Rodino Act ("HSR") The staff

therefore ordered AT&T and McCaw to produce approximately 44

boxes of I-ISR materials, and to make those materials available to

any parties that; would adhere to a protective order forbidding

further dissemination. See Order, 9 FCC Rod at 5842-43 (Para. 6)

(J.A. 1353-54) ; Prqtecrive Qrder, 9 FCC Red 2613 (1994) (J.A.

1171) 4 After those documents were produced, the parties were

allowed to submit, additional comments .
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3. Other governmental approvals of the merger. While the

FCC' S investigation was proceeding, AT&T and McCaw received

other approvals that were necessary to the closing of the merger.

All state regulatory commissions with jurisdiction over portions

of the transaction approved the merger and rejected claims simi-

lar to those advanced here." The MFJ Court: granted a waiver of a

provision of the MFJ that: otherwise would have barred the acqui-

sition.10 And the Justice Department completed its Hart-Scott-

Rodina investigation and concluded that the merger, as condi-

DOJ Release

tinned by a proposed consent decree, would bring the "benefits of

competition to millions of subscribers of cellular service" by

leading to "lower prices" and "better service."

(July 15, 1994).

To implement its conditional approval of the merger, the

Department filed a complaint in district court to enjoin the

merger, and accompanied its complaint with the proposed consent

decree that it had negotiated with AT&T. Proposed Final

The proposed consentJudgment, 59 Fed. Reg. 44158 (J.A. 1268).

decree includes several rems that relate to issues in this

9 See, e.q., In the Matter of the Joint Application of the
American Telephone and Telegraph Company, Ridge Merqer Corp. and
Macaw Cellular Communications, Inc., California Public Utilities
Com~ mission, Application 93-08-035 (April 6, 1994) (J.A. 1113,
1158) (finding that the merger will produce "benefits to
ratepayers" and "adds a new competitive element in an industry of
burgeoning competition").

United States v.
25, 19941, aff'd,

Western Electric Co., No.
D.C. Circuit, No. 94-5252

82-
0192
(Feb.

m see Order,
(D.D.C,'. Aug_
17, 1995).
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Are corp. ("ATiT°') and Hccaw cellular communication

("l\lcCaw°') hereby oppose the potitionl ro: rooonaidorltiolm

£1104 by All rot Comxnunioation sorvieon, Ina. ("Allnot l*ot1tion")

and by NYMEX corporation and B011 At:1ant:io.corporation (WYNIX/Doll

Atlantic p¢ t1tion") Each pet it ion rqgoat l  argunontc that

¢olli.nion's decision fully considorodand correctly rojaotad

Applications tor consort to
Tranitnr at Control ot.Radio
Licenses

!'IcCaw cellular Communications

African Telephone and Telegraph
company

In cho Hatter of

OP

Before the
FEDERAL COMMUNICATIONS commIssIon

Washington, D.C. 20554

1TIIlil1l1¢o-I

Iiiloalvlli

IFIIOTIIED)
8.

B M

uecnwu ormsnxon

)

)
)

File no. EN?-93-44
DA 93-1119

9
£

on ssptsubsr 19, 1994, the Commission issued its

Q£dll") in which it csnaludsi undss

nation natal of the communications Act that "am public inzirssu

eonvsnisncs, and nsosssity. will be served* by the trsnstsr 08

lie¢sv's radio liosnsss to A'ra'r, subject to spsoitisd oomitiouu

Qillh 1 114 oonzlitions inglis s p ibitisn

providing prupristsry ssmatsosurinq ssrviess sn products us lissi

terse lots hvorsbls than those sllordld to sghsr

hrs (M-¢ I 108)1 :he Lspasttiun at | prims tlqsr on huu41q1

osxlulss sad Leng-¢l.s¢\l\¢\ ssrvtss

c LLB

m u

y



requirement that AT&T/mccaw ce l l u l a r personnel fo l low the an d

Customer P r op r i e t a r y  Ne two r k  I n f o rma t i o n ("CPNI") r u l e s  t ha t  e p g f i y

to AT&T's marketing of customer premises equipment (of cpqy

enhanced services tid- , 11 83)
and

the BOCS "would

bi

At the same time, the commission properly rejected £119

more draconian conditions requestedly soma parties that would hlvl

undercut or eliminated the public bendite and leg i t i le te

efficiencies at the AT&T-mccaw merger. For example, the comleeion

r e j e c t e d  t h e  p r o p o s a l b y  s e v e r a l  B o l l operat ing Companies  ( '° BOCe ')

t h a t  I v a r  s h o u l d  n o t  b e  a l l o w e d  t o  d i s c l o s e  t o  M c c a w i t h e  C A N !  o f

AT&T's long-distance customers The Commission eteted that the

prohibition proposed by undercut one at the

benefits of the AT&T/Mccaw combination the ability §: ASST/l¢d¢\\l

to offer its customer the ability to engage "in 'one-elop shopping

for their telecommunications needs." Id

The Commission was similarly "not persuaded by [several]

p e t i t i o n e r s  t h a t  [ i t ] " s h o u l d  im p o s e  e q u a l  a q c e e e  r e q u i r e m e n t s  h e  e

condition at [ire] approval of the proposed merger M. ,  1  70

The Commission stated that cellular equal accede wee e policy?

-rte; that would be resolved on a ooupreheneive beets in e pending

cel lular rulenekinq end need not be determined in the 11

treater proceeding. g o  L L The coulee ion elem Noted the

Arlninocew had already made commltnxente to  oonqreee  end  the

Coelnleeion to provide equal  aaoeee he let forth in e

-ttleeent eqlreelent with theJuetio mn&nnt that wee already
being complied with. l d 11 49, voa n .3

Wat c



NYNEX/Bell request that the coxaeleeion

reconsider its Qlggg; insofar as it "e1low[s] A'rs'r to provide l~lo¢2e\l

with the names, addresses and other

cel lu lar  customers that have chosen ATGT ah their presubecrihed

Qerrier for cellules long-distance cells, or otherwlee pere1t[e)

such CPN! to be used by Mccew or its sales agents to compete for

cellular melee NEX/Bell Atlantic Petitlcn. pp. 1-2

NYNEX/Bell Atlantic assert (1) that the Commission's Q2982 Ellen

epprcprietion or "trade regret at BOC cellular derriere (M

p. 6), (2) that it will ir;-epareb1yherm them it AT&'rlI'lc¢ iv hen

ees.-xet cellular services to A'rs'r long-dietej-ace cuetomere who el

subscribe Te NYNEX/Bell Atlantic cellular services (JA-. p. ii

(3) that the colmipeion erroneously gcncluded that Au!

interexcnenqe service Qaetoaers benefit when they ere etterdell

option at uslnq other mar servlcee or products (1¢., p. e)

contentions that t\\e ceesi-len
ceiirectly rejecter net only in the but elem in ate prior go

'Ne 1ppcal n
Ev-vs w. Lou"lgvggtgrva:

The two petitions for reconsidatation rehash the

argunonts that the commission rejected in its Q;;g11.' 1-':ach__;ho\I1d

be dcnhd

zmlsx/naar. :v1~z.anrrIc'8 ARGUHBIIT coucnnlzasa A'r1'r' s USS or
cusromin IIIDRIIATIOI 18 BOTH IHPROPER *up ruconsxsrxur
WITH T!! conaIsaxows ESTASLIBHBD POLICIIB

'rhea aN the sane.

also bun !1l.IQ§>¢on
Inna. w n ¢ . M v l

v. £92, ne

Atlantic

'a

14

• by uxxsuuch ann can
ba¢neol\lo1£dau¢, with

9 4 - : 0 7  l o c 8 : . l , as
\

. .
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near.

and tnNnnnnn 9n*v1 nno dec is ions W hile u vn a x/ a s l l A t l a n t i c  s o

now making even mars naked protectionist pleas up' prevent

competition for the businsssof their existing customers, the Chi

new argumsntf patitioners make is an improper and erroneous too

First, NYNEX/Ball Atlantic's claims all rest on the hiss

prssiss that the Qxdsr allows AT&T/Mccaw to use nsIlnlnr nnrrisrl

customs: lists and customer usaqs information, which uvuzx/sez;

Atlantic analogize to intellectual property akin to trsds ssorsts

or patents Egg nwnsx/a¢11 Atlantic Pstitian, p- 1 But this is

incorrect. ATLT has not obtained and does not

l i s ts  of cellular customers' names and or

information at Boo customers Rsthsr.

have acc cu to Rh!

addrusn to

the9818888 usage

511 Thitq Cnp»\I1\-,q\- *[nq\\1,'fY,  104 F.C.C.2d 958, 1002-04 (1916)
re me n . .  2  re c  Re d . 3035, 3042 & 2  Fee Red. 3972, 3097 (1911)
Mann.. 3 FCC Red. 1150. 1161-65 (1988), f~l\r*hm' rmmn 4
5927 (1999) r VNP-MMI In "ether nor wnlifnrnin v. r e s .
wen Cir. 1990); Fwrninhim of CPE *mi Enlvnncnrl mry1¢1¢! Ml *'l'1~1»
102 r.c.c.za ass. 6n-ax. 692-94 (1995); Ig.\_§.1;2 A'r&r'l am
liecmvl opposition to Pstitiona to n¢ny;and Jingly to canqanca. pp
u-44 boo. 2, 1993)

, rec ala
sos r.ae 1.21.1

Inca: wt

8§§

In particular, putitionbrs have viclatcd Thu
olds: 'in stating that "yra'r has aqrnd not to V B
nlluhr custom: CPNI ndtnq the outceu at aaiuul
m u m :  a n d  B a l l ,  A t l n n t i e i n  t h e  h n t s r n  D i e a t  a t  N o  Y e t !
uvnx/un Ananexa Petition, p. 2 n.a. 'run c t odo: to uh;
N y u ! ! / u l l A t h n c i c n m : p ro v i d e s  i  t h a t :mu l l ing  .Mn
l t i w l a t i o n  A M  Q u i p  s h a l l  b u  a d n l n i b l c
a n y  o t h e r :  g ro u n d i n g . " v .  A g ,  N o . s o - : n a
(INK), p. 4 (tape. 14, 1994 !»D¢N.Y-) lonphuh added)
autumn: in also inaaouratc, for Nra'r/Macaw than aqnod to
:stra in t iu usU Cruz at eultouucrl who an also ioN Atlante ma
u v u m x  c u s t o u r l my  t Nro u q h  b o e u b u '  e a ,  1 9 9 4 in oaaahango ra-
l \ ' l l x ' |  a n d  B l 1 l §A t  n n t i o ' l  a q r n i n q  t o  a b l n d n n  T h a i !  a r t
o b t a i n  a  p r e l i m i n a r y  i n i u n a e i o n  o r  a u n t  : s t i n t  a i m :  a l
t i n  n r g a r - 1 8 1 1  p p .  1 . 4

In this nqu-d." t4vu¢x/un Auntie mill Rh
s t a t s ,  c u r r e n t l y ,  c a n  c o m p l e x :  a n n u l a r  c u s t o m
curnnuy turned over $0 Mtuauohums annals
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cellular service also e AT&T for landline long-distance
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December 2, 1996

Mr. William A. Kehoe, III
Federal Communications Commission
Common Carrier Bureau
Policy and Program Planning Division
Room 544
1919 M Street, N.W.
Washington, DC 20554
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Ms. Karen Brinknoann
Federal Communications Commission
Wireless Telecommunications Bureau
Room 5002
2025 M Street, N.W.
Washington, DC 20554

Re: CC Docket No. 96-115, Customer Proprietary Network Information ("CPN'I")
and WT Docket No. 96-162. Commercial Mobile Radio Services ("CMRS")

Dear Mr. Kehoe and Ms. Brinknnann:

On November 19, 1996, U S WEST Communications, Inc. ("U S WEST')
made an ex parte contact with the Wireless Telecommunications Bureau. Much of
the content of that contact focused on the particulars of the potential arrangements
between telephone carriers and their wireless operations. However, some of the
discussion focused on CPNI, particularly the types of products and services that
could benefit from internal CPNI use and the role and scope of "implied consent"
within the context of internal corporate sharing and use of CPN1. Questions were
also raised about the scope of the written consent provision of Section 222(c)(2) of
the Telecommunications Act of 199s.'

I Telecommunications Act. of 1996, Pub. L. No. 104-104, 110 Stat. 56 (1996) ("1998 Act" or "Act").
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U S WEST wishes to go on record with our response to these issues.

Section 222(0l(2)

With respect to Section 222(c)(2), the observation was made by Staff that the
provision did not seem one that prohibited the transfer of CPNI to third parties
without written approval, but one that -- rather -- simply imposed an obligation on
telecommunications carriers when a certain event occurred to respond with a
specific action (i , to release information to a person designated by a customer,
upon receipt of a written customer request). The Section can certainly be read, as a
literal matter, to be circumscribed in the way suggested by the Stahl When read
literally, Section 222(c)(2) can be viewed as imposing on all telecommunications
carriers an obligation similar to that already imposed on Bell Operating Companies
("BOC") pursuant to the Federal Communications CommissionS ("Commission")
Open Network Architecture ("ONA") CPNI regime, . the obligation to release
commercially valuable customer information when requested to do so in writing by
an individual reflected in the records.

However, abrader reading of the Section is possible and generally comports
with existing business practices of most local exchange carriers ("LEC"), we believe.
Section 222(c)(2.) can be read to reflect a Congressional recognition that individuals
recognize and appreciate that there is a different relationship between themselves
and those businesses with which they have an existing business relationship and
those with which they do not. With respect to the former, information access and
use should be encumbered by a "written consent" requirement, with respect to
the latter, and the protection of the individuals privacy expectations, a written
instrument authorizing the release of information should not be deemed unexpected
or 'L1Dw81TaHt€d.2

As U S WEST has advised the CommissiOn, focus group research conducted
by U S WEST confinnoed that individuals did not want information released to third.
parties without their consent, while they hadno concern about U S WEST using the

2 It is important Bo note that the written consent requirement is not an absolute requirement, in any
event. To the extent :hat an entity needs CPNI to fulfill a permissible Section 222(d) purpose, the .
information could be accessed and made available without a customer's written consent. Ste, es,
Comments of U S WEST, Inc., WT Docket No. Q8-162, GD No. 90-314, filed Oct. 3, 1996 at 25; Reply
Comments, WT Docket No. 96- 162, 5.1ed Oct. 24, 1996 at 10-14. Indeed, it is for this reason that U S
WEST is agreeable to accepting carrier representations, short of written instruments, that they are
authorized to access information with respect to interconnection, resale and the purchase of
unbundled network elements.
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same material internally for product design, development and marketing- Survey
information submitted by Cincinnati Bell Telephone Company (or "CBT") in
CC Docket No. 96-115 makes out a similar case.'

J

U S WEST's internal practices have always been such that an ind.ividua1's
privacy interests are protected when record information about them is released.
Indeed, in the White Pages of the telephone directories we advise customers that
information about them is "fully protected." Sometimes this protection requires a
writing signed by the customer before information is released to a third party.
Other times, when requests for information are received orally, the processes
involve sending the information Q41 to the address of the customer (regardless of
where someone requests the information to be sent), so that the customer knows of
the request and the information is calculated to be received by the customer.°  While
Section 222(c)(2) might not mandate a process requiring a writing before
information be sent to third parties, internal company practices of many
telecommunications carriers -- undoubtedly iii Place as a matter of institutional
practice for years -- have certainly created customer expectations that information
about them is not released to third parties, absent some type of customer-initiated
transaction aNd request.° an

Moving from release of information to third parties to internal use of
customer information, questions have arisen about the slope of the products and
services that should be permitted to benefit from such use and "implied consent"
within an organization and bE]iate organizations to make use of CPNI.

Customer Premises Equipment f"cpE") and Enhanced Services

U S WEST reads Section 222(c)(1)(B) as a statutory provision express Ly
authorizing the realizantionof overall corporate benefits associated with CPNI
access and usage across the corporate family with respect to complementary
telecommunications services and non-telecommunications services, including CPE

3 See U S WEST's Comments, CC Docket Nos. 90-623 and 92-256, Sled Apr. 11, 1994 at 10-12
( "U S WEST April 11, 1994 Comments").

4 83 Comments of Cincinnati Bell Telephone Company, CC Docket No. 96-115, Bled June 11, 1996 at
7-8 and Appendix A.

5See U S WEST April 11, 1994 Comments at 19-20, where we described this as our standard
practice.

6 Indeed, this may be why telephone companies, traditionally. have been deemed by individuals as
institutions likely to safeguard individually identifiable information. U S WEST's Comments,
CC Docket No. 90-823, Bled Mar. 8, 1991 at 65-66,
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and enhanced services. The literal language of that provision makes clear that
services or products "used in" or "necessary to" the pi-owlsiox1 of telecommunications
services per Se can benefit from the CPNI 'm the possession of telecommunications
carriers, in both the design and marketing operations. The consumer welfare
associated with such use is obvious. Not only is one-stop shopping advanced, but
products and services that add value to the basic telecommunications service can be
developed and offered to customers in a manner that is efficient and effective. Both
statutory authorization, as well as implied consent (discussed further below),
support the use of CPNI with respect to such o&lerings.

CPE is clearly "necessary" with respect to and "used in" the provision of
virtually all telecommunications services, whether wireline or wireless. To be sure,
many types and styles of CPE are available &om other than telecommunications .
carrier sources, but offering the CPE on the service call offers consumers increased
eMciencies and facilitates service transactions (4 the faster the customer has the
CPE, the faster the service can be operational). Furthermore, some types of CPE,
such as those which support Caller ID services/functions and wireless services, may
be idiosyncratic to the particular service and more di8cu1t to obta.in.'

an

Sinoilarly, enhanced services often have a clear and direct connection with
telephony services, both supporting and being supported by such services. For .
example, voice mail services, except in rare cases, are a complementary service to
basic telephone service. Other services such as fax store and forward and Internet
access services work in conjunction with telephone lines/services purchased by
consumers.

Inside wire, a ro telecommunications service, is also a service that meets
the clear statutory requirement of Section 222(c)(1)(B). Indeed, the wire has no
purpose above or beyond supporting the telephone exchange and toll services.

Specific rules which attempt to "catalog" every service as either "in" or "out"
of the Section 222(c)(1)(B) "box" are neither necessary nor desirable from either a

7 Even if the statute were not clearing authorizing such use, the CommissionS prior inkings of
implied consent by the mass market to allow for the use of such information with respect to CPE and
emnlisnced services would support aucib information ahalring.

s For example, CPE needed by CMRS customers is necessarily quite specisdized. The configuration of
a given Personal Communications Service ("PCS") provider's handset will depend on: 1) which air
interface, Code Division Multiple Aocesa ("CDMA") or Time Division Multiple Access ("TDMA")
or possibly Group Special Mobile ("GSM") the provider has chosen for its primary network; and 2).
whether the handset is to operate on a dual-band basis to make use of both PCS and cellular
frequencies. Making CPE available at the point of service sale is not only eEdent but, in many
instances, necessary for the services to be made available in a timely fashion.

I
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market or a public interest perspective. While there might be some regulatory
concern over the inability to impose "bright line" rule restrictions with respect to
the statutory language (e_,g, what is pg; included in the phrase "necessary" or "used

Congressional
language. Furthermore, to maximize the public interest associated with
commercial communications,°  one-stop shopping, and the realization of efficient
transactions, the Commission should indicate its support for a broad interpretation
of the phrases, similar to the approach it took in the Interconnection Proceeding.'°
Such interpretation would advance the public interest."

in"?), the Commission should craft rules utilizing, verbatim, the

Implied Consent

Certainly, our focus group research supports such use. The propriety of

U S WEST has consistently taken the position that internal use of CPNI can
be implied from the existing business relationship between U S WEST and its
customers.
using such information beyond U S WEST, Lg, with sdiiliates, is one that must be
based on statistical evidence of consumer opinion and logic, as there has not -- to
the best of U S WESTB knowledge -- been a specific survey done with respect to
information sharing in a telecommunications environment. 4

Implied consent "inheres where a person's behavior manifests acquiescence or
a comparable voluntary diminution of his or her otherwise protected rights....
[I]mp1ied consent is not constructive consent [but, rather] 'consent in fact' which is

9 CPNI access and use facilitates educated and meaningful communication, as well as the .
"dissemination of information as to who is producing and selling what product, for what reason. and
at what price. So long as we preserve a predominantly free enterprise economy. the allocation of our
resources in large measure will be made through numerous private economic decisions. It is a
matter of public interest that those decisions in the aggregate, be intelligent and well informed To

Telephone Calls, Memorandum Opinion and Qggglg, 77 FCC ad 1023, 1035~36 'll 32 (1980).

mIn the Mat ter Qr Implementat ion QI  the Local Competition Provisions ii the Teleeammuninstioue
Act of 1995. Infevmimefftinn between Impel Fbrctumre Carriers and Unmmerdgl Mobile Radio Service
Providers, CC Docket Noe. 96-9B and 95-185, First Report and Qrder, FCC 96-325, rel. Aug. 8, 1996 'll
579 ("'Necessairy' does not mean 'indispensable' but rather 'used' or 'useful."').

11 There is surely no reason to broadly interpret the phrase with respect to carrier-to-carrier
relationships but narrowly m'th respect to carrier-to-customer relationships. To the extent the
Commission believes the public interest is advanced by a broad interpretation of the word
"necessary" with respect to competitive interactions it ha even more compelling reasons to 'rind a

where consumers

this end the free How of commercial information is indispensable." In the Matter of Up~elicited

broad 'interpretation supports the public interest in retail consumer nansacuons,
are simply trying to get their needs met in the most et¢:ient, quickest way possible.

l
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inferred 'from surrounding circumstances." "[I]mp1ied consent -- or the absence of it
-- may be deduced &om the 'circumstances prevailing' in a given situation.

,,1:

U S WEST believes we, as well as other commenting parties, have provided
the Commission with ample evidence that individuals expect a business having
information about them to use that information in ways that are calculated to
produce potential benefits to the individuals about whom the information relates.
Furthermore, we believe that common sense and logic support a finding that
implied consent to use CPNI exists not only within a specific corporate organization
(organizational structures are not matters that many consumers manifest an
interest in) but to afdliates, as well. We believe such use is supported by prior
Endings of the Commission (Ge, the Common Carrier Bureau found that it was not
improper for AT&T Corp. ("AT8zT') to share CPNI with its credit card operation;'°
and within the context of the Telephone Consumer Protection Act of 1991
interpretations," the Commission found that minimal privacy issues were raised
when an individual was contacted by a business with whom the individual had an
existing business relationship Er one of its affiliates), as well as research (the Louis
Harris Survey demonstrating a high level of consumer support for arE]iate and
information sharing)" and, more recently, by Congressionalaction.'°

The scope (as opposed to the fact) of such sharing should be guided by
common and market sense as opposed to regulatory mandate. Beginning with the
proposition that -- particularly in an information market and an information

11Griefs-Rvan v, Smith, 904 F.2d 112, 116 (It Cir. 1990) (addressing whether implied consent to
monitor telephone calls existed).

13In the Matter of BankAmerica Corporation, The Chase Manhattan Corporation. Citicorp: and
MBNA America Bank. NA. v. American Telephone & Telesraoh CQ.. AT$;T Universal Gard Se;'vices
Corp.,end Universal Bang . Memorandum Opinion and Order, 8 FCC Red. 8782, 8787 'W 26-27
(1993).

14 47 USC § 227.

15Consumers. Credit Reporting. and Fair Credit Repcrtins Act Issues. 1994, A National Opinion
Survey conducted by Louis Harris & Associates and Dr. Alan F. Westin for MasterCard
International, Inc.. and VISA, U.S.A., Inc. ("Louis Harris Survey").

is 142 Cong. Red. H. 11746 §2402.(e}(4)(i) excluding from the term "credit report" "information solely
as to the transactions or experiences between the consumer and the person making the report" (a
past exception), as wet] as the "communication of that information among persons related by common
ownership or a$]iated by corporate control." Affiliate sharing with respect to "ro experience"
information can occur only after a notice and opt-out process hens been put in place. Furthermore,
states are preempted from interfering with this authorized sNiliaue sharing until at least January 1.
2004, Seeid.§ 2419(2) amending Section B24 of the Fair Credit Reporting Act.
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economy" -- affiliate sharing produces market and consumer benefits," the
Commission should allow the market to define the extent and the scope of that
sharing, absent an individuals request to not participate. It is impossible for the
Commission to articulate, in advance, all the beneficial uses of aililiate sharing.
Yet, the Commission can depress market and consumer benefits by trying to do so.

19

Section 222(c)(1) of the statute should be construed to permit the sharing of
CPNI across corporate afEliaLtes with respect to (c)(1)(A) and (B) purposes, without
any additional consent requirement beyond the imputation of "implied consent."
This is consistent with general customer expectations and business practices. Thus,
it is clearly the "least burdensome" consent requirement and it benefits from
allowing LECs that are not highly diversified from seeking further "approvals" from
their existing customers.

And, while U S WEST believes that an existing customer relationship coda
support an implied consent to use CPNI beyond (c)(1) purposes," depending on the
facts of any particular case, we can also see the reasonableness in notifying
consumers of the various activities in which corporate arE]iates might be involved,
beyond telephony, and the way in which CPNI might be used by them to better
serve the individuals about whom the information relates. The combination of the
existing business relationship and the open and honest disclosure certainly would

17 The 1996 Act clearly acknowledged the convergence of both technology and industries. One aspect
of that convergence that might not be immediately apparent, however, is the rebirth of all businesses
as "information companies." Certainly, the attachments submitted to U S WESTs Opening
Comments in CC Docket No. 96-115 demonstrate that companies are well aware of the value of
information in the design, development and marketing of their products, whether they be
telecommunications or cable companies. 8_3 U S WEST, Inc.ls Opening Comments, CC Docket No.
96-115, tiled June 11, 1995 at Appendices A and B. Similar reincarnations are being realized in
other market segments, such as banking.

is The Louis Harris Survey, for example, indicated clearly that as particular benefits as opiated with
aMliate sharing are articulated. consumer "approval" of the sharing inaeased.

is For example, a conservative approach to affiliate sharing would have, at least potentially. deprived
AT&T of its ability to use its CPNI with respect to ita credit card venture, and perhaps its wireless
operations, as well.

to For example, non-telecommunications businesses use their individually identifiable information
across their integrated corporate operations. Individuals are sometimes aware of the relationships
between various ciliates and sometimes are not, The level of awareness often has to do with the
public manifestations of the corporate enterprise. It may be either implicit (similar oEerings from a
market perspective) or explicit (Lg, but branded o&lerings). See U S WEST April 11, 1994
Comments at 18 and note 34 (noting that corporate aEliate sharing might be outside an individuals
expectations if the relationship between or among the aiiliared companies was not well known or
understood). Such activity, at least in the past, has not generally been deemed "invasive" of the
individuals privacy .
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be su8cient to support a Ending of "implied consent" or "customer approval." But
in no event should general aEliate CPNI sharing, even beyond telecommunications
services o8lerings, be deemed per Se inappropriate.

r
To the extent that a business openly and honestly disclosed to its customers

the type of aiililiates with which information might be disclosed, permission to use
information across the panoply of bE}iates should be permitted absent a customer-
imposed restriction. Customer "approval" should be deemed once the notification
is completed. Absent an 'uldividual's request 8.4 to have CPNI shared, or a later
complaint about a particular use (which could be addressed by not sharing that
individual's information in the future), the market benefits potentially associated
with affiliate information sharing and use should be permitted to How through the
economy, regardless of whether there are close connections between the af5]iated .
operations."

The market is well poised to address the scope of information sharing and
use. Increasingly, the marketing of "privacy" is being realized. For example, the
benefits of "privacy" associated with digital wireless communications are being
touted in full-page advertisements in newspapers; credit card companies are
advising that the privacy of their cardholders is important to them; similar
messages are being conveyed by telecommunications companies. Thus, within the
context of an existing busluless relationship, the Commission should 'first and
foremost rely on the relationship to dene the scope of use and customer "approvaL"
Businesses which over-assume will pay a market price for their mistakes; but the
individual will not suffer material prejudice from the assumption.

Finally, to the extent that the Commission receives a complaint &om a
consumer on the matter of information sharing and deems the information sharing
associated with the complaint as being "unreasonable" under the Communications

r

i

21 U S WEST currently provides disclosures regarding our CPNI use w all business customers (not
just to those with more than 20 lines). With respect to those customers with fewer than 20 lines, the
disclosure is framed as a "notice and opt out." Approximately 5% of these customers have restricted
their CPN! be used only for basic telecommunications purposes.

22 For example, a telecommunications company that also owns an appliance store or a pizza operation
might deem it appropriate to share information with the afhliaw operation (assuming any value
could be gained ham such sharing). To the extent the potential sharing was clearly disclosed and no
objection to the sharing arrangements was received, customers should be deemed to have "approved"
the sharing. Ste U S WEST April 11, 1994 Comments at 18 and note 34 (noting that Sears is
generally considered a retail outlet of consumer goods, but that it also engages in car rentals and
banking operations (through its then-a&liate Dean Witter) and that customers might not be opposed
to this type of sharing if what was occurring was that the customer was being afforded a benefit as a
result of the information sharing).
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Act based on the facts and circumstances associated with the specific situation, it
has ample authority to address the matter within a particular factual context
Particularly in light of the fact that the 1996 Act does not even require a
Commission Rulemaking regarding Section 222, the Commission should seriously
consider a conservative approach to Rulemaking in this area, especially where then
is an existing business relationship between a company and an individual, relying
on market conduct in the first instance to ensure the proper level of privacy
protection

Sincerely

Kat]:L1-_van Marie Krause

cc. Service List
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U s wIsT, INC.,

Petitioner,
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UNITED STATES OF AMERICA,
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SBC communicat ions INC.,  et  al. ,
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On Petition for Review of an Order
o f the Federal Communications Commission

CORPORATE DISCLOSURE STATEMENTS

I

Pursuant to Rule 26.1 of the Federal Rules of Appellate Procedure, Petitioner U S WEST

and Interveners BellSouth Corporation and SBC Communications Inc. submit the following

corporate disclosure statements :

U S WEST. Inc.

On June 12, 1998, the former U S WEST, Inc. (subsequently renamed MediaOne Group,

Inc.) consummated a transaction whereby it was separated into two independent companies. The

former U S WEST, Inc. had conducted its businesses through two groups, the U S WEST

Communications Group ("Communications Group") and the U S WEST Media Group ("Media

v .



Ill

Group"). Pursuant to the separation, the former U S WEST, Inc. contributed the businesses of

the Communications Group and the domestic directories business of the Media Group ("Dex") to

USWC, Inc. (which was subsequently renamed U S WEST, Inc. and is referred to as follows as

"U S WEST"). As a result of the separation, U S WEST became an independent company

conducting the businesses of the Communications Group, Dex and other subsidiaries. MediaOne

Group, Inc. continues as an independent company conducting the businesses of the Media Group

other than Dex.

U S WEST is a publicly-held corporation that provides services to the public only

through its operating subsidiaries. U S WEST is the parent holding company of U s WEST

Communications. Inc., a local exchange carrier that provides local exchange

telecommunications, exchange access, wireless, and long distance services pursuant to tariff arid

contract in 14 western and mid-western states (formerly separately incorporated as The Mountain

States Telephone and Telegraph Company, Northwestern Bell Telephone Company, arid Pacific

Northwest Bell Telephone Company).

The following U S WEST entities have securities in the hands of the public:

U S WEST, Inc.
U S WEST Communications, Inc.
U S WEST Capital Funding, Inc.

U S WEST owns other subsidiaries that market unregulated products and services, none

of which has issued debt or stock to the public.

BellSouth Corporation

BellSouth Corporation is a publicly held corporation and has equity securities in the

I
I
I
I
I
I
I
I
I

hands of the public. It is principally in the business of providing communications services and

products to the general public. BellSouth Corporation's wholly owned subsidiaries have issued

debt securities to the public as obligations of BellSouth Telecommunications, Inc., Southern Bell

E

I

I
I

ii



I Telephone and Telegraph Company, South Central Bell Telephone Company, Harbinger

Corporation, Tele 2000 S.A., BellSouth Capital Funding Corporation, BellSouth Savings and

Security ESOP Trust, and BellSouth Savings and Employee Stock Ownership Trust.

SBC Communications Inc.

SBC Communications Inc. (formerly Southwestern Bell Corporation) is a publicly held

r
corporation with equities and debt in the hands of the general public. The principal directly and

indirectly held subsidiaries of SBC Communications Inc. include Pacific Telesis Group; Pacific

Bell, Nevada Bell, Southwestern Bell Telephone Company; SBC Wireless, Inc., Southwestern

Bell Yellow Pages, Inc., Pacific Bell Directory, Md SBC Intemationd, Inc. The subsidiaries of

SBC Communications Inc. are principally engaged in the business of providing communications

services and products to the general public.

SBC Communications Inc., Southwester Bell Telephone Company, and SBC

Communications Capital Coloration have publicly held debt. A trust established and funded by

Pacific Telesis Group has issued "Trust Originated Preferred Securities" to the public. Pacific

Bell, Nevada Bell, and PasTel Capital Resources, subsidiaries of Pacific Telesis Group, have

issued debt securities to the public. SBC and Pacific Telesis Group have guaranteed the

repayment of certain trust originated preferred securities that have been issued to the public. In

addition, certain indirectly held subsidiaries of SBC Wireless, Inc., have small groups of

minority shareholders.

I
I

I

I

I

I
No other affiliates of SBC Communications Inc. have outstanding debt or equity

securities that are publicly held.

SBC Communications Inc. currently anticipates completing its pending acquisition of

Southern New England Telecommunications Corporation ("SNET") later this year

I
I
I
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No. 98-9518
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U s WEST, INC.,

Petitioner,

FEDERAL COMMUNICATIONS COMMISSION and
UNITED STATES OF AMERICA,

Respondents,

BELLSOUTH CORPORATION and
sec COMMUNICATIONS n\1c., et al.,

Interveners.

4ll--nvurrhlDulw

On Petition for Review of an Order
of the Federal Communications Commission

BRIEF FOR PETITIONER AND INTERVENERS
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JURISDICTION

This action seeks review of an Order of the Federal Communications Commission

("FCC"): Second Report and Order and Further Notice of Proposed Rulemaking: In the Matter

oflmplementotion of the Telecommunications Act ofI996; Telecommunications Carriers' Use of

Customer Proprietary Network Information and Other Customer Information; Implementation of

the Non-Accounting Safeguards ofSection.r 27] and 272 of the Communications Act of 1934, as

Amended, FCC 98-27, CC Docket Nos. 96-115 and 96-149 ("CPNI Order"). The CPN] Order

was released on February 26, 1998, with a summary published in the Federal Register on April

v.
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24. 1998. 63 Fed. Reg. 20326. The CPN] Order was also subsequently published in the FCC

Record (83 attached hereto). 13 FCC Red. 8061 (1998). A timely petition for review was filed

on May 18, 1998. This Court has jurisdiction of this petition for review pursuant to 47 U.S.C. §

402(a) and 28 U.s.c. § 2342(1)

STATEMENT OF ISSUES

Whether the CPN] Order and accompanying rule amendments are, in whole or in part

arbitrary, capricious, an abuse of discretion, in violation of 47 U.S.C. § 222 and related

provisions of the Communications Act as amended, or otherwise not in accordance with law

Whether the CPNI Order and accompanying rule amendments are, in whole or in part

contrary to constitutional right, power, privilege or immunity in that they violate

the freedom of speech and press guaranteed by the First Amendment to the

United States Constitution; and

the taldngs and/or due process clauses of the Fifth Amendment to the

United States Constitution

Whether the CPNI Order and accompanying rule amendments are, in whole or in part

arbitrary, capricious and not in accordance with law in that the FCC failed adequately to consider

the serious constitutional questions raised by the CPNI rules

STATUTES AND REGULATIONS

47 U.S,C. § 222 and the Final Rules adopted pursuant to the CPN] Order are reprinted in

the appendix to this brief.

STATEMENT OF THE CASE

Introduction

This case involves the FCC's rules preventing telecommunications carriers from using

certain lands of their business information to speak to their customers unless the carriers first

obtain the customers' affirmative consent. For example, the FCC's rules preclude local

telephone companies from using business information about their customers to determine



whether a specific customer would be interested in hearing about voicemail services or cellular

or other wireless offerings, in the absence of the customer's prior affirmative consent permitting

this information to be used for such a purpose

More specifically, this case concerns FCC regulations implementing the otherwise self

effectuating Section 222 of the Federal Telecommunications Act of 1996, 47 U.S.C. § 222

which addresses Consumer Proprietary Network Information ("CPNI"). CPNI is valuable

commercial irNormation that a telecommunications carrier generates or accumulates in the course

of doing business with individual members of the public. CPNI includes information about what

telecommunications services customers purchase - such as number of lines, how they are used

(for example, whether customers have three-way calling, call waiting, Caller LD., or whether

they make use of "star-69" for automatic redialing of the lastnumber called), and information

about calling patterns (for example, toll call detail.).' To telecommunications carriers, including

local exchange, long distance, and wireless carriers, CPNI is comparable to the information that

credit card companies, grocery stores, mail-order catalogs, banks, Internet service providers, and

many other firms maintain about their customers' purchasing and usage characteristics, as part of

their routine business operations

As with other kinds of individually-identifiable customer information that companies

collect and use within their business operations, CPNI allows telecommunications carriers to

identify customers, on the basis of their past purchasing habits, who are most likely to be

interested in particular new services, and to offer them iMorrnation about packages of services

through communications tailored to their individual needs. Without CPNI, if communications

occur at all, they must take the form of blanket, undifferentiated, "broadcast-type" speech to any

Section 222 defines CPNI as "(A) information that relates to the quantity, technical
configuration. type, destination, and amount of use of a telecommunications service subscribed
to by any customer of a telecommunications carrier, and that is made available to the carrier by
the customer solely by virtue of the customer-carrier relationship, and (B) information contained
in the bills pertaining to telephone exchange service or telephone toll service received by a
customer of a carrier, except that such term does not include subscriber list information." 47
U.S.C. §222<n(1>



Regulatory History of FCC CPNI Rules

I
I

and all customers, regardless of their individual service interests or needs. CPNI is thus essential

for carriers to communicate with their customers effectively and to avoid undue intrusions on

those individuals least likely to be interested in the communications,

In sum, this case involves the FCC's interposing itself into the service relationship

between telecoimnunications carriers and their customers and interfering with protected speech

and property rights. As will be demonstrated, that intrusion reflects a marked departure from

we1l~settled regulatory policy, frustrates rather than reflects customers' expectations of their

relationships with their existing coniers, and is in no way compelled by the statutory language or

legislative history of Section 222. For these reasons, this Court should vacate the FCC's mies

and remand the case for further consideration.

B .

Prior to Congress' enactment of Section 222, the FCC had given extensive consideration

to CPNI issues, although it had adopted miles only with regard to certain carriers and certain

types of services. Throughout, the FCC had repeatedly rejected prior affirmative consent

requirements for carriers in existing customer relationships. The FCC's rules generally permitted

coniers to use CPNI to market new and innovative services without any expression of customer

approval beyond that implied in the existing canter-customer relationship. As a general mle, the

FCC's rules were designed around periodic customer notifications and opt-out rights.

The FCC's CPNI rules were originally crafted when the Commission was considering

whether to require certain carriers (AT&T and later the Bell Operating Companies ("BOCs")) to

offer certain non-regulated services - customer premises equipment ("CPE") (such as telephone

sets) and "enhanced services" (such as voicemail or Internet access) - through structurally

separate subsidiaries The FCC ultimately decided not to require separate subsidiaries for these

2 See Second Computer Inquiry, Final Decision, 77 FCC ad 384, 481 (1980), recon., 84 FCC ad
50 (1980),jilrther recon., 88 FCC ad 512 (1981), pfd sub nom. Computer & Communications
Indus. ASSY2.v. FCC, 693 F.2d 198 (D.C. Cir. 1982), cert. denied, 461 U.s. 938 (1983).

I
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non-regulated services, and, in lieu of such separation, it established certain "competitive

CPNI rules were one of those safeguards

The FCC's CPNI safeguards were limited to certain offerings by AT&T. the BOCs. and

GTE." Other carriers were free to use CPNI in any way they wished. Similarly, even for carriers

subject to CPN] rules, services other than CPE, enhanced services, and certain cellular services

were unaffected by the FCC's rules. For example, the FCC did not regulate CPNI use for credit

card operations

Further, the FCC crafted its CPNI rules, where applicable, to avoid severe restrictions

such as a prior affirmative consent requirement, on the use of this valuable commercial

safeguards."

The Commission established a special rule with respect to cellular services offered by certain
coniers, requiring that any carrier required to establish a separate cellular subsidiary was
prohibited from providing CPNI to that subsidiary unless the CPNI was provided to others. 47
C.F.R. § 22.903(f`)

The BOCs, AT&T, and GTE were required to send annual notices of CPNI rights regarding
enhanced services to all of their multi-line (2 or more lines) business customers. Computer III
Phase ll Order, 2 FCC Rcd. 3072, 3096 (1987), Application of Open Network Architecture and
Nondiscrimination Safeguards to GTE Corp., 9 FCC Red. 4922, 4944-45 (1994). With respect
to CPE, the BOCa were required to send annual notices to multi-line business customers, and
AT&T was required to provide a one-time notice to its WATS and private line customers. Each
notice included a response form that allowed the customer to restrict access to CPNI from the
carriers' enhanced services and/or CPE marketing personnel

In addition, the BOCs arid GTE (but not AT&T) were required to obtain prior written
authorization from business customers with 20 or more access lines before using CPNI to market
enhanced services (but not CPE). Computer III Remand Order, 6 FCC Rcd 7571, 7609 (1991)
vacated in part and remanded, 39 F.3d 919 (9th Cir. 1994). This requirement was adopted only
on the basis of extensive record evidence and a showing that the account partner relationship
between such customers and their carrier made it relatively easy for the carriers to communicate
with the customers and secure the requisite approval. See Computer III Remind Order, 6 FCC
Rod. at 7611 1] 86, Communications Satellite Corporation Petition for Declaratory Ruling, 8
FCC Rcd. 1531, 1535 n.39 (1993). The constitutionality of the Commission's 20-lines rule was
never adjudicated. For a more complete history of the FCC's CPNI rules, see the FCC's Notice
»f Proposed Rulemaking ("NPRM") ll FCC Red. 12513, 12516 1] 4, 12530 11 40 (1996) and

CPNI Order at 1i'il 174-79

See In the Matter of BankAmeric:a Corporation, The CNase Manhattan Corporation, Citicorp
and MBNA America Bank, NA. v. AT&T Co., Memorandum Opinion and Order, 8 FCC Red
8782, 8787 W 26-27 (1993) ("Universal Card Order")
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information. The Commission did so, in substantial part, because it recognized that such burdens

would themselves have posed a form of "passive" structural separation on the affected carriers,

Having rejected operational structural separation on the ground that it hindered the efficient

delivery of telecommunications and related services to the public, the FCC did not want to

resurrect such separation through severe limitations on the use of CPNI. Such limitations, the

FCC recognized, would have hindered one-stop shopping and joint marketing, thus defeating the

important federal goals of carrier efficiencies and customer convenience.

In the FCC's Computer .UI Remand Order, 6 FCC Red. 7571 (1991), for example, the

FCC rejected a prior customer authorization rule for enhanced services, reasoning that a large

majority of mass market customers would fail to respond to a request for authorization, and that

the resulting restriction on CPNI would be inefficient and anticompetitive:

6

Under a prior authorization rule, a large majority of mass market customers

I
I
I
I are likely to have their CPNI restricted through inaction, and in order to serve

them the BOCa would have to staff their business offices with
network-services-only representatives, and establish separate marketing and sales
forces for enhanced services. Thus, a prior authorization rule would vitiate a
BOC's ability to achieve efficiencies through integrated marketing to smaller
customers . 9 4 ,

I

»

Id. at 7610 n.l55 (emphasis added). The Commission preempted state CPNI rules that might

require prior authorization, "determining that such state rules would effectively negate federal

policies promoting both carrier efficiency and consumer beneiits."7 The Ninth Circuit upheld

this preemption, opining that a contrary determination could impede the efficient development of

marketing strategies "for small customers."' The court added :

I
I
I
I

The FCC found that BOC access to CPNI is justified because it allows customers
the benefit of one-stop shopping which is important to the development of a mass
market in enhanced services. The FCC found that the BOCa are uniquely
positioned to reach small customers, and that it would be economically infeasible

I
_
I

I

I

I

I

I

I
I

" Phase 11 Recon. Order, 3 FCC Red. at 1173 n. 83 .

7 NPRM, II FCC Red. at 12522 1{ 16 (describing prior Commission policy).

a California V, FCC, 39 F.3d 919, 933 (9th Cir. 1994), cert. denied, 514 U.S. 1050 (1995).
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to develop a mass market for enhanced services if prior authorization was required
for access to CPNI. If small customers are required to take an affirmative step
of authorizing access to their information, they are unlikely to exercise this
option and thereby impair the development of the mass market for enhanced
services in the small customer market."

A federal district court in Texas agreed. See Southwestern Bell Tel, Co. v. Public Util. Comm 'n

of Texas, 812 F. Supp. 706, 709, 710 (WD. Tex. 1993) (upholding FCC's conclusion that "prior

authorization rules would require separation of ... marketing personnel, defeating the goal of

integration of all marketing forces" and the goal of "increasing the market for enhanced

services"). .

Subsequently, when AT&T acquired McCaw's cellular operations in 1995, the FCC

refused to bar AT&T from sharing its long-distance service CPNI with its new cellular affiliate,

finding that neither customer privacy nor competitive equity warranted such a prohibition. The

FCC cited "consumer choice and efficiency" as the basis for its ruling, reasoning that any

customers with contrary desires could opt out.'0 The FCC vigorously defended this view on

appeal," and the D.C. Circuit upheld the Commission's determination that allowing

I
I
I
I
I
I
I
I
I

I" Id at 931 (emphasis added),

10In re Applications of McCaw and AT&T Co., 10 FCC Red. 11786, 11794 (1995). "[W]e
expect that permitting AT&T to disclose the information at issue to its cellular affiliates will
increase competition for cellular customers as those atiiliates, BOC cellular affiliates, and other
providers seek to improve service and/or lower prices to attract and retain customers." ld at
11792. See also AT&T/MeCaw Proceedings, Order, 9 FCC Rod. 5836, 5886 'H 83 (1994)
(prohibiting the sharing of CPNI between AT&T and McCaw "would undercut one of the
benefits of the , .. combination: the ability ... to offer its customers the ability to engage in
'one-stop shopping' for their telecommunications needs").

On appeal, the FCC explained that "courts have consistently recognized that capitalizing on
informational efficiencies ... is not the sort of conduct that harms competition," and that it "is
manifestly pro-competitive and beneficial to consumers to allow a multi-product firm ...
maximum freedom in offering its competitive services to all of its customers" by utilizing CPNI.
Brief for Appellate FCC in Southwestern Eel] Corp. v. FCC,Nos. 94-1637, 94-1639, at 49 (D.C.
Cir. tiled Feb. 13, 1995). The FCC explained that CPN] restrictions would undermine AT&T's
ability to offer "one-stop shopping" by bundling long-distance and cellular service together - "a
significant public benefit." Ill at 46. "'One-stop shopping' results from allowing the carrier to
employ an integrated marketing and sales force. Denying those who market complementary
products access to CPNI, in effect, requires two sales forces within the same company." Id at

I
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AT&T/McCaw to use AT&Tls long-distance CPN] to solicit the cellular customers of competing

providers would "lead to lower prices and improved service offerings." SBC Communications

Inc. v. FCC, 56 F.3d 1484, 1495 (D.C. Cir. 1995).

Hence, the FCC has concluded time and time again that a prior affirmative consent

requirement to use CPN1 was:

• unnecessary to protect competition, in

at odds with efficient carrier operations,"

at odds with joint marketing,"

at odds with customers' desires for one-stop shopping," and

I
I
I
I
I
I
I
I
I
I
I
I

47. The FCC rejected the argument that CPNI protections were needed for "small businesses and
individuals," explaining that the objectors had failed to explain how "'smaller' cellular customers
could be harmed by access to information about competing services." Id at 48.

n Phase ll Order, 2 FCC Rcd. 3072, 3094 (1987), Phase ll Further Reconsideration Order, 4
FCC Red 5927, 5929 (1989), vacated on other grounds,905 F.2d 1217 (9th Cir. 1990).

See AT&T CPE Relief Order, 102 FCC ad 655, 678-79 'll 39 (1985) and BOC CPE Relief
Order, 2 FCC Rod. 143, 147 1]29 (structural separation results in higher prices to consumers and
a reduction in the quality and variety of service offerings due to an inhibition of research,
development and innovation) (1987),Phase I Order, 104 FCC ad at 1088 11258 (restrictions on
use of customer information "impose a burden on all contacts between carriers and their
customers, ...substantially increase the difficulties attendant with providing customers a single
point of contact, and prove extremely expensive to implement).

14 Computer III, 3 FCC Red. 1150, 1162 ll 97 (1988) (to the extent carriers "use CPNI to identify
certain customers whose needs are not being met effectively and to market an appropriate
package of . .. services to such customers, customers would be benefited."), BOC CPE Relief
Order, 2 FCC Red at 167 n.86 (internal CPNI use permits carriers to "engage . . . in joint
planning and response to customer needs, that many customer apparently desire"), Universal
Card Order, 8 FCC Red. 8782, 8786-88 1127 (1993) ("joint marketing ... necessarily involves
sharing of some customer network information") .

is See e.g., AT&TCPE Relief Order, 102 FCC ad at 692-93 1164 (noting that to deprive AT&T of
CPNI use with respect to CPE sales would deprive it of the ability to offer one-stopshopping and
would eliminate one of the fundamental consumer benefits associated with integration and access
to such information); BOC CPE Relief Order, 2 FCC Red. 143, 147-48 111] 29, 31 (1987)
(structural separation - and being cut off from CPNI - "prevent the BOCa from satisfactorily
serving customers that desire integrated telecommunications systems solutions and designs. . . .
[A] broad spectrum of communications users desire vendors that can be single sources for
telecommunications products."), Phase I NPRM 50 Fed. Reg. 33581, 33592 n, 58 (1985)

13
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• unnecessary IO protect consumer privacy

Indeed. even outside the CPNI context, the FCC has typically understood the utter

impracticality of requiring affirmative customer consents and therefore has permitted notice-and

opt-out options

The 1996 Telecommunications Act

Against the background of the lengthy CPNI regulatory history, Congress adopted

Section 222 in the 1996 Telecommunications Act. That Section applied CPNI rules to all

carriers. rather than merely to AT&T, the BOCs, and GTE, as had been the FCC's previous

approach. It also granted telecommunications carriers the right to use CPNI in their "provision

of (A) the telecommunications service from which such information is derived, or (B) services

necessary to, or used in, the provision of such telecommunications service 47 U.S.C. §

222.(c)(1). In order.for a telecommunications carrier to use CPNI for broader purposes the use

must be "required by law or with the approval of the customer" or must meet the exceptions

("subscribers desire 1 ] 'one stop shopping.'"), 1994 Public Norine, 9 FCC Red. 1685 (1994)
(FCC concluded that a prior authorization rule would, as a practical matter, deny to all but the
largest business customers the benefits of one-stop shopping)

Computer III Phase 11 Recon. Order, 3 FCC Rcd. 1150, 1163 1198 (1988) ("we anticipate that
most of the BOCs network service customers would not object to having their CPNI made
available to the BOCs to increase the competitive offerings made to such customers"), Phase II
Order. 2 FCC Rcd. 3072, 309411152 (1987) (prior authorization unnecessary to protect customer
interests)

For example, in the BNA Second Recon. Order, 8 FCC Red 8798, 8810 (1993), the
Commission reversed a prior decision that required affirmative written authorization from
customers with unlisted or unpublished numbers before local telephone companies were
permitted to provide the customer's billing name and address ("BNA") information to
unaffiliated telecommunications service providers. The FCC noted the "burden[some]" nature of
requiring customers to "return[ ] authorization form[s]," id. at 1168, and permitted carriers, once
notification was made, "to presume that unlisted and nonpublished end users consent to
disclosure and use of their BNA if they do not make [an] affirmative request" that such
information not be disclosed. Id
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stated in Section 222(d1.'" Other than these changes, Congress made no finding that the FCC's

prior approach to CPNI was inadequate or contrary to the public interest.

Most importantly for purposes of this appeal, there is no indication in Section 222(c)(l)

that Congress intended the word "approval" to require before-the-fact, affirmative customer

consent. Indeed, Section 222(c)(I) stands in stark contrast to Section 222(c)(2), which requires

telecommunications carriers to provide CPNI in their possession to any entity designated by the

customer, "upon affirmative written request by the customer." (emphasis added). Notably,

Section 222(c)(l) does not contain the word "affirmative," nor does it contain the term "express"

Section 222 was adopted in the context of sweeping telecommunications industry reforms

designed to foster competition in all telecommunications markets. Properly read in accordance

with well-established customer expectations, it grants carriers in existing customer relationships

broad authority to use CPNI. Customers have the power to exercise choice and control by

requesting any carrier to refrain from using certain information and to constrain the potential

dissemination of customer information to parties unaffiliated with the carrier absent affirmative

customer consent. In this manner, Congress itself struck the appropriate balance between (i)

privacy interests and (ii) competitive efficiencies and carrier rights.

D. The FCC's NPRM

The FCC soon sought to revise the congressional balance. As a self-effectuating statutory

provision, Section 222 required no independent FCC remaking." However, in February of

1996, several local telephone company associations advised the FCC that their members - who

unlike the BOCs, AT&T, and GTE had never been subject to CPNI rules -- were unclear about

their obligations under Section 222 and requested the Commission to provide '.'guidance"

isThese exceptions include the initiating, rendering and billing of service, fraud prevention, and
the provision of inbound telemarketing, referral or administrative services on an inbound cal] if
the customer approves of the use of CPNI during the call.

The FCC has acknowledged that Section 222 is self-executing. See Computer IH Remand
Proceedings: Rules Governing Telephone Carriers" Use of Customer Proprietary Network
Information, l l FCC Red. 16617, 16619 (1996).

19
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222
1

regarding such obligations. CPN] Order Ar 116 & n. 15. Subsequently, NYNEX, a BOC, filed a

petition for a declaratory ruling regarding the proper interpretation of a single aspect of Section

the scope of the phrase "telecommunications service" in subsection (c). The FCC

responded by initiating a broad-based Rulemaking regarding the meaning of virtually the entirety

1
of the Section. NPRM, 11 FCC Red. 12513.

In the NPRM, the FCC read Section 222 as revolutionizing CPNI rules for

telecommunications carriers. Under the guise of its interpretive and implementing authority, the

FCC created a unique regulatory regime not comparable to the rules under which every other

business in the United States operates -- including companies dirt might compete with

telecommunications carters, such as cable operators." Despite the long-standing absence of a

prior authorization rule with respect to the use of CPNI (with the limited exception of marketing

enhanced services to businesses having more than twenty lines), the FCC in the NPRM

customer "authorization"" as potentially being mandated byrepeatedly referred to "prior"21

Section 222(e)(l), even though the words "prior" or "authorization" are never used in that

subsection.

The Commission also set out its tentative conclusions regarding the meaning of the term

"telecommunications service" as used in Section 222. It concluded that the term should be

local exchange (including

local long-distance or short-haul toll), interexchange (also including short-haul toll) .and

Commercial Mobile Radio Service ("CMRS" or "wireless").24 The significance of the categories

was dirt, barring appropriate customer "approval," carriers would be limited in their ability to

construed to reflect three separate "traditional service distinctions":"

r
to Cable operators are free to use subscriber information internally and are obligated to secure
affirmative consent only when releasing the information to unaffiliated third parties. 47 U.S.C. §
551 |

71 NPRM at 12523-26 W 20, 23, 26 (prior authorization), 21 (prior approval),

Hz Id

23 Id. at 12523-24 1122.

24 Id. at 12525 'H 24 and n. 60.

f
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use CPNI derived from one service category to communicate to customers about services not in

that category.

E. The Comments and Evidence FiledWith the FCC

The NPRM raised the spectra that the FCC was proposing to disrupt seriously the carrier-

customer relationship. Commentorszs urged the Commission to reconsider its tentative views

with respect to both the appropriate scope of the term "telecommunications service" and the

construction of the word "approval." Various commenters argued that the word "approval" was

capable of various constructions and urged the Commission to adopt a construction of the word

consonant with reasonable customer expectations and commercial practices. They noted that

"approval" could be construed in a variety of ways, ranging from tacit or implied approval

stemming from an existing business relationship, to a notice» and-opt-out approval process in the

context of an existing business relationship, to oral or written express consents. Essentially,

commentors maintained that carriers should be able to determine what type of "approval"

mechanism was appropriate under the self-effectuating Section 222. Certain commenters

(petitioner and interveners, for example) argued that the only "approval" mechanism that should

be prohibited was the use of a notice-and-opt-out approval mechanism with respect to the

disclosure of CPNI to unaffiliated third parties having no relationship with the customer.

I
I

I
I
I
I

1.

Pacif ic Telesis (now a part of  SBC Communications Inc.) provided the

Commission with a statistically-valid public opinion survey on the use of CPNI by local

telephone companies." The survey was conducted under the leadership of Dr. Alan Westin,

Consumer Survev Evidence

15 As part of the Designated Appendix to be submitted to the Court are included relevant filings
and submissions of Petitioner, Interveners (including Pacific Bell), as well as other carriers or
associations pressing the salient points addressed in dis "Statement of the Case," including Bell
Atlantic, GTE, USTA, and AT&T.

Public Attitudes Toward Local Telephone Company Use of CPN1: Report of a National
Opinion Survey Conducted November 14-17, 1996, by Opinion Research Corporation,
Princeton, N.J. and Prof. Alan F. Westin, Columbia University, Sponsored by Pacific Telesis
Group ("Westin Survey").

16
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Professor of Public Law and Government at Columbia University and one of the world's

foremost authorities on information policy and privacy. The study concluded that:

I

The public has a great deal of confidence in telephone companies
(particularly local companies) and trusts them to use the personal
information they collect about customers in a responsible way and to
protect its con5dentiality,27

Despite a generalized concern over privacy issues, largemajorities of the
public. believe it is acceptable for businesses, and in particular local
telephone companies, to communicate with their own customers to offer
them additional services," especially if those not wishing such
communications are provided with an opt-out opportunity."

3. In particular, a large public majority believes that it is acceptable for local
telephone companies to communicate Mth their customers using CPNI
data." The availability of an opt out procedure brings initialapprovals of
local telephone company use of CPNI from the two-out-of-three
respondent level up to the 80% range of public approval."

Individuals understand "notice and opt out" procedures, and many have
used them in one context or another."

Hispanics, African-Americans, women, young adults (18-24 years of age),
persons who have used an opt-out previously, and persons who order

27

r

r

Westin Survey, Questions AC, 3, Analysis at Item 5, pp. 5-7 ("the finding that 77% of the
American public have medium to high trust in local telephone companies gives strong support to
the idea that a voluntary program of notice and opt outs in local company use of customer
information for offering additional telephone services would be regarded with confidence and
approval by more than three out of four Americans").

Zs ld. Questions 7 (businesses generally), 9 (local telephone companies), Analysis at Item 7.

*° 1d Questions 8 (businesses generally), 12 (local telephone companies), Analysis at hem 8.

so Id Questions 10-11.

31 Id Questions 11-12, Analysis at Items 8-10, pp. 8-10.

Id Question 5 (familiarity with notice-and-opt-out), 6 (actual use of notice-and-opt-out),
Analysis at 9-10 ("The CPNI survey found the respondents who have used opt outs in other
business settings are willing to change their position from initial disapproval to positive views of
customer-records-based communications by local telephone companies when" follow-up
questions are asked).

32

I
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r many additional telephone services, all have an higher-than-average level
of interest in receiving information about new services from
telecommumcatlons €3H]€f$.3

The Westin Survey confirmed other consumer survey evidence submitted into the record

For

example, Cincinnati Bell Telephone ("CBT") informed the Commission of a survey it conducted

which demonstrated that customers were quite comfortable with carriers' using CPNI internally

but believed that affirmative customer consent should be secured before CPNI could be disclosed

to unaffiliated entities." Like the Westin study, the CBT survey demonstrated that the "vast

majority of customers surveyed (81.5%) want[ed] to be kept aware of the services" offered by

their local carrier" and those same customers expected their carrier to use CPNI to tailor the

regarding customer expectations and CPN] use within the carrier-customer relationship.

communication."

I

Additionally, U S WEST advised the FCC of a survey it had conducted which

demonstrated that telephone customers were very interested in receiving information about

packaged cable/telephone offerings." Bell Atlantic cited to survey evidence demonstrating that

85.9% of respondents wanted to deal with a single carrier for all of their companies

telecommunications needs" and noted another study documenting customer interest in one-stop

shopping."

I

r

1

33 Ill Questions 9-1 l, Analysis at 9.

34 CBT Comments, CC Docket No. 96-115, filed June ll, 1996 ("CBT Comments") at 9 and
n.12. The FCC cited the CBT survey in the CPN! Order at nm. 224 and 230.

15 CBT Comments at 8 and n. 10 and Aragon Consulting Group Attachment A.

"* Id Aragon Question USE:INFO.

Jo U S WEST Opening Comments, CC Docket No. 96415, filed June l l , 1996 at 6.

as Bell Atlantic Comments, CC Docket No. 96-1 15, filed June 11, 1996 at 6 (citing to a 1994
NFIB Foundation business survey, "Who Will Connect Small Businesses to the information
Superhighway?", at 22 (Dec. l994)).

'°  Id at 7 (citing to 1996 IDC/LINK consumer survey, Telecommunications Brand Equity Study
at 1 (1996). See also Bell Atlantic Reply, CC Docket No. 96~115, filed June 26, 1996 at 4 and
n.1l (citing to another recent poll showing that large numbers of consumers and businesses

J
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Furthermore, certain filing parties provided the FCC with public opinion survey evidence

demonstrating that customers were comfortable with carriers sharing individua1ly~identifiabie

information internally within the same corporate enterprise."

2. U S WEST Affirmative Consent Trial

U S WEST undertook a statistically valid trial at the end of the 1996 and the beginning of

1997 seeking to test the feasibility of securing written and oral affirmative customer consents.

The trial involved (i) letters to customers, some accompanied by incentives (ranging from $1 to

$5 prepaid phone cards) asking that affirmative approval be provided either in writing or through

calling a toll-free number, (ii) outbound calls to customers attempting to secure oral approvals;

and (iii) requests for approval through the ordinary course of customer inbound calls to

U S WEST business oiiices.

The results of the U S WEST survey were filed with the FCC in September of 1997 and

showed the devastating effect that an affinnative customer consent requirement would have on a

can*ier's ability to use CPNI internally as well the barrier to communication that such a consent

requirement would impose. For example, the outbound mail campaign produced affirmative

consents in the range of 6-11%. The offering of incentives appeared to have no material impact

on the frequency with which consents were provided. The cost per affirmative response was

$29.32, plus whatever incentive was offered ($l to $5 phone cards), for a maximum total of

would defect from their current provider if they could not realize one-stop shopping, citing to
Contra Cost Times, June 19, 1996 and attaching copy of article to tiling).

40 See Letter from Todd Silbergeld, Director, Federal Regulatory, SBC Communications Inc. to
William F. Caton, Acting Secretary of the FCC, dated Oct, 20, 1997, attaching a copy of Study
No. 934016, "Consumers and Credit Reporting 1994," Conducted for MasterCard Intemationad
Incorporated and Visa U.S.A. Inc., Louis Harris and Associates, Inc. See also Letter from Gina
Harrison, Director, Federal Regulatory Relations, Pacific Telesis, to William F. Caton, Acting
Secretary of the FCC, dated Jan. 24, 1997, attaching a letter from Privacy & Legislative
Associates, to A. Richard Metzger, Jr., Deputy Chief; Common Carrier Bureau (signed by Dr.
Alan Westin and Robert R. Belair), dated Jan. 23, 1997 ("Privacy & Legislative Associates
Letter"), which at Part IV, pp, 16-18 and n. 28 discusses this survey, Bell Atlantic Reply
Comments (June 26, 1996) at 4-5 (mentioning that it had provided a copy of this report to FCC
in 1994 and provided it again as an attachment to its Reply Comments).

I
I
I
I
I
I
I

I
I
I
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$34.32. The outbound calling campaign produced consents in the range of 29%. with refusals in

about the same amount. The cost per affirmative response was $20.66.

The largest percentage of affirmative consents were secured through the inbound calling

channels in those circumstances where the customer had initiated the communication and was

engaged in discussions about telecommunications." Yet this approval venue is quite limited.

U S WEST pointed out that it hears from at most about 15% of its customer base (between 10

and 13 million customers and access lines) in any given year, and some contacts are with the

same customers. It could well take a decade or more to secure affirmative consents through this

mechanism.

U S WEST also demonstrated the significance of the combined "no answer/hang up"

response to its CPNI affirmative consent initiative. On average, 4.8 dialing attempts (at a cost of

I

necessary consent.

$5.89 per attempt) were necessary to reach a live respondent having authority to grant the

In the outbound calling trial, U S WEST could not even establish

U S W ESTI

I

I

I

communication with one-third of the customers that it attempted to contact.

explained that such difficulty might not necessarily be a problem in a general public opinion

survey or telemarketing environment (where it is not uncommon to encounter large numbers o f

no answers or hang ups), because in those situations the lack of contact can be "corrected" - if

larger numbers are desired - simply by increasing the size of the sample. But this solution

could not.be used in a CPNI affirmative consent regime. Both a "no answer" and a"hang up"

count as a "no" with respect to CPNI consent.

Furthermore, U S WEST expressed its view that not only the customer "hang ups" but

also some of the refusals to grant affirmative consent to use CPNI were as much the result of

aversion to telemarketing as they were a considered response to the CPNI request based on its

own merits. The initial call could itself have been deemed an intrusion on privacy, resulting in

either a hang-up or a denial of consent.

41 U S WESTEx Parte, dated Sep. 11, I 997 at 9-10. See also CPN] Order at nn.390, 403 (noting
this phenomena and that it had been repeated by other coniers).

I

I
I
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with respect to the issue of customer "privacy" (the ostensible focus of Section 222)

U S WEST also advised that the FCC's approach would only increase the volume of blanket

telemarketing to subscribers because it would prevent coniers from targeting individual

customers based on their likely subjects of interest. Marketing would therefore become less

individualized and more intrusive in nature

U S WEST also explained to the Commission that the low volume of responses to the

requests for affirmative consents probably represented a lack of customer interest in the subject

matter and a perception that the information being conveyed was not important. This

explanation was supported by the about-even numbers of "yes" and "no" responses encountered

across customer segments in both direct mail arid oral outbound solicitations, without regard to

the consumption profiles of telecommunications customers (i.e., whether highly active

telecommunications use or very little use). If the matter being communicated had been of

interest to customers or considered important, it would be expected that highly active users

would have responded differently than low-users

U S WEST noted that previous FCC CPNI rules had rendered very few customer records

unavailable to it." However, as shown by the survey results, an affirmative consent requirement

would prevent U S WEST from using the vast majority of its customer records to communicate

with its subscribers. Furthermore, given the cost per affirmative response of up to $34.32 for

outbound mail and of $20.66 for outbound calling, and given U S WEST'S service population of

over ll million customers, U S WEST estimated that it would cost hundreds of millions of

dollars to attempt to secure affirmative CPNI consents from its customer base. And even that

immense expenditure would not assure contact with each individual, much less assure that the

customer would have an interest in or consider the CPNI affirmative consent request on its

merits

U S WEST reported that, previously, only .06% of residential customers, 3.6% of small
business and 33% of large business customers (a customer category that included competitors)
had requested that CPNI be restricted



3. Constitutional Analyses

U S WEST submitted a detailed First Amendment analysis by Professor Laurence Tribe

(now counsel for petitioner and interveners in this proceeding) of the First Amendment

implications of an affirmative consent requirement." Based on both judicial precedent and the

evidence included in the then-existing record, Professor Tribe concluded that, given the clear

First Amendment attributes of CPNI, Section 222 - which contains no aftimative consent

requirement on its face .-- should not be construed to require a carrier to obtain prior affirmative

customer consent before CPNI could be broadly used. Instead, Professor Tribe asserted that the

Act should be interpreted as permitting an "opt-out" approval mechanism, whereby a carrier,

after full and fair notice to customers, would be permitted to use CPNI across different service

categories and among its affiliates, so long as customers did not object. The FCC dismissed

Professor Tribe's analysis in a single footnote arid two paragraphs of its CPNI Order. CPNI

Order at n. 164 and W 106-107-

In addition, various parties argued that the Commission's approach would impermissibly

intrude on carriers' property rights. They noted that CPNI constitutes intellectual property

belonging to carriers."'4 They urged the Commission to avoid rules that would raise constitutional

questions under the Fifth Amendment.

4. Expert Views of Other Agencies

During the course of the proceedings, the FCC was advised of an analysis by the Privacy

Working Group of the Clinton Administration's National Information Infrastructure Task Force

43 Letter from Kathryn Marie Krause, Senior Attorney for U S WEST to Mr. William F. Caton,
Acting Secretary of the FCC, dated June 2, 1997 (cover letter and summary of Professor Tribe's
conclusions) ("U S WEST Cover Letter"), attaching letter from Laurence H. Tribe to Messrs. A.
Richard Metzger and John Nakahata and Ms. Attwood, dated June 2, 1997 ("Tribe Original
Analysis"), letter from Laurence H. Tribe to Messrs. A. Richard Metzger and John Nakahata and
Ms. Attwood, dated Sept. 10, 1997 (responding to MCI letter) ("Tribe Response").

'" See, e.g., Comments of USTA, CC Docket No. 96-115, tiled June ll, 1996 at 8, Comments of
GTE, CC Docket No. 96-115, filed June ll, 1996 at 13.
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(NIlTF),"5 as well as a prior study by the National Telecommunications and Information

Administration (NTIA) of the Department of Commerce." Both organizations concluded that an

opt-out method of customer approval was generally appropriate with respect to the commercial

use of individually-identifiable information.

The NTIA Privacy Report explained Thai CPNI was not sensitive information, in contrast

to personal information relating to health care, political persuasion, sexual matters and

orientation, and personal finances, for example. NTIA Privacy Report at 20, 23, 25 n.98. The

NTIA concluded that a notice-and-opt-out approach to CPNI was entirely consistent with

individual privacy. It also acknowledged the procompetitive advantages associated with easy

access and use of information like CPNI: "[T]he free flow of information - even personal

information - promotes a dynamic economic marketplace, which produces substantial benefits

for consumers and society as a whole." NTIA Privacy Report at 24, 25.

The conclusion of the NTIA Privacy Report was reinforced by a filing from the NTIA

itself in the CPNI proceeding," as well as by a separate filing by Dr. Westin." Dr. Westin

confirmed that an opt-out approval procedure for CPNI was appropriate."

46

-4

45 See "Privacy and the National Information Infrastructure: Principles for Providing and Using
Persons] Information, A Report of the Privacy Working Group" (Oct. 1995) ("Privacy Working
Group Report") .

See U.S. Department of  Commerce, NTIA, "Privacy and the NII: Safeguarding
Telecommunications-Related Personal Information," (Oct., l995) ("NTIA Privacy Report"). The
FCC cited to this Report in its CPNI Order at 1] 22 n.96. This report was referenced by various
parties including U S WEST (at 16), BellSouth at 9, 14-17, SBC at 8-9, Pacific at 7-8 and
Attachment A (containing a copy of the report).

Reply Comments of NTIA, tiled Mar. 27, 1997 at 25-27 (arguing that an opt-out process
represented an appropriate process for securing customers' approvals, particularly in light of the
existing business relationship).

'*" See Pacific Telesis, Ex Parte, CC Docket No. 96-115, dated Jan. 24, 1997 attaching the Privacy
& Legislative Associates Letter at 4 (discussing both the Privacy Working Group Report and the
NTIA Privacy Report, identifying as "sensitive" information (based on 1994 survey data) health
and medical information, banking and credit information, insurance information).

IT

49 Privacy & Legislative Associates Letter at 9.
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The carrier submissions to the FCC also included a copy of a recent Federal Trade

Commission ("FTC") Report to Congress involving certain types of "locator" services. That

report, which involved information far more sensitive than CPNI, generally endorsed the self-

regulatory guidelines promulgated by the industry participants. Those guidelines included

opt out" provision with respect to use of personally-identifiable information

FCC's CPNI Order

The CPN] Order is a 261-paragraph order purporting to implement a six-paragraph self-

effectuating statutory provision. That the FCC managed to derive such a lengthy and detailed

order from a statute otherwise hailed as "deregulatory,"5'

strayed from Congress' intent. The FCC rejected the expert views of other agencies," rejected

authoritative evidence demonstrating the propriety of a notice-and-opt-out approval model

rejected the proposed statutory constnlction of petitioner and interveners, and rejected the

constitutional analyses submitted to the Commission

Instead, the FCC. adopted a series of rules forbidding carriers from using CPNI without

prior affirmative customer consent to market and speak to both existing and future customers

they believe would be receptive to new services. Under the FCC's so-called "total service

approach," a carrier providing only local service to a particular customer would not be able to use

CPNI, without prior aftinnative customer consent, to speak to the customer regarding cellular or

demonstrates how far the Commission

Letter from Ben G. Almond, Executive Director-Federal Regulatory, BellSouth, to Ms
Magalie R. Salas, Secretary, Federal Communications Commission, dated Dec. 18, 1997
(reflecting the submission to the FCC of the FTC document, "Individual Reference Services: A
Report to Congress," dated Dec. 17, 1997 and noting that the report "highlighted the use of an
Opt-out process to permit consumers access to their own non-public information")

Joint Statement of Committee of Conference, S. Conf Rep. No. 230, 104th Cong., ad Sess. 113
(1996)

CPNI Order at 11 94 and n.348 (specifically rejecting the Privacy & Legislative Associates
submission) and 11.353 (rejecting NTIA argument)



long-distance service. A carrier providing only 1ong~distance service would be similarly

constrained with respect to local or wireless services not currently provided to its customer."

The result of the CPN! Order is that carriers who have an existing relationship with

customers may not use CPNI associated with a customer's existing purchasing behaviors or

service usage to determine that the customer would likely be interested in information about

another service offering, unless the carrier has had a prior communication with the customer and

has secured an affirmative consent to use the information in such manner. In short, the FCC

forbade telecommunications carriers from using CPNI to speak unless they had secured prior

affirmative consent from each of their millions of customers.

The FCC's rules create three unsatisfactory alternatives; (1) carriers can undertake the

difficult and expensive task of seeldng to secure prior affirmative consent from each of their

customers, (2) carriers can stay mum and await a customer's spontaneous and affirmative inquiry

of a carrier about "What's new'?," or (3) carriers can engage in a land of "broadcast" speech to all

II
I
I
I
I
I
I
I
I

customers, regardless of their individual purchasing characteristics and interests. Under each

alternative, the CPN] Order bars individualized and customized speech.

The Commission reached this burdensome and impractical result by construing the term

"approval" in Section 222(c)(1) to require prior affirmative consent from customers and by ruling

out any other way of ascertaining customer approval - such as a notice-and-opt-out approval

process. The FCC's rule is in no way commanded by the languageof Section 222 or consistent

with the deregulatory thrust of the 1996 Act. It is unprecedented with respect to commercial

operations and speech in the United States. And it raises serious constitutional questions under

both the First and Fifth Amendments.

so The FCC applied a variation on this theme to a carrier's use of aggregate customer information.
It held that if aggregated information was used to develop a profile of a customer most likely to
be interested in a product or service that an individual customer meeting that profile could not be
approached regarding an "out of service relationship" service unless that customer had provided
prior affirmative consent for his/her CPNI to be "used" with respect to such contact. See CPNI
Order at fl 149

I
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SUMMARY OF ARGUMENT
I
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I. CPNI is an essential element of speech between carriers and their customers. Further,

I.

I:

the internal sharing arid use of CPNI within carriers is itself constitutionally protected speech.

The CPN] Order violates the First Amendment by requiring that carriers secure prior affirmative

consents from customers before using individually-identifiable customer information to speak

with their customers on an individualized basis about services beyond the "categories" of

telecommunications services to which they currently subscribe. In addition, the CPN! Order

restricts the ability of carriers to share and use CPNI internally - to have different divisions,

affiliates, and personnel within the same carrier communicate information to each other (i.e., to

speak to each other), absent a prior affirmative consent from the customer.

The FCC did not engage in a serious First Amendment analysis regarding the adverse

speech impacts of its CPNI rules. Instead, it pretended there was no First Amendment issue on

the facile theory that carriers remain free to speak to subscribers so long as they do not use CPNI

to do so. But the First Amendment is concerned with "practice[ai]" realities. Lin nark Associates,

Inc. v. Willingboro, 431 U.S. 85 , 93 (1977). It is undisputed that requests for affirmative consent

have extremely low response rates. The practical effect of the FCC ls CPN] Order will be to

choke off meaningful, individualized speech that depends on CPNI. It is sophistry for the

Commission to say that carriers theoretically remain free to speak, while it simultaneously

withdraws the essential ingredient for educated communication. Indeed, by declining to examine

the First Amendment issues associated with its Order in a serious fashion, the FCC failed at the

most fundamental level to engage in reasoned decision making.

The CPN! Order also raises grave questions under the Fifth Amendment's Taldngs

Clause. The Takings Clause protects stored proprietary data. Ruekelshaus v. Monsanto Co., 467

U.S. 986, 1001 (1984). CPN] is valuable intellectual property that belongs to carriers, not to

customers. Yet the FCC quite cavalierly divested carriers of their property interest in CPNI. I t

deemed CPNI to be the customers' property and imposed a prior afiirmative consent requirement

that will have a devastating impact on carriers' ability to use CPNI for productive (indeed,

11.

!
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eonstitutienally protected) purposes The Government may not, "by ipse dixit," decree that a

private person no longer owns his properly. "This is the very kind of thing that the Taking

Clause of the Fifth Amendment was meant to prevent."

Beckwith. 449 U.S. l5'5, i64 (1980). The FCC's analysis of the takings issues was the antithesis

of reasoned decision rnauking

Webb 's Fabulous Pharmacies, Inc.

III. The CPN] Order is an unnecessarily severe construction of Section 222. It

gratuitously raises constitutional issues where longstanding principles call for avoidance of such

questions. The term "approval" in Section 222(c)(l) does not, as a matter of statutory

interpretation, mandate the adoption of a prior affirmative consent requirement. Instead, the

Commission could have allowed carriers to utilize a broad range of approval mechanisms

including affirmative consents if desired but also permitting notice and opt out processes where

there is an existing seMce relationship between carrier and customer. Such approach, clearly

narrower and less burdensome than that adopted by the PCC, would have ftniy protected

customer privacy interests while avoiding constitutional questions

For all of the above reasons, the CPN! Order and the accompanying rule amendments

implementing the FCC's prior aftimative consent requirement for CPNI must be vacated

This Court has explained that it "review[s] agency action De novo to determine whether it

was 'arbitraiycapliciousanalJu-se-o discretion, or otherwise not in accordance with law

City of Albuquerque v. Browner, 97 F.3d 415, 424 (10th Cir. 1996), cert. denied, 118 S. Ct. 410

(1997), see also Hill v. NTSB, 886 F.2d 1275, 1278 (10th Cir. 1989) (agency's "interpretation of

constitutional or statutory provisions" is reviewed De novo")

ARGUMENT

STANDARD OF REVIEW
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THE ORDER FAILS TO GIVE PROPER
WEIGHT TO THE FIRST AMENDMENT
INTERESTS IMPLICATED BY THE CPNI RULES

CPN] Is Information Whose Communication
Is Subject to First Amendment Protection

CPNI is information whose communication is entitled to First Amendment protection

The creation assembly, compilation, and/or communication of information lie at the core of what

the First Amendment protects. See Hurley v, Irish-American Gay, Lesbian and Bisexual Group

>fBo5ton, 515 U.S. 557, 570 (1995), Turner Broadcasting System, Inc. v. FCC, 512 U.S. 622

636-37 (1994)

fundamental that the First Amendment protects the right to use information to

communicate with others. CPNI is valuable commercial information and an essential ingredient

for communication between carriers and their millions of customers regarding not just the current

service relationship but also regarding new and innovative services that customers may desire or

find useful. In this respect, CPNI is to carriers what wire service reports are to newspapers

the raw source material from which information and communications are crafted. In the case

of CPNI. the information is communicated from one speaker to another within the carrier (i.e

from one division or affiliate to another), and also forms the source of protected expression to

customers

The Supreme Court s_apBljgd e_L4t_. enMent to-regulations -fa . - o@ys ica l

obieots and substances (let alone bits or clusters of information) that are essential ingredients in

expression such as the newsprint and ink that were the subject of the tax invalidated by the

SupremeCourt in Minneapolis Star v. Minnesota Comm'r ofRevenue, 460 U.S. 575, 581 (1983)

and the newsracks regulated by the laws struck down in Cincinnati v Discovery Network, Inc

507 U.S. 410, 426-29 (1993), 8.l'ld Lakewood v. Plain Dealer Publishing Co., 486 U.S. 750, 757

(1988)



Furthermore, the First Amendment protects not only a speaker's right to solicit

customers, Ede njield v, Fane, 507 U.S. 761, 765-66 (1993), but also the audience's right to

receive information. Lamont v. Postmaster General,381 U.S, 301 (1965). with respect to both

dimensions of the right to free speech, CPNI is information that is central to meaningful

communication and well-informed customer decisions. It is precisely the kind of information

that the Supreme Court has described as being the lifeblood of a free enterprise economy

So long as we preserve a predominantly free enterprise economy, the allocation of
our resources in large measure will be made through numerous private economic
decisions. It is a matter of public interest that those decisions, in the aggregate, be
intelligent and well informed. To this end, die free flow of commercial
information is indispensable

Virginia Stare Board of Pharrnacy v. Virginia Citizens Consumer Council, Inc., 425 U.S. 748

765 (1976)("Virginia Pharmacy "). See also Rubin v. Coors BrewingCo., 514 U.S. 476, 481-82

(1995). Indeed, in other proceedings the FCC has frequently cited to Wrginio Pharmacy

recognizing that "[t]he proper allocation of resources in our free enterprise system requires that

consumer decisions be intelligent and well informed," In the Matter of Billed Party Preference

for Inter-LATA 0+ Calls, 13 FCC Rcd. 6122 11 18 (1998), and that the "dissemination of

information as to who is producing and selling what product, for what reason, and at what price

is critical information for consumers In the Matter of Unsolicited Telephone Calls

MemorandumOpinion andUnder, Tl FCC ad 1023, 1035-36 1] 32 (1980). Nowhereinthe CPNI

Llrdendid1heFLIC-so rnuchLas.-payeiLerLlipsenzice toJ;hese.cax:dinaLprir1ciples-

A Prior Consent Requirement for CPNI Is
Unconstitutional Burden on Speech

The CPNI Order unquestionably burdens speech. It prohibits carriers from using CPNI

to market services outside the existing service relationship unless prior affirmative consent by

customers is first obtained. For example, "a carrier whose customer subscribes to service that

includes a combination of local and CMRS would be able to use CPNI derived from this entire

service to market to that customer all related offerings, but not to marker longdistance service to
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the! customer, because the customer's service excludes any long distance component." CPNI

Order at ii 30 (italics added). Thus, carriers are forbidden from using CPNI without prior

affirmative customer consent to discuss with customers various categories of services that the

customer may need or desire. If prior affirmative consent cannot be obtained, the CPN1 Order

bans the use of CPNI to tailor the communication.

In addition to the barrier the CPN] Order imposes on carrier-customer communications, it

also restricts the right of common corporate affiliates and divisions, and of personnel within the

same carrier, to share CPNI -...- to communicate information to each other." These restrictions

are imposed despite otherwise express congressional authority permitting local carriers to engage

in joint marketing - to market as a single package local phone service together with other

services that might be offered or managed through a separate affiliate or division, such as long

distance and wireless services. See 47 U.S.C. § 60l(d) (granting carriers joint marketing

authority "{n)otwithstanding ... any ... Commission regulation"), 47 U.S.C. § 272(g)(3)

(excluding joint marketing activities from certain identified non-discrimination obligations). By

preventing carriers' separate divisions or affiliates from communicating CPNI to each other, even

where Congress has explicitly granted the right for those divisions or affiliates to engage in joint

marketing, the CPN] Order operates as a classic restriction on speech.

Accordingly, scholars have warned that "[r]egulations intended to protect privacy by

outlawing or restricting the transfer of consumer information would violate rights of free

speech." Solveig Singleton, Privacy as Censorship: A Skeptical View of Proposals ro Regulate

Privacy in the Private Sector at 3 (Cato Institute Policy Analysis No. 295, Jan. 22, 1998).

"From light conversation, to journalism, to consumer credit reporting, we rely on being able to

I

54 The FCC's CPNI rules provide: "If a telecommunications carrier provides different categories
of service, but a customer does not subscribe to more than one offering by the carrier, the carrier
is not permitted to share CPNI among the carrier's aff iliated entities. " 47 C.F.R. §
64.2005(a)(2). The rules also forbid a carrier from "disclose[ing] or pem1it[ting] access to CPNI"
with regard to the provision of services "that are within a category of service to which the
customer does not already subscribe to from that carrier, unless the carrier has customer approval
to do so." Id at § 64.2005(b).
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as

Proposals to forbid businesses to

communicate with one another about real events fly in the face of that tradition." Id. at 1. See

freely communicate details of one another's lives.

also Fred H. Cate, PRIVACY IN THE INFORMATION AGE 55 (Brookings 1997) (the First

Amendment "fundamentally blocks the power of the government to restrict expression, even in

order to protect the privacy of other individuals. [The First Amendment] restrains the power

of the govemrnent to control expression or to facilitate its control by private parties in an effort to

protect privacy.").

In a variety of contexts, the Supreme Court has recognized that imposing a prior

affirmative consent requirement in the context of otherwise' protected communications is an

unconstitutional burden on speech. For example, in Martin v. Struthers, 319 U.S. 141 (1943),

the Court invalidated a city ordinance that forbade door-to-door solicitation unless the residents

of the household had affirmatively requested the solicitor to approach. The Court opined that

"[w]het11er such visiting shall be permitted has in general been deemed to depend upon the will

of the individual master of each household, and not upon the determination of the community. In

the instant case, the city of Struthers, Ohio, has attempted to make this decision for all its

inhabitants." Id, at 141. Here, the FCC has attempted to make the decision for all

telecommunications customers in the entire United States.

Similarly, inLamont v.Postmaster General,381 U.S. 301 (1965), the Court invalidated a

1cq '§menL_t11gt_the ~recipients__of.Communist literature notify the Post Office in advance that

Most recently, in Denver Area Educational Telecommunicationsthey wish to receive it.

Consortium, Inc. v. FCC,116 S. Ct. 2374 (1996), the Supreme Court stock down an affirmative

opt-in rule for "patently offensive" cable programming.

requirements have obvious restrictive effects" (id at 2391), even apart from the reluctance of

Id. The Court predicted that "[f]urther, the

The Court opined that "[t]hese

customers to order offensive material for viewing.

added costs and burdens that these requirements impose upon a cable system operator may

encourage that operator to ban programming that the operator would otherwise permit to run[.]"

Id.

I
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The CPN] Order is similarly unconstitutional because it impermissibly burdens speech.

It imposes onerous prior affirmative consent requirements on information sought to be

communicated internally, within a carrier, in support of protected speech with customers. The

CPNI rules violate the rights of both speakers and listeners.

3. The Commission's First Amendment
Analysis Was Flawed

|_

I
I

The FCC did not engage in a conscientious First Amendment analysis. Instead, it tried to

sweep the First Amendment issues under the rug. The FCC's theory was that, under its rules,

"[c]arriers remain free to communicate with present or potential customers about the full range of

services that they offer, and [its interpretation of] section 222 therefore does not prevent a carrier

from engaging in protected speech with customers regarding its business or products." CPN]

Order at ii 106. According to the Commission, no speechwas burdened, let alone prohibited.

This reasoning is sophistry. First, the Commission completely overlooked the ban on a

carrier's internal or corporate use of CPNI - on CaPrI-related communications between various

divisions' and personnel within the same carrier- That ban on speech is in no way alleviated by

allowing carriers the option of non-CPNI-related communications with customers .

Second, the Commission's argument flies in the face of the Supreme Court's teaching

that the First Amendment is concerned with "practice[al]" realities. Lin nark Associates, Inc.

Will ingboro, 431 U.S. 85, 93 (1977). Without the use of CPNI, carriers cannot engage in

customized or individualized speech with their customers. The FCC's approach relegates carriers

to types of "broadcast" speech, when communication with their customers as individuals is much

more meaningful, informative, and effective. The "broadcast speech" option cannot save the

CPN] Order from its clear constitutional infirmities. As the Supreme Court has explained i n

striking down a ban on paid petition circulators, the fact that a regulation "leaves open 'more

burdensome' avenues of communication, does not relieve its burden on first Amendment

expression. The First Amendment protects [the sped<ers'] right not only to advocate their cause

but also to select what they believe to be the most effective means for doing Meyer v.so."

28



Grant, 486 U.S. 414, 424 (1988). Similarly, in Shapers v. Kentucky Ear Ass 'n, 486 U.S. 466

(1988), the Supreme Court struck down a state rule banning targeted solicitation letters by

attorneys to potential clients known to have specific legal problems (in that case, persons facing

foreclosure actions). The Court held that "the First Amendment does not permit a ban on certain

speech merely because it is more efficient, the State may not constitutionally ban a particular

letter on the theory that to mail it only to those whom it would most interest is somehow

inherently objectionable." Id at 473-74.

Thus, a law prohibiting newspapers from using wire service reports could not be saved by

arguing that newspapers remained free to publish stories using other kinds of source materials.

In Edenjield v. Fane, 507 U.S. 761, 770-71 (1993), the Court invalidated a ban on in-person

solicitation by CPAs (i.e., a type of individualized arid targeted speech), even though the

regulation allowed accountants to solicit by mail or advertisement (i.e., a type of broadcast

speech). In Rubin v, Coors Brewing Co., 514 U.S. 476, 488 (1995), the Court struck down

federal statute that prohibited the disclosure of alcohol content on beer labels (targeted speech),

even though the statute permitted such disclosure in advertisements (broadcast speech). And, in

a situation resembling the converse of the FCC's CPN] Order, it was no answer to the newsrack

ban invalidated in Cincinnati v. Discovery Network Inc., 507 U.S. 410 (1993) (a type of

"broadcast" ban), that commercial leMets might be distributed by hand (a type of individualized

speech).55

a

as See also City of Ladle v. Gilfeo, 512 U.S. 43, 57 & n.l6 (1994) (prohibition on residential
signs invalid, even though it did not prevent homeowners from "taldng out a newspaper
advertisement, handing out leaflets on the street, or standing in front of one's house with a
handheld sign," or even from displaying flags with written messages), International Society for
Krishna Consciousness v. Lee, 505 U.S. 672, 708-09 (1992) (Kennedy, J., concurring in the
judgment) ("the Port Authority's regulation allows no practical means for advocates and
organizations to sell literature within its airports"), id. at 715 (Souter, J., concumlng in the

judgment in relevant part) ("A distribution of readdressed envelopes is unlikely to be much of
an alternative.").

I
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Here, the practical burden on speech is no less severe than those restrictions struck down

by the Supreme Court. The FCC did not deny that its interpretation of Section 222 might

"constrain carriers' ability to more easily 'target' certain customers for marketing." CPN] Order.

at 11 106. The Commission recognized the importance of CPNI, agreeing that "the use of CPNI

may facilitate the marketing of telecommunications services to which a customer does not

subscribe." Id at 11 104. Indeed, in the FCC ls own words, "as competition grows and the

number of firms competing for consumer attention increases, CPNI becomes a powerful resource

for identifying potential customers and tailoring marketing strategies to maximize customer

response." Id at 1122.

The FCC also acknowledged that "the form of approval has bearing on carriers' use of

CPN1 as a marketing tool" for new services. Id at 1186. The Commission did not, and could not,

dispute that requests for affirmative consent have extremely low response rates. In fact, the FCC

itself pointed to the U. S WEST trial to show that U S WEST's outbound mail campaign

produced affirmative consents in the range of 6-11% and that only about 29 percent of customers

give their consent when "cold called" by a carrier. Id at 11111.

Thus, the FCC acknowledged that its Order "might make incumbent carriers' marketing

efforts less effective and potentially more expensive" (id. at 1166) and cited comments indicating

that "restricting intra-tirm use of CPNI makes product development and marketing more costly

and less efficient, thereby raising prices and reducing the quality and variety of service."

n.244. Indeed, "[d]evelopments in Europe, where regulations strictly limit the transfer of

personal information, suggest that a mandatory opt-in regime would nearly wipe out direct

marketing." Supra at 26, Solveig Singleton, Privacy as Censorship, at 12-13.

Moreover, even the obligation to seek prior affirmative consents (even if they could be

obtained) itself imposes severe burdens on carriers. Madding repeated unsolicited calls and other

communications to subscribers to seek consent risks losing customer goodwill. Indeed, the FCC

acknowledged that "[c]arriers that make frequent outbound calls to obtain oral approval ... do so

at the risk of losing their customer base." CPN! Order at 11 113. For carriers like U S WEST,

Id at
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BellSouth and SBC, which collectively have over 91 million access lines and wireless

subscribers, such a campaign would also be extremely labor-intensive, expensive, and lengthy.

Speech would be suppressed for a significant amount of time, and the carriers would

undoubtedly refrain from speech in situations where they otherwise would seek to communicate.

In fact, U S WEST's study documented that the CPN] Order would prevent it from using the

vast majority of its customer records to communicate with its subscribers and would impose

enormous costs on U S WEST _ running into the hundreds of millions of dollars - through

attempts to secure customer affirmative CPNI consents, if the consents could be obtained at dl.

Hence, the Commission's assertion that its CPNI Order does not burden speech is

fanciful. In fact, it burdens speech so greatly as to make CaPrI-supported expression utterly

impracticable.

4. The CPN] Order Cannot Not Survive First
Amendment Scrutiny

The Commission asserted that, even if expression is burdened, its prior affirmative

consent requirement amounted at most to a restriction on commercial speech that passes muster

under intermediate First Amendment scrutiny because "the government asserts a substantial

interest in support of the regulation, the regulation advances that interest, and the regulation is

narrowly drawn." CPN] Order at 11 106. This conclusory claim does not suffice.

Under even intermediate First Amendment scrutiny," a restriction on speech must be

invalidated unless the Government bears its burden of demonstrating that the law "directly

Commercial speech is defined as speech which proposes a commercial transaction. See
Virginia State Board of Pharmacy, 425 U.S. at 762. CPNI communications within a carrier
itself - such as internal communications between different personnel or divisions within the
same carrier - do not merely propose commercial transactions. Rather, they convey raw,
factual information stemming directly from the service relationship. Such communications are
thus entitled to full and undiluted First Amendment protection, rather than merely the
intermediate scrutiny triggered by restrictions on commercial speech. However, because the
CPNI Order cannot survive even intermediate scrutiny, afortiorf it could not pass muster under
full First Amendment scrutiny.

56
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"substantial interest" "is no moreadvances" a and extensive than necessary." 44 Liquorrnart,

Inc. v. Rhode Island, 116 S. Ct. 1495, 1509 (1996) (plurality opinion). In recent years, the

Supreme Court has repeatedly struck down restrictions on commercial speech under this

standard. See Liquormart, 116 S. Ct. at 1509-10: id at 1521 (O'Connor, J.. concurring); Rubin

Coors Brewing Co., 514 U.S. 476, 487-90 (1995); Ibanez Florida Dept. of Business &

Professional Reg., 512 U.S. 136, 142-44 (1994), city of Cincinnati v. Discovery Network, Inc.,

507 U.S. 410, 416-17 (1993), Edenjield' v. Fane, 507 U.S. 761, 767-68 (1993), see also Revo v.

Discgolinarjy Ba of the Supreme Court of the State of New Mexico, 106 F.3d 929, 935-36 (10th

Cir.), cert. denied,117 S. Ct. 2515 (1997).

The CPN] Order shoed similarly be invalidated, because the Government cannot meet

its burden here.

V*

a. The FCC Cannot Demonstrate the
Existence of a Substantial Governmental
Interest

The Supreme Court has instructed that governmental body seeldng to sustain a

restriction on commercial speech must demonstrate that the harms it recites are real and that its

restriction will in fact alleviate them to a material degree." Edenfeld v. Fane, 507 U.S. 761 , 770-

71 (1993). That burden "is not satisfied by mere speculation or conjecme," id. at 770, or by

"anecdotal evidence and educated guesses." Rubin v. Coors Brewing, 514 U.S. at 490.

In this case, the FCC did not even articulate with any precision the privacy interest sought

tn be advanced. Nor did it deny flat its CPNI Order will actually result in more invasions of

customer privacy and solitude. If coniers cannot identify and communicate with individual

customers based on their likely interest in receiving information about specific new services, they

will be forced (in those instances where they do not remain silent) to use blanketed "broadcast~

type" telemarketing speech fashioned for an "all customer" audience -- the very sort of

solicitations dirt the FCC itself has branded a nuisance. See CPNI Order at 11 113 (unsolicited

telemarketing can be a nuisance), BNA Third Order on Reconsideration, l l FCC Red. 6835,

sue
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6848-49 'll 23 (1996) ("unsolicited marketing contacts are in fact a nuisance, and we may take

notice of this fact").

Even if the FCC could articulate a privacy interest in this case, it would be unduly

speculative. The Commission itself has repeatedly and extensively documented, over many

years, that an affirmative consent requirement is not needed to protect either customer privacy or

7-8,

reviewing courts have

demonstrates that use of service relationship or account infomation to discuss services,

including "out of category" services, is consistent with customer expectations and that customers

competitive equity, and that there are many benefits to consumers from permitting CPNI to be

used by carriers without prior affirmative consent. See pp. supra. Without exception,

Further, the recordupheld the Commission's determinations.

trust carriers to protect their privacy. See pp. 7-8, 12-15, supra. In fact, carriers with existing

customer relationships have every incentive to cultivate customer goodwill and honor their

customers' wishes. Moreover, expert agencies well versed in privacy issues have concluded that

a prior affirmative consent requirement for individually-identifiable information such as CPNI is

umlecessary and unwise. See pp. 18-19, supra.

Even in the CPN] Under, the FCC acknowledged that customer approval "can be inferred

in the context of an existing customer-carrier relationship" in some circumstances. CPN] Order

thatat 11 23 (emphasis in original). Thus, the FCC agreed "that Congress recognized ..

customers expect carriers with which they maintain an established relationship will use

information derived through the course of that relationship to improve the customer's existing

service" (CPNI Under at 11 54), that there are no significant privacy concerns with respect to the

sharing of CPNI within an integrated firm (CPNI Order at n. 203), and that "customers expect

their carriers to offer related offerings within the total service to which they subscribe." Id at n.

372; see also n. 206. Inexplicably, however, the FCC insisted that customer marketing

expectations did not "extend to all of a carrier's available service offerings." Id at n.3'72. The



Commission could cite no evidence to support this hair-splitting assertion. And its micro

managing cannot be squared with the central "deregulatory"" thrust of the 1996 Act

The FCC's defense of the CPN] Order thus rests on the kind of impermissible

speculation that cannot suffice under intermediate scrutiny. In Turner Broadcasting, a plurality

of the Court explained that, even when Congress makes "unusually detailed" factual findings that

are recited in the text of the Act itself," 512 U.S. at 632. 646. in a First Amendment case a

reviewing court is obligated to exercise "independent judgment" to ensure that the Government

has "demonstrate[d] that the recited harms are real, not merely conjectural, and that the

regulation will in fact alleviate these harms in a direct and material way." Id. at 665, 666. The

cable must-carry rules were adopted by Congress along with extensive factual findings made in

the text of the statute itself. In addition, the Court noted that the factual development on remand

had yielded "a record of tens of thousands of pages" of evidence. Turner Broadcasting System

Inc. v. FCC, 117 S. Ct. l 174, 1185 (1997) (Turner II) (internal quotation omitted). The Court

stressed that there was a "substantial basis to support Congress' conclusion that a real threat

justified 'enactment of the must-carry provisions." 117 S. ct. at 1190. The Court pointed to

specific support" for Congress' conclusion (id): "substantive evidence" and "contemporaneous

stud[ies]" regarding market structure and market power exercised by cable operators (id at 1192

93), and "[e]mpirical research in the record before Congress" (rd at 1195)

In contrast, here the FCC camlot show any articulated or detailed congressional findings

to support its position, Based on its position in the CPN] Order, the FCC will no doubt argue

here that Congress, in adopting Section 222, essentially rejected the rationale underlying the

Commission's prior CPNI regulations. But if the FCC's newly prescribed CPNI rules had truly

been intended by Congress, one would expect - given their unprecedented nature

discussion of the significance of a prior affirmative consent requirement in the legislative history

Joint Statement of Committee of Conference, S. Conf Rep. No. 230, 104th Cong., ad Sass. 113
(1996)



of Section 222. But no such discussion exists. The absence of such legislative history is

equivalent to "the dog that did not bark." Chisom v. Roemer, 501 U.S. 380, 396 n.23 (1991)

(citing A. Conan Doyle, silverBlaze,in THE CQMPLETE SHERLOCK HOLMES 335 (1927)).

And even if there had been some type of congressional expression of dissent with the

FCC's previous regulatory approach, Congress may not by fiat override First Amendment rights

simply by declaring existing administrative schemes inadequate. That much is clear from the

Supreme Court's decision in Sable Communications of California, Inc, v. FCC, 492 U.S. 115

(1989), which invalidated a federal "dial-a-pcm" statute and rejected Congress' unsupported

assertion that the FCC's previous rules were inadequate to protect minors. The Court held that,

"[b]eyond the fact that whatever deference is due legislative findings would not foreclose our

independent judgment of the facts bearing on an issue of constitutional law, our answer is that

the congressional record contains no legislative findings that would justify us in concluding that

there is no constitutionally acceptable less restrictive means, short of a total ban, to achieve the

Government's interest in protecting minors." ld. at 129. The Court noted that "[the legislative]

record contains no evidence as to how effective or ineffective the FCC's most recent regulations

were or might prove to be," but only "conclusory statements" regarding the FCC's rules. ld. at

l29~30. Here the legislative record does not contain even such "conclusory statements."

The FCC cannot establish the existence of a substantial governmental interest in this case.

b. The CPNI Rules Are Not Narrowly
Tailored to Any Substantial Governmental
Interest

Even if the Government could assert a substantial interest here, the CPN] Order would

not be a narrowly tailored means of advancing it. A notice-and-opt-out rule, which enables a

customer to request that CPNI pertaining to him not be used to contact him, gives the customer

ample means to protect his privacy without trenching on speech. The FCC, along with other

expert agencies, has previously documented in detail the wisdom of such a "do not disturb"

policy, which is the constitutionally required solution. See Martin, 319 U.S. at 148. The notice-

I
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and-opt-out approach is a familiar device in Fed. R. Civ. P. 23 class actions and other situations

even when grievous personal injury, huge financial stakes, or other issues of great moment are at

stake. It is certainly an obvious and simple alternative in the case of telephone company CPNI.

The proven availability of a notice-and-opt-out rule in this context demonstrates that the

stringent approach taken in the CPN] Order is not narrowly tailored to the asserted interest. 44

Liquormart, Inc. v. Rhode Island, 116 S. Ct. 1495, 1510 (1996) ("It is perfectly obvious that

alterative forms of regulation that would not involve any restriction on speech would be more

likely to achieve the [Government's] goal[.]"), Rubin v. Coors Brewing, 514 U.S, at 490 ("We

agree that the availability of these options, all of which could advance the Government's asserted

interest in a manner less intrusive to respondent's First Amendment rights, indicates that [the

statute] is more extensive than necessary."), City of Cincinnati v. Discovery Network, Inc., 507

U.S. 410, 417 & n.13 (1993) (considering possible dtematives to restriction on speech), Central

Hudson Gas & Elem. Corp. v. Public Serf. Comm 'n, 447 U.S. 557, 566, 570 (1980) (government

must make showing "that a more limited restriction" on speech "would not serve adequately the

{governmental] interests").

The CPN] Under and the accompanying mle amendments are not narrowly tailored to any

substantial governmental interest and are therefore invalid.

B. THE ORDER FAILS TO GIVE PROPER WEIGHT
T() THE FIFTH AMENDMENT PROPERTY
INTERESTS IMPLICATED BY THE CPNI RULES

The CPN] Order also raises grave constitutional issues under the Taukings Clause of the

Fif i Amendment. The Commission snipped carriers of their property interest in CPNI

altogether by declaring that "to the extent CPNI is property .. - it is better understood as

belonging to the customer, not the carrier." CPN] Order at i 43.

The FCC implemented this pronouncement by imposing a prior affirmative consent

requirement for carrier use of CPNI outside existing service categories. As already noted, such

customer veto power on carriers' ability to use CPNI for productive (indeed, constitutionally

I
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protected) purposes will have a devastating effect. In short, the CPN] Order denies carriers the

ability to use their valuable property in order to promote the supposed social policies favored by

the Commission.

Fifth Amendment analysis must begin with the Supreme C'our1's decision in R1/ckelshaus

v. Monsanto Co., 467 U.S. 986, 100] (1984), which held that the Takings Clause protects stored

data and that the government's use of private proprietary research data constituted a compensable

taking. Similarly, an appropriation of a carrier's proprietary cormnercid business information

pertaining to its transactions with its customers amounts to a taking. As one scholar has

concluded in the context of customer information, "[a] legislative, regulatory, or even judicial

determination that denies processors the right to use their data could very likely constitute a

taking and require compensation. . [F]or the billions of data files currently processed and used

by U.S. individuals and institutions, a dramatic alteration on user rights makes a compelling case

for the existence of a taking." Cate, PRIVACY IN THE INFORMATION AGE,supra, at 74.

The FCC's decree that CPN1 belongs to customers, not carriers, does not avoid the

taldngs principle. Rather, it underscores the constitutional violation. The Government may not

divest a private person of his property "by ipse dixit.... This is the very kind of thing that the

Taking Clause of the Fifth Amendment was meant to prevent." Webb 's Fabulous Pharmacies,

Inc. v. Beckwith, 449 U.S. 155, 164 (1980). The FCC "may not sidestep the Taldngs Clause by

disavowing traditional property interests[.]" Phillips v. Washington Legal Foundation, 118 S.

Ct. 1925, 1931 (1998). In Phillips, the Supreme Court held that interest earned on client funds in

IOLTA accounts is "private property" of the client, notwithstanding a state's attempt to deem the

interest to be public property. In the same way, the FCC may not decree that carriers no longer

own their customer information. See also Preseault v. ICC, 494 U.S. 1, 20 (1990) (O'Connor,

J., joined by Scalier and Kennedy, JJ., concurring) (opining that federal agency could not override

state-law entitlements by deeming reversionary interests preempted under federal law).

company, not its customers, owns its property.

In this case, it is clear that CPNI belongs to a carrier, not to the customer. The telephone

"The relation between the company and its

I

I
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Board of Pub,

see

2.

customers is not that of partners, agent and principal, or trustee and beneficiary."

Uris. Comm 're v. New York Tel. Co., 271 U.S. 23, 31 (1926). "Customers pay for service, not for

the property used to render it....By paying bills for service, they do not acquire any interest. legal

or equitable, in the property used for their convenience or in the funds of the company." Id .

also Pacyic Gas & Electric Co. v. Public Utilities Comm 'n, 475 U.S. 1, 22 n.l (l 986) (Marshall,

J.. concurring in the judgment), Simpson v. Shepard, 230 U.S. 352, 454 (1913) (a utility's

"property is held in private ownership").

CPNI is a record of the subscription for service which is provided and delivered over the

carriers network. CPNI is gathered, organized, maintained, and stored by carriers, not by

customers. If a third party were to break into a carrier's computers and steal CPNI, it would be

the carrier (and not individual subscribers) who would have a cause of action for conversion.

The Commission did not deny that CPNI is "commercially valuable to carriers." CPN] Order at

11 The Commission itself explained that carriers "view CPN] as an important asset of their

business" and "hope to use CPNI as an integral pan of their ligature marketing plans." Id. at 1122.

For the carriers who have spent billions of dollars accumulating CPNI on the settled

understanding that they owned it, the FCC's proclamation that the property now belongs to

customers upsets investment-backed expectations that the Taldngs Clause protects. Monsanto,

467 U.S. at 1005, Kaiser Aetna v. United States, 444 U.S. 164, 175 (1979). Indeed, the Supreme

Court recently wared that "statutes should not be construed in a manner that would impair

existing property rights," because doing so "can deprive citizens of legitimate expectations and

Eastern Enterprises v. Apfel, 118 S. Ct. 2131, 2151 (1998) (plurality

I
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upset settled transactions. "

opinion) (internal quotation omitted), In Eastern Enterprises, the Court held that a federal coal

miner health benefit statute could not be applied retroactively, with a plurality finding the law an

impermissible taking, rather than an appropriate regulatory initiative, because of "the economic

impact of the regulation, the extent to which the regulation interferes with investment-backed
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expectations, and the character of the governmental action.

omitted)."

so Id at 2146 (internal citation

That CPNI pertains to the purchasing characteristics of customers does not give them a

property interest in Ir. Even personal data like telephone numbers, addresses, social security

numbers, and medical history - let alone records of purchases and economic transactions -

almost always owned by someone else: the Post Office, the government, a bank, or a physician

or hospital." A surveillance camera outside a bank or department store may capture the image of

persons entering or leaving the establishment without their pennission. The resulting footage

belongs to the bank or the store, not to the customers, even though their images are depicted in it.

17 U.S.C. §§ 101-06. In the same way, "[a] data processor exercises property rights in his data

because of his investment in collecting and aggregating them with other useful data. It is the

often substantial investment that is necessary to mare data accessible and useful, as well as the

data's content, that the law protects." Cate, PRIVACY IN THE INFORMATION AGE, supra, at 74. As

one noted scholar has observed, "the expand[ing] protection for commercial information reflects

a growing awareness that the legal system's recognition of the property status of such

information promotes socially useful behavior" and therefore encourages reliance by data

processors. Arthur R. Miller, Confidentiality, Protective Orders, and Public Access lo the

Courts, 105 HARV. L. REV. 427, 469 (1991).

To hold that customers rather than carriers own CPNI would have revolutionary

implications for a panoply of service companies, such as credit card companies, mail order

catalogs, direct marketing companies, and other databases housing comparable consumer

are

so Justice Kennedy, concuning in the judgment and dissenting in part, would have applied the
same factors as a matter of substantive due process.

59 The Supreme Court has held that individuals have no reasonable expectation of privacy in the
telephone numbers dialed from their phones, see Smith v. Maryland, 442 U.S. 735 (1979), or
even with respect to checks and deposit slips used in banking. United States v. Miller, 425 U.S.
435, 443 (1976), see also Cafztornia Bankers Ass'rz v. Schultz, 416 U.S. 21, 69-70, 73-76 (1974)
(upholding numerous banking transaction recordkeeping and reporting requirements).

r
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information. The assets these companies have developed through the investments of billions of

dollars would be wiped out. And if personal information is property of the customer. then the

implication is that the "owner" must give permission for every use or collection of the

information (personal address books and Rolodex files, for example), not just commercial uses.

The consequences of the FCC's pronouncement are as staggering as they are unanalyzed by the

Commission.

The Commission tried to defend its CPNI restrictions by maintaining that its Order "does

not deny all economically beneficial use of property." CPN] Order at 11 43 (internal quotation).

But the Order does destroy the value of that portion of the CPNI as to which consumer consents

cannot be obtained. It may no longer be used for communications between corporate affiliates

and divisions, or for communications with customers for new services outside the existing

service relationship. Further, the Supreme Court has repeatedly rejected the FCC's argument

that a regulation that does not take every last stick in a bundle of property rights cannot be a

taking. In Hotel v. Irving, 481 U.S. 704 (1987), for example, the Court struck down a federal

statute restricting the ability of Native Americans to pass certain undivided fractional interest in

land to their heirs by intestacy or devise, even though they retained fill] beneficial use of the

property during their lifetimes as well as the right to convey it inter vivas. The Court explained

that "[t]he fact that it may be possible for the owners of these interests to effectively control

disposition upon death through complex inter vivas transactions such as revocable trusts is

simply not an adequate substitute for the rights taken, given the nature of the property." Id at

716. In Babbitt v. Youpee, 117 S. Ct. 727 (l997), the Court reaffirmed this holding and

invalidated an amended version of the same statute. The Court rejected the Government's

contention that the statute satisfied the Constitution's demand because it did not diminish the

owner's right to use or enjoy property during his lifetime, and did not affect the right to transfer

property at death through non-probate means. The Court opined that "[t]hese arguments did not

persuade us in Irving and they are no more persuasive today." ld at 733.

I
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The FCC's argument was also rejected in Ruckelshaus, where the Court specifically

noted that the data submitted with a pesticide application has a variety of uses to the producer.

See 467 U.S. at 1012 ("That the data retain usefulness for Monsanto even after they are disclosed

- for example, as bases from which to develop new products or refine old products, as

marketing and advertising tools, or as information necessary to obtain registration in foreign

countries - is irrelevant to the determination of the economic impact of the EPA action on

Monsanto's property right.").

Here, the CPN] Order is severe burden on carriers' ability to use CPNI to market new

categories of services raises such serious Fifth Amendment questions that it should be

invalidated.

c. THE URDER IS A GRATUITOUSLY SEVERE
CONSTRUCTION OF SECTION 222

In light of the serious constitutional questions presented by the FCC's interpretation of

Section 222, the FCC was bound to construe the statute to avoid those constitutional questions.

"[W]here an otherwise acceptable construction of a statute would raise serious constitutional

problems, the Court will construe the statute to avoid such problems." Edward .1 DeBartolo

Corp. v. Florida GulfCoast Euilding & Constr. Trades Council, 485 U.S. 568, 575 (1988).° °

When, as here, an administrative interpretation raises such constitutional concerns, the

agency's construction of the statute is not entitled to deference. Edwards DeBartolo Corp., 485

U.S. 568 at 574-577, Bill Johnson 's Restaurants, Inc. v. NLRB, 461 U.S. 731, 742-743 (1983).

In particular, the deference ordinarily afforded administrative action under Chevron, USA., Inc.

v. NRDC, Inc., 467 U.S. 837 (1984), is wholly inapplicable here. See Bell Atlantic Corp. v, FCC,

24 F.3d 1441, 1445 (DC. Cir. 1994).

"° See also United States v. X-Citemen! Video, Inc., 513 U.S. 64, 78 (1994) (construing statute in
light of First Amendment question "to eliminate those doubts so long as such a reading is not
plainly contrary to the intent of Congress"), see also NLRB v. Catholic Bishop of Chicago, 440
U.S. 490, 506-507 (1979), Machinists v. Street, 367 U.S. 740, 749-750 (1961), Crowell
Eenson, 285 U.S. 22, 62 (1932).
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Further, an agency's failure "to give adequate consideration" to constitutional objections

to agency action is "the very paradigm of arbitrary and capricious administrative action,"

Meredith Corp. v. FCC, 809 F.2d 863, 865, 874 (D.C. Cir. 1987).

The need for clear congressional authorization is especially urgent where administrative

action raises takings issues, for "[w]hen there is no authorization by an act of Congress or the

Constitution for the Executive to take private property, an effective taking by the Executive is

unlawful because it usurps Congress's constitutionally granted powers of lawmaking and

appropriation." Ramirez De Arellano v. Weinberger, 745 F.2d 1500, 1510 (D.C. Cir. 1984) (en

banc), vacated on other grounds, 471 U.S. 1113 (1985), see also United States v. Security Indus.

Bank, 459 U.S. 70, 78, 82 (1982) (rejecting construction of statute that would raise taking

questions), Western Union Tel. Co. v. Pennsylvania R.R., 195U.S. 540, 569 (1904) (statutes are

not read to delegate power to take property unless they do so "in express terms or by necessary

implication"). Thus, in» BellAtlantic Corp, v. FCC, 24 F.3d 1441 (D.C. Cir. 1994), the Court of

Appeals invalidated certain FCC mies in order to avoid a takings issue. The court held that

Congees had not clearly granted the FCC die authority to take private property for public use

and that the Commission was therefore forbidden from adopting regulations that "directly

implicate[d] the Just Compensation Clause of the Fifth Amendment." Id at 1445.

The same analysis is dispositive here, for the Commission's CPN] Order clouts all of

these principles of restraint- The Order raises serious constitutional questions. Yet nowhere is

there clear statutory language compelling the FCC's interpretation of Section 222 - much less

an unmistakably plain congressional intent to impose such stringent CPNI rules. Indeed, the

Commission itself confessed that the word "approval" was "ambiguous" (CPNI Order at 'H 87),

and that the statutory issues were sufficiently unclear that a "clarification of section 222" was

necessary. CPNI Order at ii 14. The FCC acknowledged that, "while section 222(c)(1) requires

customer approval for canter use of CPNI outside the scope of sections 222(c)(1)(A) and (B), it

does not expressly state the font of this approval," CPN! Order ii 91, see also id at 11 86

("section 222(c)(l) does not specific what kind of approval is required"). Indeed, the words



1

I
I

"prior," "express," or "affirmative" do not appear in Section 222(c)(I). By contrast, Section

222(c)(2) refers to an "affirmative" request. "When Congress uses explicit language in one part

of a statute ... and then uses different language in another part of the same statute, a strong

inference arises that the two provisions do not mean the same thing." Persinger v. Islamic

Republic orran, 729 F.2d 835, 843 (D.C. Cir. 1984).

There were numerous reasons that the Commission could and should have interpreted

"approval" to include authorization pursuant to a notice-and-opt-out arrangement (for use of

CPNI by carriers with existing relationships with the customers in question) rather than requiring

only prior affirmative customer consent in order to avoid the constitutional issues raised by the

Order:

• "Approval" can easily and reasonably be inferred in the context of an existing customer-

carrier relationship. That is why the Commission adopted a "total service" approach that would

permit a canter providing both local and cellular service to a customer to use for marketing and

speech purposes the CPN] from either service, without seeking prior consent:

[T]he language of section 222(c)(l)(A) and (B) reflects Congress' judgment that
customer approval for carriers to use, disclose, and permit access to CPNI can be
inferred in the context of an existing customer-carrier relationship. This is so
because the customer is aware that its carrier has access to CPNI, and, through
subscription to the carrier's service, has implicitly approved the carrier's use of
CPNI within the existing relationship.

CPNI Dryer at 1] 23 (emphasis in original). In the same~way, approval can be inferred across

service categories in the context of an existing customer-carrier relationship, especially when the

customer is given an opt-out opportunity.

• Section 222(c)(l) uses the term "approvaL" The word "approve" "in its strictest

etymological construction, is an after-the-fact ratification." AT&T Communications of the

Southwest, Inc. v. Southwestern delI Telephone Company, No. A 96-CA-397 SS, at 9-10

(W.D.Tex. 1996). In fact, the FCC itself cited a dictionary definition of "approve" as meaning

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
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"ratify" CPN] Order 191 n.336. A notice-and-opt-out process is therefore a permissible way of

ascertaining customer "approval."

• The FCC construed Section 222(c)(l) in a manner compelled by neither the language of

the statute nor its legislative history, and in a manner at odds with the Commission's own long-

standing position that requiring prior CPN] authorizations from customers was impracticable and

unnecessary, and would result in substantial denials of consents due to customer inertia and

confusion, There is no indication that Congress in the 1996 Act sought to depart so dramatically

from this longstanding regulatory practice.

• Indeed, in light of the significant differences between Section 222 and earlier legislative

proposals, it is plain that Congress specifically did not mandate affirmative consents from

customers. Section 222 was based on S. 652 and H.R. 1555, which, in turn, emerged from a

series of House bills proposed by Rep. Edward Mackey. H.R. 3432, for example, would have

required an "affirmative request" from the customer before a local exchange carrier could use

CPNI beyond certain specified purposes. H.R. 3626, the next legislative proposal, expanded the

scope of the proposal to all carriers. It also removed the word "affirmative" and substituted the

word "approval." The legislative history thus suggests that Congress meant not to require

"affirmative" customer consent in Section 222(e)(l).

Furthermore, Congress itself acknowledged that customers want "one-stop shopping"

Moreover, to facilitate the integrated marketplace of the future, Congress explicitly granted

telecommunications carriers joint marketing authority with respect to long distance," electronic

publishing," and wireless services.°"' Joint marketing necessarilyentails speechabout different

See Senate Report on S.652 (Report NO; 104-230) at 22-23 ("the ability to bundle
telecommunications, information, and cable services into a single package to create 'one-stop-
shopping' will be a significant competitive marketing tool" such that BOCs and their affiliates
should be permitted to jointly market services).

Hz 47 U.S.C. §272.

63 47 U.S.C. § 274.

64 47 U.S.C. §60l .

61
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products and services, and the formulation of any such speech requires CPN1. As the FCC has

acknowledged, 'joint marketing ... necessarily involves sharing of some customer network

information." Universal Card Order, 8 FCC Rcd. at 8787 1127. There is nothing in Section 222

to suggest that Congress meant to erect an insurmountable barrier to communications about those

services it allowed to be jointly marketed

The CPNI Order is utterly unprecedented. In situations ranging from credit cards to

mail order catalogs to grocery purchases, companies are generally free to do whatever they wish

with respect to individually-identifiable information generated in the course of the commercial

relationship. Where regulations do exist (typically involving more sensitive information than is

at issue in this case), they fall far short of the stringent rules adopted by the FCC here. For

example, cable operators are allowed to use subscriber information for their own business

purposes and are required to obtain written or electronic consent (E. e., affirmative approval), only

to share subscriber infonnation with unaffiliated third persons. 47 U.S.C. § 55l(c)(1). Under the

1996 Consumer Crec1it Reporting Reform Act, credit reporting agencies may furnish consumer

credit information for marketing credit or insurance opportunities to consumers, so long as the

agency establishes a toll-free number so that consumers can call and opt out by having their

names removed from lists for direct marketing purposes. 15 U.S.C. § l681b(c)(5). The Uniform

Health Care Information Act, adopted by the National Conference of Commissioners on Uniform

State Laws. see 9 U.L.A. 475 (1988 & Supp. 1992), creates an opt-out scheme for certain

disclosures of medical information Id at §§ 2-103, 2-104. The Driver's Privacy Protection Act

of 1994 requires states to allow drivers to opt out of having personal motor vehicle information

released. 18 U.S.C. § 272l(b)(11)-(12). Numerous states have adopted opt-out statutes for

release of other public records intlormation.° 5 Even the Video Privacy Protection Act of 1988

adopted in response to the disclosure of the list of videos rented by Supreme Court nominees

Privacy & Legislative Associates Letter at 14



allows disclosure of data about customer viewing habits for marketing purposes if the consumer

has been given an opportunity to opt out. 18 U.S.C. § 27l0(b)(2)(D)

In short, the universal legal baseline is that customers are not viewed as having the kind

of privacy or property interests in commercial proprietary information that would grant them a

legally enforceable right to veto transmission of the information to third parties, much less

presumptively to deny the use of that information by the entity that created Ir. It is untenable to

suppose, as did the FCC, that Congress would have intended so casually to depart from this

baseline without comment beyond the choice of the word "approval

In issuing the CPN! Order, the Commission substituted its own (clearly revisionist)

notions of "customer expectations" for solid record including expert -evidence,"' departed

from long-standing Commission precedent, and disregarded the recommendations of agencies far

more expert in the matter of customer privacy than the Commission. The FCC imposed its prior

affirmative consent requirement in disregard of statistically valid public opinion survey evidence

in the record documenting that customers trust their existing telecommunications carriers, expect

CPNI to be used to market products and services of all types with them, and are even more

comfortable with this use of CPNI when it is accompanied by a notice and opt out procedure

Although the Commission sought to dismiss this empirical evidence, the criticisms it offered

were off-base° ' and flew in the face ofthe FCC's own directive to carriers regarding the

Compare In the Matter of Pel'i1lion to Promulgate a Rule Restricting the Advertising of Over
the~Coun!er Drugs on Television, 62 FCC ad 465, 468 n.lI (1976) (noting the FCC's lack of
claim to expertise in the field of behavioral researcltleaid observing that "research focusing on

emotionally and politically charged issues" "should best be left to independent organizations
which are expert in such matters and have no direct responsibility for ... regulation")

The Commission claimed that one of the questions in the Westin study "refers to the
examination of records by customer service representatives as 'normal' and implies that the
representative will be looking only at the services the customer has before offering new services
arid not more sensitive information "such as destination-related information." CPNI Order at 1]
62. But the question carried no such implication. It stated: "[W]hen you call your local
telephone company to discuss your services, the customer service representative that you speak
with normally looks up your billing and account service record." Id at n. 227 (quoting the
question). The description of what a service representative "normally" does is accurate (Le



importance of market survey evidence in fashioning arguments and crafting educated regulatory

decisions

The Commission made no attempt to construe Section 222 in a manner that would avoid

the constitutional questions under the First and Fifth Amendments. It devoted a total of six

paragraphs (out of an Order* containing 261 paragraphs) addressing the constitutional issues

raised by petitioners." By itself, this approach was an abuse at" discretion and warrants vacating

the CPN] Order

looks up the service record and, if appropriate, the billing record), and the reference to "billing
information" clearly implies call-detail information, contrary to the Commission's assumption

See In the Matter of lmplementation of the Subscriber Carrier Selection Changes Provisions of
the Telecommunications Act of 1996; Policies and Rules Concerning Unauthorized Changes of
Consumers' Long Distance Carriers, CC Docket No. 94-» 129,Further Notice of Proposed
Rulemaking and Memorandum Opinion and Order on Reconsideration, 12 FCC Red. 10674, at
1]49 (199'7)(chastising AT&T and other tormentors for failure to "cite to any relevant market
research supporting their claims of consumer indifference or opposition" to proposed regulatory
requirement), In the Matter of The Revision of Programming Ana' Commercialization Polices
Ascertainment Requirements, and Program Log Requirements for Commercial Television
Stations, MM Docket No. 83-670, 98 FCC ad 1076, 11 64 (1984) (noting approvingly the
empirical data" previously outlined by the FCC in its Notice of Proposed Rulemaldng)

The total might be increased by two paragraphs if one counts the paragraphs in which the FCC
paraphrased the position of the commenters



CONCLUSION

The petition for review should be granted, the CPN] Order and accompanying rule

amendments to 47 C.F.R. §§ 64.2005 and 64.2007 should be vacated, and the matter should be

remanded to the FCC for further consideration
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STATEMENT REGARDING ORAL ARGUMENT

Petitioner and Intewenors request oral argument. This case presents free speech and

takings questions with national significance, as well as important questions of statutory

interpretation that are of first impression. Petitioner and Interveners believe the Court would

find oral argument helpful in reaching its decision.
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REPLY BRIEF FOR PETITIONER AND INTERVENERS
INTRODUCTION AND SUMMARY OF ARGUMENT

The opening briefofpetitioner and intewenors (collectively, "petitioners") demonstrated

that the FCC's construction of Section 222, which addresses customer proprietary network

information ("CPNI"), is unreasonable and arbitrary in several iimdamental respects: it

contradicts Congress' intent in enacting Section 222, represents a sudden and unwarranted

departure from prior Commission policy, and is utterly unprecedented among federal laws. In

light of the serious constitutional issues raised by the FCC's interpretation of Section 222, the

FCC was bound to construe the statute to avoid those constitutional questions. Et., Edwards

DeBartoIo Corp. v. Florida Gulf Coast Building & Constr. Trades Council, 485 U.S. 568, 575

(1988). Indeed, the PCC's very efforts to brush off these grave constitutional issues warrants

vacating the CPNI rules, because that failure "to give adequate consideration" to constitutional

objections to agency action is "the very paradigm of arbitrary and capricious administrative

action." Meredith Corp. v. FCC, 809 F.2d 863, 865, 874 (D.C. Cir. 1987)

The FCC and its supporting interveners (collectively, "respondents") mischaracterize the

nature of CPNI and distort what is at issue in this case. CPNI is generated, gathered, organized

maintained, and stored by carriers in the course of providing services to subscribers. After a

customer requests particular services, the carrier generates a record of the services. Respondents

further confuse the issues of (i) CPNI in the hands of a carrier that has an existing relationship

with a customer with (ii) third-party disclosure of CPNI to unrelated, unaffiliated entities that do

not have any existing relationship with the customer, Respondents' privacy argument focuses on

third-party disclosure and is therefore irrelevant here

Respondents also claim that CPNI "belongs to" customers. That, too, is erroneous

Although consumers undoubtedly have certain expectations regarding carriers' use of CPNI
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which the record demonstrates petitioners have always respected CPN] is owned by carriers.

Respondents' contrary view is a radical one that, were this Court to embrace it, would tum well-

settled property law on its head and would profoundly upset the property rights of mail-order

catalogs, credit card companies, and practically any other firm that, as pan of its routine business

operations, maintains individually identifiable customer information.

I
I
I
I

Finally, respondents misstate the applicable First and Fifth Amendment principles. They

insist that the CPNI rules do not by their express terms dictate what carriers can and cannot say.

However, they ignol'e the direct choking impact of the FCC's rules on intra-corporate

communications and also ignore the Supreme Coin's repeated teaching that the First

Amendment is concerned with thepractical eject of a regulation on speech. Here, the practical

effect of the FCC's mies on carrier-customer communication is devastating.

With respect to the Fifth Amendment, respondents' argument hinges on the mistaken

premise that carriers have no reasonable, investment-backed expectation in owning or using

CPNI. The CPNI rules should be vacated.

ARGUMENT
STANDARD OF REVIEW

I
I
I
I
I
I
I

Respondents plead for deference under Chevron, U.S.A., Inc. v. NRDC, Inc., 467 U.S.

837 (1984). Yet the constitutional questions raised by the CPN1 Order render such deference

DeBar!olo Corp., 485 U.S. at 574-77;Bel! Atfcmtic Corp. v.

FCC.,24 F.3d 1441, 1445 (D.C. Cir. 1994). This Court "review[s] agency action De novo to

determine whether it was 'arbitrary, capricious, an abuse of discretion, or otherwise not in

accordance with law.'" City ofAlbuquerque v. Browner, 97 F.3d 415, 424 (10th Cir. 1996),Cerf.

denied, 118 S, Ct. 410 (1997).

A. THE ORDER RAISES GRAVE QUESTIONS UNDER THE FIRST
AMENDMENT THAT THE FCC WAS REQUIRED TO AVOID.

I
I
I
I
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1. 'l1_e_Communication Of CPNI Is Speech.

Respondents do not deny that CPN] is information, or that the creation, assembly.

compilation, and/'or communication of information lie at the core of what the First Amendment

protects. The strained efforts of CP] to compare CPNI to "postage stamps, sheets of paper," or

even a day-care center (CPI Br. at 6) are beside the point. The propriety of the CPNI rules must

be judged solely according to the justifications put forward by the FCC,see SEC v. Chenerjv

Corp., 332 U.S. 194, 196 (1947),see also Edenfeld v. Fane, 507 U.S. 761, 768 (1993), which

never relied on such reasoning in the CPN] Order. Further, CPI's argument is frivolous on its

own terms. CPNI is communicated from one speaker to another within a carrier (i.e., from one

employee to another), and also forms the basis for protected expression to customers. If

anything, CPNI is far more integral to expression than many of the activities that the Supreme

Court has held to be protected under the First Amendment Et., Barnes v. Glen Theatre, Inc. ,

501 U.S. 560, 565-66 (1991) (plurality opinion) (nude dancing), Clark v. Communilyfor

Creative Non- Violence, 468 U.S. 288, 293 (1984) (assuming argue ndo that sleeping in park is

protected expression). Moreover, CPI's analogy proves the very opposite of what CPI appears to

believe, for the Supreme Court has consistently applied the First Amendment to regulations

falling wholly on physical objects like "sheets of paper" when they are essential ingredients in

I
I
I
I
I
I
I
I
I
I
I
I
I
I expression. See Minneapolis Star v. Minnesota Comm 'r of Revenue, 460 U.S. 575, 581 (1983).

A regulation purporting to govern only the cold type of a printing press can violate the First

Amendment as effectively as a classic prior restraint.

2. The CPNI Rules Abridge Speech.

Respondents' primary position is that the CPN] Order does not have a constitutionally

cognizable impact on speech because the rules "do not prohibit any carrier Hom solicitingI
I
I

1
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business from any customer." FCC Br. 26. Yet respondents concede, as the record in this case

proves, that "[t]he coniers are almost certainly correct in their expectation that many customers

will not give them advance approval" and that "customers would not give affirmative approval

for use of their CPNI in a high percentage of cases - regardless of the level of confidence that

might have built up over the years of the carrier-customer relationship." FCC Br. 19.

Respondents admit (in classic understatement) that "Section 222 might have some effect on

internal communications within a company." FCC Br. 26 (emphasis added), see also MCI Br. 3.

In fact, the FCC has'long recognized that "[u]nder a prior authorization rule, a large majority of

mass market customers are likely to have their CPNI restricted through inaction .... Thus, a

prior authorization rule wouldvitiate aB()C's ability to achieve efficiencies through integrated

marketing to smaller customers."Computer III Remand Order, 6FCC Red. 7571, 7610 n. l55

(1991 ) (emphasis added).

a. Burdens On Intra-Carrier Speech.

Time burden on speech cannot be dismissed as "an economic effect." FCC Br. 26. First,

the CPNI mies have a prohibitive effect on CPN]-related communications within a

telecommunications carrier, and within the carrier's corporate family: employees in different

divisions, affiliates, and personnel within the same carrier will not be able to engage in related

speech about certain customers because prior affirmative consents will, in the vast majority of

cases, be difficult or impossible to obtain. For example, Mary Sue in the landline division is

prohibited from talldng to Linda May in the wireless division about customer John Jones and his

possible interest in receiving information. This impact is precisely the "ban[] on the use of

particular types or channels of communication" that respondents admit the First Amendment

forbids. MCI Br. 4.

I
I
I
I
I
I
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I
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The FCC suggests that "restrictions on internal business communications do not present a

substantial _ .. First Amendment question," in light of the history of separate subsidiary

requirements that have gone unchallenged in the courts. FCC Br. 27. But few, if any, of the

FCC's structural separation rules have prevented different members of a corporate family from

communicating with each other. Such rules generally require separation of ownership and

control, but they neither compel nor induce silence. When separate subsidiary requirements have

burdened speech and have been challenged, they have been struck down, as in FEC v.

Massachusetts Citizens for Lyre, Inc., 479 U.S. 238 (1986), where the Court held unconstitutional

a federal statute requiring corporations to make political expendimres only through special

segregated funds, as applied to a nonprofit advocacy group, See id at 252-53 (plurality opinion),

id at 266 (O'Connor, J., concuning in part and in the judgment).

Moreover, under prior Commission policy, petitioners were authorized to offer customer

premises equipment ("CPE"), and enhanced services in some cases, onan integrated basis,

without structural separation. Opening Br. 4-10. The previous notice and opt-out options

employed by the Commission did not appreciably infringe on the right of carriers to use CPNI

for expressive purposes, id at 17 n.42, and thus did not run afoul of First (or Fiiih) Amendment

rights. The FCC also overlooks new joint marketing opportunities reflected in the Act's separate

subsidiary requirements, 47 U.S.C. §§ 272(g) (long distance), 274(c)(2) (electronic publishing),

Pub. L. 104-104, §601(d), 110 Stat. 143 (wireless) which opportunities were barred by pre-Act

rules. 47 c.F.R. § 64.702(¢)(1).

b. Burdens On Carrier-Customer Speech.

In addition to their effect on speech within a carrier's business, the CPNI rules have a

devastating practical impact on carriers' communications with their customers. If prior

affirmative consent cannot be obtained, carriers will be forbidden from using CPNI to discuss

I
I
I
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with customers information about categories of services and products that the customers may

need or desire. The CPNI rules thus prevent individualized or customized speech. This is exactly

the kind of limitation on the "mode of carriers' speech" that respondents properly concede is

within the First Amendments ambit. MCI Br. 4. A carrier's ability to resort to "broadcast"

speech to all customers on a blunderbuss basis is not an adequate substitute, for "[t]he First

Amendment protects [the speakers'] right not only to advocate their cause but also to select what

they believe to be the most effective means for so doing." Meyer v. Grant, 486 U.S. 414, 424

(l988). Thus, inShdpero v. Kentucky Bar Ass 'n, 486 U.S. 466 (1988), the Supreme Court

recognized an attorney's First Amendment right to send targeted solicitation letters to potential

clients by name. See 01.90 Edenjield v. Fane, 507 U.S. 761, 770-71 (1993) (CpA's right to

engage in in-person solicitation),Rubin v. Coors Brewing Co., 514 U.S. 476, 488 (1995) (right to

disclose alcohol content on beer labels (targeted speech)).

In Reva v, Discqvlinary Ba of the Supreme Coir! of the State of New Mexico, 106 F.3d

929, 935-36 (lath Cir), cert. denied, I 17 S. Cr. 2515 (1997), this Court invalidated a state bar

rule prohibiting attorneydirect mail advertisements to personal injury victims and family

members of wrongful death victims, unless the recipient of the solicitation was a relative of the

attorney sending the letter or had a prior personal, business or professional relationship with that

attorney. That rule was less restrictive than the CPNI rules, which interfere even with

established, ongoing carrier-customer relationships.

Respondents apparently concede that, if the CPN] mies explicitly barred carriers from

engaging in individualized and customized speech, then the First Amendment would be

implicated. They take the view that, short of such an express ban, the practical impact of the

CPNI rules is not constitutionally cognizable. The Supreme Court squarely rejected that

argument inRiley v. National Fealerarion of the Blinal Inc., 487 U.S. 781 (1988), holding that a

I
l
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financial regulation of professional fundraisers could not be defended as a "merely economic

regulation having "only an indirect effect on protected speech." Id at 789 n.5. The Court

therefore struck down a rule limiting a professional Fundraiser to a "reasonable" fee, even though

by its terms the law did not ban any speech at all. See also Secretary ofSfate ofMa13/land v

Joseph H Munson Co., 467 U.S. 947, 959-61 (1984),Schaumburg v. Citizens for a Eerier

Environment, 444 U.S. 620, 632436 (1980). The Court has frequently invalidated other laws

that do not by their terms prohibit speech, but simply regulate activities having a connection to

expression. Et., United States v. NTEU, 513 U.S. 454,469 (1995) (striking down a ban on

honoraria),Simon & Schuster, Inc. v. Members of New York State Crime Victims Ba, 502 U.S

105 (1991) (invalidating law preventing criminals from profiting from publishing deals)

In none of these cases did the Supreme Court require an explicit ban on speech before

strildng down the laws in question. Rather, the Court has always looked to the law's practical

effect. For example, respondents put great emphasis on Martin v. Struthers, 319 U.S. 141

(1943). CPI Br. 7, MCI Br. 4. But the ordinance invalidated in Martin did not expressly prohibit

door to door solicitation. Rather, the ordinance made it unlawful "for any person distributing

handbills, circulars, or other advertisements to ring the door bell, sound the door knocker, or

otherwise summon the inmate or images of any residence to the door 319 U.S. at 142

The solicitor was free to distribute handbills, he or she simply could not ring or knock. In Meyer

Grant, 486 U.S. 414, 424 (1988), the Court struck down a ban on the payment of petition

circulators, not a rule restricting what they could say. InNAA CP v. Claiborne Hardware Co

458 U.S. 886, 912 (1982), the Court held that even generally applicable tort laws (which did not

target speech at all) were unconstitutional as applied to an expressive boycott because of the

incidental effect on First Amendment freedoms." Respondents' argument is thus completely

v.

without merit because it ignores the practical effect of the CPNI rules



The CPN] Rules Are Invalid Even If Petitioners
Expression is Treated As Commercial Speech

Respondents contend that "[m]arketing is generally considered 'commercial]` speech

MCI Br. 5 n.4, apparently seeking to trivialize the carrier-customer speech burdened by the CPNI

rules.' However, the Supreme Court has held that a restriction on commercial speech is invalid

unless the government shows that it "directly and materially advances a substantial state interest

in a manner no more extensive than necessary to serve that interest." Ibanez v, Florida Dept. of

Business & Professional Reg., 512 U.S. 136, 142, 143-44 (1994), see also Reva, 106 F.3d at 932

("Protected commercial speech may also be regulated, but only if the government can show that

(1) it has a substantial state interest in regulating the speech, (2) the regulation directly and

materially advances that interest, and (3) the regulation is no more extensive than necessary to

sen/e the interest.")

Respondents' assertion that this is a deferential, toothless standard is belied by the fact

that, under this test, the Court has repeatedly struck down restrictions on colmnercial speech. See

44 Liquormarf, Inc. Rhode Island, 116 S. Ct. 1495, 1509-10 (1996) (plurality opinion); id. at

1521 (O'Connor, J., concurring); Rubin v. Coors Brewing Co., 514 U.S. 476, 487-90 (1995)

Ibanez, 512 U.S. at 142-44 (1994), City of Cincinnati v. Discovery Network, Inc., 507 U.S. 410

416-17 (1993), Edenfeld v. Fane. 507 U.S. at 767-68; see also Reva, 106 F.3d at 935-36

Indeed, the orI1ySuqJreme€0mrr1decision in recent years to uphold u restriction on

commercial speech was Florida Bar v, Wentfor Ir, Inc., 515 U,S. 618 (1995), a 5-4 ruling which

Intra-carrier speech does not fall within "the core notion of commercial speech -- speech which
does no more than propose a commercial transaction," City ofCit1cinna:'i v. Discovery Network
Inc., 510 U-S. 407, 422 (1993) (citations omitted), and thus is entitled to full First Amendment
protection. Many kinds of fully protected speech, including books providing financial advice
could be said to be "related solely to the economic interests" of the speaker and the listener. CPI
Br. 9 n.5. That standard is not the appropriate test here
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upheld a state bar rule prohibiting lawyers from using targeted direct mail to solicit personal

injury clients within 30 days of an accident. Unlike this case, Florida bar involved a rule that

was supported by extensive evidence and empirical studies. Id. at 626-27. Even so, the Conn

specifically agreed that a claim that the ban was too broad "would have force" but for the

absence of "obvious less-burdensome alternatives to Florida's short temporal ban." Id. at 633. In

concluding that the thirty-day ban was constitutional, the Court said "the palliative devised by

the Bar to address these harms is narrow both in scope and in duration." Id. at 635. In Reva, this

Come distinguished Florida Bar as a decision of limited application. See Reva, 106 F.3d at 935 _

By contrast, the CPNI rules are broad, not narrow, and perpetual, not temporary, they

demonstrably burden far more speech than necessary in light of the proven, obvious and less

burdensome opt» out alternative. See Part A-4(b), inji'a.

3. The CPNI Rules Are Not Narrowly Tailored To Any
Important Governmental Interest In "Fair Competition."

Respondents contend that the CPNI rules serve the interests of "fair competition," which

they accuse petitioners of overlooking. That is untrue. As discussed in detail in petitioners'

opening brief (at 7 & n.11, 8 & n.12), the FCC has closely examined this question over the past

decade and has repeatedly concluded that a prior affirmative consent rule is no! needed to protect

competition. In fact, the FCC found that such a rule would be anti-competitive and would injure

consumers. If there was no competitive harm in CPE and enhanced services markets during the

period when LECs held exclusive local franchises, it would be passing strange to suppose that

there was more risk now that the 1996 Act has eliminated those franchises and has created local

competition pursuant to 47 U.S.C. §§ 251-53. Mere speculation that the CPNI rules would serve

a competitive purpose is inadequate. As this Court has opined, "we have an obligation to make

an independent examination of the whole record in order to make sure that the speech regulation

9



does not constitute a forbidden intrusion on the Held of free expression." Reva. 106 F.3d at 932

The [Govemmenfs] burden 'is not satisfled by mere speculation and conjecture, rather. a

governmental body seeking to sustain a restriction on commercial speech must demonstrate that

the harms it recites are real and that its restriction will in fact alleviate them to a material

degree." ld at 933-34 (citation omitted)

Moreover, there is nothing in the 1996 Act to suggest that Congress took a different view

from the FCC's pre-Act policy. Although, in discussing Section 222, Congress referred to

competitive ... interests," S. Conf Rep. No. 104-230, 104"' Cong., ad Sass. 205 (1996)

Congress itself addressed that concern by applying Section 222 to all carriers, rather than only to

AT&T, the BOCs, and GTE, as had been the FCC's prior policy. Congress itself struck the

competitive balance, without otherwise altering the FCC's pre-Act opt-out approach

Confidential customer information is widely used in other markets (see Part A-5, injia)

even those involving regulated utilities, without any affirmative consent requirements, and

without raising any concerns of unfair competition. See Catlin v. Washington Energy Company

791 F.2d 1343 (9th Cir. 1986) (antirust laws permitted utility to disclose customer list to its

merchandising division to sell "vent damper" products, while withholding it from its competitors

in the "vent damper" market). The FCC has lmdertaken no reasoned analysis to justify or even

explain its evident conclusion flat a different approach is compelled here

The CPNI Rules Are Not Narrowly Tailored To Any
Important Governmental Interest In "Customer Privacy

Respondents' Argument Rests On A
Mischaracterization Of The Nature Of CPNI

Respondents contend that CPNI relates to "private matters that citizens ordinarily would

not be required to disclose to anyone" and involves "private data that customers ordinarily would

not surrender to a telephone company or anyone else." FCC Br. 22, 31. However, a calTier



possesses this commercial information nor because the customer "discloses" it (FCC Br. '71

because the information represents the company's own record of its transaction with the

customer, by means of its providing services to the customer. For example, respondents contend

that it is somehow improper for a telephone carrier to know "how much the customer spends on

telephone service," FCC Br. 3, but that claim illustrates the illogic of respondents' view. For

information as to "how much the customer spends" is another way of expressing the carrier's

revenue. Surely the carrier is perfectly entitled to record and use such data .- indeed, it could

hardly function otherwise. See Thomas E. McManus, Telephone Tr_ansaction-Genera_ted

Information: Rights and Restrictions 50 (Harvard Program on Information Resources Policy

May 1990) ("Generally, people and organizations have a right to make records of transactions to

which they are a party, and they have control over those records. In a sense, when two parties

enter into a contract, each party owns the records he or she keeps in the ordinary course of

business

A telecommunications canter does not receive or obtain firm its customers the

information contained in its business records of the services provided to customers. Rather, after

a customer requests particular telecommunications services, the carrier generates a record of the

services actually provided. CPNI represents the carrier 's record of the subscription for services

provided and delivered over its own network. The information is generated, gathered, organized

Telephone users do not have an expectation of privacy in the numbers they dial, because they
typically know that they must convey numerical information to the phone company, that the

phone company has facilities for recording this information, and that the phone company does in
fact record this information for a variety of legitimate business purposes."Smith v. Maryland
442 U.S. 735, 743 (1979). Nothing in Section 222 suggests that Congress took a different view
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maintained, and stored by carriers' in no sense is it "provided by" customers, any more than are

the sales records maintained by a mail-order catalog to track its inventory and prior transactions.

Respondents are thus incorrect when they refer to the question presented in this case as

one of CPNI "disclosure" FCC Br. 10, 22, 31, MCI Br. 7, CPI Br. 12, 15 ("dissemination").

"Disclosure" is generally understood to involve the release of CPNI to an unrelated third party

(which has no existing relationship with the customer), not a carrier's own use of the CPNI that

the can'ier itself has generated. Congress has drawn that distinction in statutes like 47 U.S.C. §

227(a)(3), which exempts from the term "telephone solicitation" those calls "to any person with

whom the caller has an established business relationship.as

In short, all that respondents have shown is that the government has an interest in

preventing a carrier like U S WEST from disclosing the information to an unrelated third party

such as MCI. But this case involves the quite different question of U S WEST's rights to use its

own information itself

b. The CPNI Rules Fail The Narrow Tailoring Requirement.

Even if there were a material privacy interest in the internal use of CPNI, the FCC's rules

would not be narrowly tailored to protecting it. In Reva, this Court held that a restriction on

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

3 CPI suggests that, if the information is neither made available to the carrier by the customer, nor
received or obtained from the customer, "then the information is not CPNI and its use is not in
any way limited by the CPN] Order." LPI Br. 16. U S WEST has raised this issue with the
FCC, See Ex Parte Submission from Kathryn Marie Krause to Dorothy T. Attwood, in CC
Docket 96-115 (September 9, 1997), at 2 n.4. A reasonable interpretation of Section 222 could
well obviate any challenge to the application of the provision to internal business records.

4 See Pacific Telesis Reply Comments, CC Docket 96-115, filed June 26, 1996, p. 9, n.l9
(Section 222(c)(2) "makes plain that the section applies only to 'disclosure' to thfrdparries,
contrary to the assertion of some, as one cannot 'disclose' information to oneself.").
5 Respondents' reliance on Lanphere & Urbarziak v. Norton, 21 F.3d 1508 (10'*' Cir. 1994), which
involved a claimed third-party right of access to arrest records maintained by the government
(not the right of a speaker to use information it has generated itself in order to communicate), is
wholly misplaced.
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attorney solicitation was not narrowly tailored to the govemmenfs asserted interest because

[t]here are several less-burdensome alternatives available to the Board -.- alternatives which the

Board has not shown would be insufficient to materially address its concerns." Reva. 106 F.3d at

935. "While it is true that the 'least restrictive means test has no role in the commercial speech

context," 'the existence of numerous and obvious less-burdensome alternatives to the restriction

on commercial speech ... is certainly a relevant consideration in determining whether the "fit

between ends and means is reasonable." Id (internal quotations omitted). Just as the rule in

Reva was unconstitutional because "[t]he Board ha[d] not shown why subjecting personal injury

direct mail letters to a screening process would not protect against misleading potential clients

id. , here the CPNI rules are invalid because the FCC has not shown why a notice and opt-out

method cannot accommodate any legitimate interests customers may have in the information

generated by a telecommunications service provider

Notice and opt-out is the time-tested and proven regulatory method in the CPNI field and

other information~use venues. Over the course of more than a decade, the FCC repeatedly

studied this approach and found that it adequately protected consumers. The FCC documented

that a prior affirmative consent rule was unnecessary to protect competition or customer privacy

and was at odds with efficient carrier operations and with customers' desires for one-stop

shopping. Nothing in the 1996 Act suggests that Congress intended the Commission to depart

from this aspect of its prior policy. Indeed, notice and opt out procedures are a common way of

accommodating consumer interests, particularly in commercial contexts where the supplier and

customer have an established business relationship.°  Fed. R. Civ. P. 23(c)(2) uses notice and opt

See 47 C.F.R. § 64.1509 (pay-per-call rules under 47 U.S.C. §208, which require carriers to
give subscribers notice of their rights to block pay per call services, with a lack of response
resulting in no block), 47 C.F.R. § 64. 1600-1603 (caller ID rules requiring carriers to deliver
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out even where there is no prior relationship among class members and grievous personal injury

or substantial monetary loss may be at stake.

Furthermore, the FCC has never denied that its CPNI rules will result in additional

violations of customer privacy and solitude - "the right to be let alone. If carriers are "dumbed
117

down" so that they cannot identify and communicate with individual customers based on their

likely interest in receiving information about specific new services, carriers will be forced (in

those instances where they do not remain silent) to use blanketed "broadcast-type" telemarketing

speech fashioned for an "all customer" audience. Hence, the net effect of the CPNI rules may

well be to increase intrusions and decrease privacy.

c. The CPNI Rules Rest On Impermissible Speculation.

At bottom, the FCC's defense of the CPN! Order rests on its unsupported view that

"[o]bvious1y" (FCC Br. 29) there must be some customers who would not bother to respond tO

an opt-outnotice, but who nonetheless feel so strongly about their "privacy" that the FCC is

entitled to burden carriers' speech (and increase the number of intrusions on all customers) in

order to protect this imagined set of subscribers. The notion that government must intervene to

protect customers who it believes are incapable of responding to an opt-out notice sent to them

by first-class mail reflects the kind of paternalistic attitude that the Supreme Court has repeatedly

calling party number unless caller has opted out by dialing *67 and requiring carriers to provide
notice to customers), 16 C.F.R. § 425.1 ("negative option plans," such as those used by book and
record clubs), 16 C.F.R. §435.1 (FTC requirement that, if mail or telephone order merchandise
is delayed, the seller must give notice of shipping delay and permit buyer to cancel or opt out),
12 C.F.R. §2269 (Federal Reserve Regulation Z, which requires credit card provider to give
notice of changes in terms and annual renewal fees, with card holder having option to "opt~out"
of further use of the card).

7 Olmstead v. United States, 277 U.S. 438, 478 (1928) (Brandeis, ],, dissenting). The FCC itself
has treated unwanted solicitations as an invasion of privacy. See BNA Third Order on
Reconsideration, ll FCC Red. 6835, 6848-491123 (1996), In the Matter ofRules and



rejected as a justification for restrictions on commercial speech. 4-1 Liquorrrzarl, I 16 S. Ct. at

1507 (principal opinion), Edenfefd v. Fame, 507 U.S. at 767. Virginia Slate Ba, of Pharmac_v

Virginia Citizens Consumer CounciL Inc., 425 U.S. 748, 769 (1976).

The FCC's argument is based on nothing but "mere speculation or conj lecture," Edenfeld

v. Fane, 507 U.S. at 770, and "anecdotal evidence and educated guesses." Rubin v. Coors

Brewing, 514 U.S. at 490. See also Revs, 106 F.3d at 933-34. The FCC has adduced no

empirical evidence to support its supposition. In fact, as noted in petitioners' opening brief (at 4-

9), the FCC has repeatedly concluded that customer privacy interests do not necessitate a prior

affirmative consent requirement in the context of existing carrier-customer relationships: "a

solicitation to someone with whom a prior business relationship exists does not adversely affect

subscriber privacy interests. Moreover, such a solicitation can be deemed invited or permitted by

a subscriber in light of the business re1ationship."8 The evidence in the record confirms this

conclusion. Petitioners' Opening Brief at 12-15, 18-20.

5. The CPNI Rules Are Unprecedented.

Regulations Implementing the Telephone Consumer Protection Ac! ofI99I, Report and Order, 7
FCC Red. 8752, 8753 (1992).

B In the Matter of Rules and Regulations Implementing the Telephone Consumer Protection Act
of I99l, Report and Order, 7 FCC Red. 8752, 8770 1134 (1992);see also In the Matters of
Amendment to Sections 64. 702 oft re Commission 's Rules and Regulations (Third Computer
Inquiry), Memorandum Opinion and Order on Reconsideration, 3 FCC Red. 1150, l 163 1198
(1988) ("most of the BOC network service customers , .. would not object to having their CPNI
made available to the BOCs to increase their competitive offerings made to such customers."), In
the Matter oft re Telephone Consumer Protection Act of]99I, Notice ofProposed Rulemaking,
7 FCC Red. 2736, 2738 W 13-14 (1992) ("If a party has chosen to do business with a particular
caller, a contact by that caller to offer additional products or services is not as intrusive as a call
from a business with whom the called party has no relationship... , The Commission tentatively
concludes that the privacy rights the [Telephone Consumer Protection Act] intends to protect are
not adversely affected when the called party has or had a voluntary business relationship with the
caller.")

v.



Respondents claim that accepting petitioners` constitutional objection would necessarily

call into question a host of other statutes regulating commercial information. The opposite is

true. The CPNI rules are utterly unlike any other federal statute or regulation. and upholding

them would create a dangerous precedent for government interference in a company's

relationship with its customers and its ability to engage in intra-corporate speech

In a futile attempt to find any precedent for the CPNI rules, the FCC cites the example of

negative option solicitations." FCC Br. 19 n.51. Yet that example proves the opposite of what

the FCC claims. The Federal Trade Commission has reaffirmed its rule permitting such

arrangements in ongoing business relationships' stressing that the system "continues to be of

value to consumers and firms, and is functioning well in the marketplace at minimal cost." 63

Fed. Reg. at 44555. The FTC twice referred to the very example of encyclopedia sales cited by

the FCC. See id. at 44559 (specifically referring to "the monthly shipment of volumes of an

encyclopedia or a book series"), 44557 n.8. The FTC found that clear and conspicuous disclosure

in notice and opt-out forms, as well as the ability to cancel (or change one's mind), were

sufficient to establish the fairness of an opt-out model. Id at 44558. Petitioners have long

complied with these conditions

MCI cites a series of statutes which simply confirm that the CPN] Order is badly out of

step with legislative approaches in other contexts. MCI Br. 7 n.6. MCI's examples involve third

party disclosures, not use of the information by the company collecting it. Further, the statutes

generally allow third-party disclosure, sometimes using an opt-out process. For instance, the

Fair Debt Collection Practices Act of 1977 permits debt collectors to disclose a debtor's financial

See Trade Regulation Rule Regarding Use ofNegative Option Plans by Sellers in Commerce
63 Fed. Reg. 44555, 44556 (Aug. 20, 1998) ("A negative option allows a seller to interpret the



situation to credit reporting agencies. 15 U.S.C. § l 692c(b). Under the 1996 Consumer Credit

Reporting Reform Act, credit reports may be distributed for a "legitimate business need

connection with a "business transaction that is initiated by the consumer" or "to review an

account to determine whether the consumer continues to meet the terms of the account." 15

U.S.C. § 1681b(a)(3)(F). Credit reporting agencies may tumid consumer credit information for

marketing credit or insurance opportunities to consumers, so long as the agency establishes a

toll-free number so that consumers can call and opt-out by having their names removed firm lists

for direct marketing purposes. 15 U.S.C. § 168lb(c)(5)

The Electronic Funds Transfer Act of 1978, 15 U.S.C. '§§ 1693-l693r, establishes

mandatory guidelines for the relationship between consumers and financial institutions in

connection with electronic funds transactions, but does no! restrict the use or disclosure to third

parties of information about consumer transactions. Nor does it restrict the gathering of personal

information or limit the duration of storage of transaction records. The Electronic

Communications Privacy Act, 18 U.S.C. §2703, establishes procedures for law enforcement

access to certain electronic records, but permits "a provider of electronic communication service

or remote computing service [to] disclose a record or other information pertaining to a subscriber

to or customer of such service to any person other than a government entity." § 2703(c). The

Cable Communications Policy Act leaves cable operators free to use subscriber information

internally and obliges them to secure affirmative consent only when releasing the information to

unaffiliated third parties. 47 U.S.C. § 551. MCI's assertion that the Cable Act "creates an 'opt

failure of a consumer to reject goods or services as the acceptance of a sales offer, when, under
traditional contract law, an affirmative response accepting the offer would be necessary.")



in' scheme much like that set out in the CPNI Order" (MCI Br. 7 n.6) is simply wrong. The

FAA regulations cited by MCI, 14 C.F.R. § 243.9 (MCI Br. 7 n 6), govern only passenger

manifest information that airlines are required to collect by FAA rules (e.g., for notifying next of

kin in the event of aviation disasters). The regulations do not restrict airlines' ability to use or

disclose frequent flier records or other information obtained by airlines in the usual course of

business

The fact remains that there is no federal statute anywhere in the U.S. Code that remotely

resembles the CPN] Order. The FCC failed to appreciate the unique nature of its rules. Surely

Congress would have spoken more clearly in Section 222 if it had meant to authorize such a

radical deparhlre from prior legislative approaches and commercial practices

THE ORDER RAISES GRAVE QUESTIONS UNDER
THE FIFTH AMENDMENT

A Carrier Is Not A Mere "Custodian" Of CPNI

The statute provides that "a cable operator shall not disclose personally identifiable information
concerning any subscriber without the prior written or electronic consent of the subscriber
concerned and shall take such actions as are necessary to prevent unauthorized access to such
information by a person other Ivan the subscriber or cable operator." 47 U.S.C. § 551(c)(l )
(emphasis added). The statute specifically permits a cable operator to disclose subscriber
information when"necessary to render, or conduct a legitimate business activity related to, a
cable service or other service provided by the cable operator to the subscriber." 47 U.S.C. §
551<<=)<2><A> (emphasis added)

MCI also cites a variety of state statutes regulating disclosures of nonpublic customer
information by banks with respect to the marketing of insurance products. MCI Br. 7 n.6. Some
of the statutes restrict only the disclosure of information to third parties and do not prohibit the
use of the information by the bank itself. Et., NJ. Stat. Ann. § 17116K-3, Conn. Gen. Stat. §
38a-775(d). Other statutes impose a limited restriction with respect to insurance products, an
area where states have found such rules necessary to prevent deceptive marketing practices. The
rules do not affect the ability of banks to use the nonpublic information at issue for any other
business purpose, and the rationale behind them is inapplicable here. in short, none of the
statutes is remotely comparable to the CPNI rules, and none of them supports respondents
argument



The FCC contends, without citation. that a telephone company holds CPNI merely as a

"custodian" for its customers, "for the limited purposes of performing its services as a telephone

company." FCC Br. 23. But no respondent cites, let alone addresses, the Supreme Court`

holding that even a public utility (let alone a local telephone company, which by federal law

cannot hold a local franchise and is subject to competition, 47 U.S.C. §§ 251-253) does not stand

in a fiduciary relationship with its customers. "The relation between the company and its

customers is not that of partners, agent and principal, or trustee and beneficiary." Board of Pub.

Util. Comm 'is v. New York Tel. Co., 27] U.S. 23, 31 (1926). "Customers pay for service, not for

the property used to render it.... By paying bills for service, they do not acquire any interest,

legal or equitable, in the property used for the convenience or in the funds of the company." Id

See also Simpson v. US WEST Communications, 957 F. Supp. 201, 206 (D. Or. 1997) ("as a

matter of law, ... a telephone company is not in a 'fiduciary relationship' with its customers").'

Furthermore, confidential customer information, including records of customer

purchasing habits, has long been deemed protected commercial property. See, e.g., De Vries v.
/

Starr, 393 F.2d 9, 13 (10'*" Cir. 1968) (confidential customer list is a trade secret), Restatement

(Third) of Unfair Competition §42, comments (e) and (f) (1995) (business information such as

customer lists are protected property), Melvin F. Jager, Trade Secrets Law § 3.03[2][c], at 3-45

(1998) ("customer identities and related information can be a company's most valuable asset"),

Edward C,Wilde & Gary A. Nye, The Customer Lie! as Trade Secret, 2 Intellect. Prop. Law 135,

139 (1994) ("personal information concerning customers constitutes protected confidential

12 The Supreme Court rejected a much more modest position than that advanced by the FCC here,
in holding that the "extra space" (up to one ounce for first-class mailing) in public utility billing
inserts could not be appropriated bY a state public utility commission and used to force a utility
to distribute the messages of a pro-consumer group. Pacyic Gas & Electric Co. v. Public

1
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. . , 1 . .Information' ). J Indeed. cases from vlmlallv every state confirm the property' Interest in

confidential customer information.
14

I

Utilities Comm 'n, 475 U.S. 1, 17-18 (1986) (plurality opinion). See also id 22 n.1 (Marshall, J.,
concumlng in the judgment).

13 See, Ag.,Sigma Chemical Company v. Harris, 794 F.2d 371, 374 (8th Cir. 1986) (company
records of customer purchasing habits were protected trade secrets);Zoecon Indus. v. The
American Stockman Tag Co.. 713 F.2d l 174, 1179-80 (5"' Cir. 1983) (memorandum containing
the names, addresses, and purchasing characteristics of a btlsiness's customers is a trade secret
under Texas law); Hollingsworth Solderless Terminal Co. v. Turkey, 622 F.2d 1324, 1331 (9"'
Cir. 1980) (Kennedy, J.) (salesman's experience with plaintiffs customers, their buying habits,
purchasing history, arid other special considerations raised issue of fact as to whether knowledge
of salesman constituted protectable trade secret),WR. Grace & Co. v. Hargadine, 392 F.2d 9, 16
(6th Cir. 1968) ("customer books and customer service information materials ... clearly belonged
to" the manufacturer that compiled them), All West Pa! Supply Co. v. Hi!! 's Pet Prods. Div., 840
F. Supp, 1433, 1438 (D, Kan. 1993) (customer purchasing patterns, sales volumes, and payment
histories could qualify as trade secrets).

14Tyler v. Eufaulo Tribune Pub. Co., 500 So.2d 1005 (Ala. 1986), Amex District. Co. v. Mascara,
724 P.2d 596, 602 (Ct. App. Ariz. 1986), Alien v, Johan, Inc., 823 S.W.2d 824, 827 (1992), Reid
v, Massacnusens Co., 318 P.2d 54, 60 (Cal. App. 1957), R&D Bus. Sys. v. Xerox Corp., 152
F.R.D. 195, 197 (D. Colo. 1993), Holiday Food Co. v. Munroe, 426 A-2d 814 (Conn. 1982),
Delmarva Drilling Co. v. American Well Sys., Inc.,No. 8221, 1988 WL 7396 (Del. Ch. Jan. 28,
1988), Unistar Corp. v. Child, 415 So.2d 733, 734 (Fla. App. 1982), Avner, Inc. v. Wyle Labs,
Inc., 437 S.E.2d 302 (Ga. 1993),Stampede Tool Warehouse, Inc. v. May, 651 N.E. 209, 214 (Ill.
App.), review denied, 657 N.E.2d 639 (1995), Ackermanv. Kimball Inf 'l, 652 N.E.2d 507, 509
(Ind. 1995), Basic Chums., Inc. v. Benson, 251 N,W.2d 220, 228 (Iowa 1977), Koch Eng 'g Co. v.
Falconer, 610 P.2d 1094, 1104 (Kan. 1980),Wright Chem. Corp. v. Johnson, 563 F. Supp. 501
(MD. La. 1983), Space Aero Prods. Co. v. R.E. Darling Co., 208 A.2d 74 (Md.), cert. denied,
382 U.S_ 843 (1965),Jet Spray Cooler, Inc. v. Crompton, 282N.E.2d 921, 926 (Mass. 1972),
Chem Trend, Inc. v, McCarthy, 780 F. Supp. 458 (E.D. Mich. 1991),Surgidev Corp, v. Eye Tech,
Inc., 828 F.2d 452, 455-46 (8th Cir. 1987) (Minn. Law),National Rejectors, Inc. v. Trieman, 409
S.W.2d 1, 18-19 (Mo. 1966),Cudahy Co. v. American Labs., Inc., 313 F. Supp. 1339, 1343-44
(D. Neb. 1970), Home Gas Corp. v. Stratford Fuels, Inc., 534 A.2d 390 (NH. 1987), Mailman,
Ross, Tones & Shapiro v. Edelson, 444 A.2d 75, 78 (N.J. Ch. Div. 1982);Salter v. Jameson, 736
P.2d 989, 991 (N.M. App. 1987),McLaughlin, Piven, Vogel, Inc. v. W F No lan& Co., 498
N.Y.S.2d 146 (2d Dept. 1986), Drouillard v. Keister Williams Newspaper Serv., 423 N.E.2d 324,
327 (N.C. App. 1992),Advanced Bus. Tels., Inc. v. Professional Data Processing, Inc., 359
N.W.2d 365, 367-68 (N.D. 1984), Consumer Direct, Inc. v. Limbaugh, 580 N.E.2d 1073, 1075
(Ohio 1991), Morgan 's Home Equip. Corp. v. Martucci,136 A.2d 838, 842 (Pa. 1957),
Paramount Ojice Supply v. Maclsaac, Inc., 524 A.2d 1099, 1011 (R.1. 1987), lstAm. Sys., Inc. v.
Rezatto, 311 N.W.2d 51, 58-59 (S.D. 1981), One Stop Deli, Inc. v. Franco 's, Inc., 1993 U.S.
Dist. Lexis 17295 (W.D. Va. 1993),B.C. Ziegler & Co. v. Efren, 414 N.W.2d 48, 50 (Wis. App.
1987), Ridley v. Kraut, 180 P.2d 124, 131 (Wyo. 1947).
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The FCC's contrary view, if permitted to stand. would work a revolution not only in the
9

telecommunications industry, but in many other sectors of American commerce, including credit

card companies, grocery stores, mail-order catalogs, banks. Internet service providers. and other

companies that maintain individually identifiable customer information as a valued part of their

routine business operations. See Brief of Amicus information Industry Association. It is settled

law that such information belongs to the companies that generate, compile, and maintain it, and it

is nothing short of astonishing for respondents to suggest otherwise.

Hence, petitioners have plainly established a reasonable, investment-backed expectation

in their ability to use CPNI for productive purposes. In Ruekelshaus v, Monsanto Co., 467 U.S.

986 (1984), the Court held that state law creates a property right in trade secrets for pm~poses of

the FiM Amendment. Id at 1003-04. The Court opined that, if the federal government could

'"pre-empt' state property law in the manner advocated by EPA, then time Taking Clause has lost

all vitality." Id. Ar 1012. See also Preseault v. ICC, 494 U.S. 1, 22-23 (1990) (O'Connor, J.,

joined bY Scalia and Kennedy, JJ., concurring) (federal regulatory program works a taking if it

upsets state-law property rights),"

2. The Commission's Prior Practice Refutes Its Argument.

The FCC contends that its assertion that CPNI belongs to customers rather than carriers is

nothing new. But none of the respondents denies that the CPN] Order reflects a radical

departure from prior Commission policy. The most the Commission can muster to justify its

turnaround is an offhand reference in the AT&T CPE Relief Order, 102 F.C.C.2d 655 (1985).

15 Respondents argue that Ruckelshaus is inapplicable because there is no comparable federal
statute here guaranteeing the right to use CPNI. But state law supplies the relevant property
right. See Phillips v. Washington Legal Foundation, 118 S. ct. 1925, 1930 (1998). And here no
pre-existing federal program comparable to the pre-1978 pesticide program in Ruckelshaus calls
into question petitioners' property interest.
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However, that Order undermines rather than supports the FCC ls position. Despite its reference

to ownership, the Order permitted AT&T to use CPNI for all legitimate business purposes. In

the AT&T CPE Relief Order, the Commission allowed data collected in AT&T's telephone

operations to be shared with personnel in a different AT&T division, which sold CPE (such as

telephones) to consumers. The only constraint imposed by the Commission was a notice and opt

out requirement - the very regulatory option that the FCC has rejected in this context and that

petitioners are willing to accept.

Far 80m restricting AT&T's use of the commercial information, the FCC explained that

"AT&T's CPE sales personnel will ... have a legitimate need for access to customer proprietary

information dealing with network services. Id at 693. The FCC rejected the arguments of

AT&T's competitors that they were entitled to access to information on the same terms and

conditions: "given that AT&T's CPE sales personnel will have access to all customer proprietary

information under this plan, providing equivalent access to all CPE vendors would require

AT&T to make all its large customers' information public. Since this information belongs to the

customers, and many may not want it to be made public, this approach is also unacceptable." Id.

Thus, the FCC considered the customers' interest in the information only in the context of

rejecting an obligation that would have required AT&T to disclose its commercial information to

unaffiliated third parties. The FCC saw no privacy or customer ownership issues in AT&T's

own use of the data - even use by a different division of AT&T. The AT&T CPE Order thus

strongly supports petitioners' position here.

3. The Rules Raise Serious Takings Issues.

Respondents contend that this is merely a case where the government has affected the

value ofpropeny by regulation. Respondents implicitly concede that a regulation is invalid if, in

the words of Justice Holmes, it "goes too far." Pennsylvania Coal Co. v. Mahon, 260 U.S. 393,
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415 ( I 922). But respondents insist that whether a taking has occurred depends on "the character

of the [government's] action and its purported economic impact." MCI Br. 15. There are two

flaws in respondents' argument

First, the CPN1 rules do not simply prevent carriers from using CPNI. They also purport

to transfer ownership of it ro customers, in whom the rules vest the power of prior affirmative

consent. Respondents' do not deny that "a law that takes properly from A. and gives it to B

Eastern Enterprises v. Apfel, I 18 S. Ct. 2131, 2146 (1998) (plurality opinion) (citation omitted)

is a classic form of taldng, regardless of the economic impact on the owner A. See MCI Br. 17

(laws which "transfer ownership interest to third parties")

Second, respondents are wrong to argue that "this Court must weigh the 'public and

private interests' affectedby the CPN1 Order." CPI Br. 25 (emphasis added). The FCC, not this

Court in the first instance, has the responsibilityof examining the economic effectof the CPNI

rules, their impact on petitioners' investment-backed expectations, and the remainder of the

factors cited by respondents. The FCC has the obligation to engage in a reasoned analysis of the

takings issue. It has the duty to construe Section 222 to avoid a takings question. It is forbidden

from adopting regulations that "directly implicated] the Just Compensation Clause of the Fifth

Amendment." Bell Atlantic Corp. v. FCC, 24 F.3d 1441, 1445 (D.C. Cir. l 994). The FCC

discharged none of those duties here. Instead, the Commission - no doubt heavily influenced by

its faulty theory that carriers have no ownership interest at all in CPNI -- brushed off petitioners

taldngs claim with the blithe assertion that, under the CPNI rules, carriers would still be ableto

use CPNI for certain limited purposes. Order 1]43. Even the cases on which respondents rely

most heavily warn that "Resolution of each case ultimately calls as much for the exercise of



judgment as for the application of-logic." Andrus v. As/ard. 444 U.S. 51. 65 (I 979). Here_ the

FCC has exercised no such judgment, and the rules should be vacated on that basis. lb

c. THE ORDER REFLECTS AN IMPERMISSIBLE
CONSTRUCTION OF SECTION_222.

In light of the serious constitutional issues raised by the CPNI rules, they must be

i
I
I

vacated. Even spaN firm those constitutional concerns, however, the CPNI rules cannot stand.

The FCC construed Section 222(c)(I) in a maimer at odds with congressional intent and with the

Commission's own long-standing position that requiring prior CPNI authorizations from

customers was impracticable, Lumecessary, and counterproductive. There is no indication that

Congress in the 1996 Act sought to depart so dramatically from this longstanding regulatory

practice, or to authorize the FCC to create a special rule for telecommunications carriers utterly

unprecedented in American industry. Petitioners' opening brief demonstrated, without rebuttal,

that, in light of the significant differences between Section 222 and earlier legislative proposals,

Congress plainly did not mandate affirmative consents firm customers. Opening Br. 44.

"Even under the deference mandatedby Chevron, 'legislative regulations are [not] given

controlling weight {if] they are arbitrary, capricious, or manifestly contrary to the statute.a n

Southern Ute Indian Tribe v. Amoco Prod. Co., 119 F.3d 816, 835 (10th Cir. 1997) (alterations

in original), adj*"den bam: on other grounds,1998 WL 404549 (10th Cir. July 20, 1998). "No

deference is warranted if the interpretation is inconsistent Mththe legislative intent reflected in

the language and structure of the statute or if there are other compelling indications that it is

I
I
I
I
I

I

as The FCC contends that petitioners have no significant "unrecovered investment in the
data" because "[m]ost of the relevant costs ... in all likelihood would have been expensed for
ratemaking purposes." FCC Br. 34. But the value of CPNI to carriers is not represented simply
by the administrative costs of collecting it. The FCC has recognized that "CPNI becomes a
powerful resource for identifying potential customers and tailoring marketing strategies to

a
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wrong." Mountain Side Mobile E5Ia!c'.s' Partnership 11 Se crelwjy QfHousing & Urban Dev., 56

F.3d 1243, 1248 (10th Cir. 1995) (citation omitted). The FCC ls CPN] Order fails this test

CONCLUSION

The petition for review should be granted, the CPN] Order and accompanying rule

amendments to 47 C.F.R. §§ 64.2005 and 64.2007 should be vacated, and the matter should be

remanded to the FCC for further consideration

Respectfully submitted
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¢¢qg4¢slq34¢,,;n_ ¢¢¢,1,¢,,l5;¢;in.¢ Iulhiare¢ud,ple:sebeldviled&u:Qwestdo¢smonWn
manly My an Ms canidenduliry provulons of dzese conuucu an proton: CPNI. The employees ofzhwe
5wl¢¢9Ivvi4l\4vl£&&» samnCP'!¥!wannauthzweseivndbyqwugrmloyees.i1==1wli==%4° rv¢l1v=

'° =Films\h¢p¢np¢.illI¢41i=ns¢fCPN!.
"1l14i1l WI imywvuuse OfCPT4TbYQW$$I agents.

did: baandbooan, manuals and I¢:dvrs. and s web ume illfwliation :ounce mat
Mvrwver, there have be lnrupnrted mouses or problems

| As vs know. some of our activities are handled by comuactous as well as employees. We
wndcuumdyuuiguiqrrobedincud Rudu: use: uFCFNI 'm ennnlecricnwilia sans-activinics,-so bare
wnnsmnaqunIn Hz" aclivltill, we hmvaianhldcei Mn.. nnmnlnu. 1fu=» ¢» » s==¢n>n engage in no
e l k s have access to-some CPNI Ispoc i icsdly.  in eannnc l ion wish cuswomzr wlvm.

Billil( ld d0ll1¢liuls,» snddIc \amimuuiv'¢ handling of dirscl nnalilings), we have auf enclosed :hoe
wnlnsu. haillilin1n.Qns1hss ennblisissdrelnionNaips vviuh uunsherofsgoao who :all Qwest
nrwiwaaa-vim suwy un 1» » 1» =¢s¢~. uotresidcnlill c1'nu@ulr=s.~¢'r11es¢ was sig; s :bun contact

lnordcnu ensuredaspropahandlingurrbe :des Wdsmvicow

indllding CINE, 'llllidi the seams speemcauy =s=== mproueur. A copy of ds font of authorization is :Bo
entlnald.

s Par yum: eonvcaieoco, ws are also enclosing n list canmiming the uamrs of each vtmébt for which
Ivunpmdudugouulnszs. As Imcut icuadlncurphonecnnvarsul ianycstculay, inafow insuncu we

have ltdlmld calm pnzlng mnfbnnadun Md sezvicc Uamdards Euuuum these comm. Tolht 51831 Ir is
P° "1b1¢~ ws also :Gk $81 all documents we have prbducccl be klux chntidenrisl, and to this end, we have so
Iullrsd lbs ddcuunllunns.

vlri¢Qwu||na|yorwh1c&1u:n=|ns¢d- . _ .
dna h1uailuun,¢l\g¢nB receive p=xnnMian &um the cxmomnr w ueess M ancmmr lBf°\*W0°1~
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Pw\\lA-l\\llil»El|l-
Fll\"IIf1'7.2008
I'qllT\l4o

818 |
ll. Undue m' no order the lllvice, the follmwllng infunnadon is

lpl¢Q.\adBPplunp\l¢hlsld xo?lan)
due danbreaammnmumr . Widanutdus mfo|n:auou&om|h|r.1oron|=1.Mic1~o1ohwouldbe
uulbhuosetupludbillfafWslavicevrdmndbyiu cuswuna.

Ycuhn::¢n1ml¢innnusthumlroo-nudcedn; lmnguawn:MWMuksusMwhe1-abycnuwmusx
pdupivmh*Ii¢Iol0ll&atW¢lvdr5Mic!0soh'l I5Plervisspownr¢dbynQwmD$L

zuaagennnnx, if a¢ullomel¢n11IQwes
pNaundnadin-uanUnhlinuunnz name, address, tekphons mumber,:yp¢ofwnn.ecdon(is

(i.¢.,Mis1ul¢l¥Bas.
ofsaviu

'I DSL
In addition, Qwest pmvidus Miczcsott with a

Addidan111y,anlnaiznu euswnmusrWerfeuil DSL service dixvcdy &om Qwest for use wM
otha:-ISPssvllchll&¢linknrAmdclOnl5n:. Insuchcases.Qwmpthmandfonvudsdmesanw
iufamtioawtec mn'|¢:hosenlSPas&ats=nnoMia-osott. Alglian, withaur lhisinfo1madonmxc
=i1n¢¢nWan~Ndmu¢zup hsmvkamamuuomerhua uudncd.

¥hul11y,uywlmow,Qwe¢thaswM¢wulsplansw:hanQjNIImnu;diEc:mzdivilioalin
¢¢¢cqm y, wi!ld¢flriu ;ioaonwhen\ndhowirnnxxhtduluun&1lRerd:eFCChuan

CAN! We sincmlyhapc thnQwen's v»'idI¢awul fits previously
lnnluvlmlnce4pl;gl,dnqg .I
remain: eomlunriuedun probacin¢¢»pnvl.cy mxereszs ofiscustcumcrsand ¢nsuri11X\i1H¢#l=°°SW= use of
WN1 1oenMlm¢oowMsppliwbI¢la1v.

appumtmily no kill: ow
with the other mfolmlunn pruvmded uh Zhu hum llayi your cnncefus. Qwest

Should vs have qucsdons concern; regarding the information provided with this letter, or my
Iillihlt quggmm trawl! Qwusfs pa ' . plebe 49 not hesitate tn conbctme.

Sincere! ,

.H

Bnchuwuu

I

s MicwuoN yurchues the DSL sefviss for its curzamczsamQwssrpursuzxnr to a 6=dm1 udfi
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C0lNTR1l\C'1'S PRODUCED BY QWEST WITH LETTER TO
An1zo1~1A ATTORNEY GENERAL'S OFFICE DATED FEBRUARY 7, 2002

1. Aegis CuIlmtunieatinns Group, Inc. .
2. ApAcculwn=rs¢:vic¢=,1n¢. (contxacthasbe¢nl\dI¢:1¢d8¥t11¢ =vwl1=r'=

141411) .
3. Aidan: Coutpcuuhun
4. Bi-Lingua! Soluciones
s. cams runners .
6. Cunmuqgn Conrponltmm
1. Dd9alIlh Dim: It. L.L.C.
s. Nina Marketing Saviees
9. Focus Coannuunuicadous
l o . Kipuunr Pwd\l¢ti0IDls, Ltd.
11. Lrnnueez m-=1===i=-s
12. Mnllnlinn Do Mexico SA
13. Phi!  2 Wuuons, Inc.
14. Pkinnhlldceting Group
15. Rilirl*lllIl8¢l¥1i° 'n Aluunamiv° s. Inc.
16. Swnhaianud Group. Ltd.
17. Sgnnuggr Sohdons
i s . Tdac ( A r a s Worldwide)
19. Re l i nk  s i gns,  Me.
20. Telqnaiiunmlmee USA
21. T womlvade, Inc.
22. Telcltceh Cusuumer Cue Management (Co1oxad0), In¢- (° ° '"*° ° * has been

ltdlwtnd u the supplier's request)
Tnmeom USA
Tele-Savicing lnuulovdofus (TSI) _
wiz r~» -===-ukedma Co!pomion tconnw has hw: waded at the supp1u:r*s
nquesr)
Sample Qwest Sales Agent Agxecnn t and Letter ofA8¢u° y (\'¢¢i8=Wd)

23.
24.
25.

26. -41
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PACIFIC Fl€TELEslsit HlrTi5liI1

UNBCIDI

nasal Hegulalory E.eLauans

1275 Fennsvlvama Avenue N W Supple 438

Washlnglon. D.C 20004

WG!! 383-5423 e Jr?*mf
Group-Woshingxon

January 16, 1997
red To

» l11I41 rrlU1

--- Ana ¢lb1l1111991lb4l11ll4l

iacsuyg-u1¢~lll¢4» ol

EX PARTE

William F. Caron
Acting Secretary
Federal Communications Commission
Mail Stop 1170

1919 M Sweet, N.W., Room 222
Washington, D.C. 20554

Dear Mr. Caron

Re : CPNI, CC Docket No. 96-115

Today, Alan Westin, Professor of Law and Public Government, Columbia University, Rex
Mitchell,VicePresident, Regulatory, Pacific Bell, Michael Yourshaw of Wiley, Rein &
Fielding,PeterFilon, 'item, Columbus School of Law, Catholic University, and I met with
Regina Keeney, Bureau Chief, A. RichardMetzger,Jr., Deputy Chief; Laurence Atlas, Associate
Chief, Paul Gallant, Assistant to the Chief, Common Carrier Bureau, and William Kehoe III
Dorothy Tl Atwood and Gayle Teacher, all the Common Carrier Bureau, to discuss issues
summarized in Attachment A. Copies of "Public Attitudes Toward Local Telephone Company
Use of CPNI", included as Attachment B, were also distributed. Please include these materials in
the above-referenced docket. We are submitting two copies of this notice, in accordance with
Section 1.206(a)(1) of the Commission's rules

Please stamp and return the provided copy to coniimn your receipt. Please contact me should
you have any questions

Sincerely yours

/2

tmchmems

L. Atlas

D. Ahvood

p. Gallant
R. Keeney

B. Kehoe
A.R. Metzger

GQTeicher

ms 27 1997
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Introduction

Pacific Telesis Group commissioned Opinion Research Corporation of Princeton

New Jersey (ORC) and Dr. Alan F. Westin, Professor of Public Law & Govcmment at

Columbia University, to develop, conduct, and report theresults of a national survey of

public opinion about the use of customer proprietary network information (CPNI) by

telecommunications coniers. We will refer to this as the "CPNI Survey

Pacific Telesis believes the CPN! Survcy's findings represent a fresh and highly

valuable contribution to the Federal Communications Commission's CC Docket No. 96-

l15 Rule Making

Dr. Westin is widely considered the nation's leading expert on information privacy

and is publisher of Privacy & American BusiNess. the well-known national report on

business-privacy issues. He has been the academic advisor to 22 national surveys on

privacy since 1978, 15 of these with Louis Harris and Associates and 7 with Opinion

Research Corporation. (A Privacy Vita for Dr. Westin is included as Appendix A)

Opinion Research Corporation has been, for over 50 years. a leading U.S. and

international survey research firm, with a long roster of business, government, and non

profit clients. (A description of ORC appears in Appendix B) ORC conducts a weekly

omnibus teleplionesutvey ("f`A.R.AvAn")ef a national Pt Ullldbili[y sample of 1,000 adults

18 years of age and older, living in private households in the United States. (A description

of the weekly CARAVAN survey is included as Appendix C)

The questions relating to CPNI were placed on the wieldy ORC CARAVAN

survey for November 14-17, 1996. (A full description of the methodology usedand

demographic make-up of the sample of 1,011 adults responding to our questions will be

found in Appendix D) A copy of the entire CARAVAN question set relating to CPNI, with

the tabulationsobtained, hasbeen attached as Appendix E

This report to the FCC has been written by Dr. Westin. It was reviewed for

accuracy and completeness of data presentation by Opinion Research Corporation and

approved by ORC for public neiease
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1. Public Concerns About Threats to Privacy Are Very High and Still
Rising

The CPN1 survey asked four questions about privacy attitudes. to probe levels of

concern and definetheenvironment within whichtheFCC's CPNI Rule Making is

unfolding.(Weput these four questions at theendof thesurvey, to avoid any influenceon

the specific CPNI issues that might beexertedby presenting respondents at the outset wide

privacy»oriented questions.)

Our basic, long-term trend question (developed by Dr.Westinand used in national

privacy surveys since 1978) asks respondents: "How concerned arc you about threats to

your personal privacy in America today." The choices given are: "very conoemed.

somewhat concerned, not very concerned, or not concerned at all."

When first asked in 1978, in the aftermath of Watergate, the response was 68%

concerned -- 33% "very concerned" and31%"somewhat concerned". Whenaskedin mid-

1995, after issues of consumer, employee, and citizen privacy in the increasingly

computerized government and business environment had been widely discussed in the

mass media in die l990's, 82% of the public said they were concerned - 47% saying "very

concerned" and 35% "somewhat concerned."' .

In the CPNI Survey, far from receding, concern about privacy continued to climb.

Eighty-nine per cent of the public in November of 1996 -- almost nine out of ten Americans

-- now say they are conccmed about privacy threats. And. 55.5% now saytheyare "very

concerned" with 33. I % "somewhat concerned."

An 8.5%rise in "very concerned" sentimentwithinoneyearindicates clearly that

public apprehension about privacy threats has not "crested", rather, it is still rising

significantly in the late 1990's.

2. Public Concern is Also Very High Over Uses of Consumer Information
by Businesses

A set of three additional privacy-trcnd questions on the CPN! survey asked

:respondents whether they agreedor disagreed with a number of statements about privacy.

The answers tothesequestionswerenot only useful in themselves, compared to replies on

these questions recordedinearlier years, but also to create a High, Medium, and Low

concern About Privacy Index. This was used to see how respondents with certain attitudes

-- such as interest in hearing about new telephone services or having exercised an opt our -

divided along lines of intensity of privacy concern.

I Figures for this question between 1978 and1995 appear in The Equifax-HarriJ Maki-Decade Consumer

Privacy Survey, 1995. conducted by Louis Harris & Associates and Dr. Alan F. Westin.

3



(AS we will see, majorities of respondents scoring either High and Medium in their

concern about uses of consumer information accept an opt out procedure for the local

telephone company communicating to them about additional services.)

The questions that made up our index were 8 follows:

• 83% of the public agrees that "consumers have Las! all control over how

personal information about them is circulated and used by

companies.xi

This is up from 80% agreeing to that statement in 1995.2

• 72% of the public agree that "If privaey is to be preserved, the use of

computers must be sharply restricted in the future." This is up f rom

67% stating such agreement when the question was last asked, in 1994?

'52% of the public disagree that "Your rights to privacy as a consumer are

adequately protected today by law or business practice. " [No exactly

worded previous question is available for trend-line use.l

These concerned responses of the American public about business uses of

consumer information, the uses of advanced information technologies to process consumer

and citizen data, and weaknesses in existing law and business practices all justify the

FCC's current attention to assuring that telephone service providers meet the public's

legitimate expectations of privacy in the use of their customer information for marketing

purposes.

The balance of the CPNI Survey was devoted to exploring just what those public

expectations are, and what policies the public would like to see used in the handling of

customer information.

3. At the Same Time, Very Large Public Majorities Favor Businesses Being
Able to Inform Their Customers About New Services

As many previous consumer privacy surveys have documented, the public's

concern about how consumer personal information is used by businessesdoes NOT mean

that the American public wants to stop receiving cornrnunicarinns aboutp uersand

services from the businesses they are already patronizing.

To test this outlook in late 1996, the CPNI survey asked respondents the following:

When you are a customer of a business --» such as a bank, a dep-
artmen! store, an insurance company, or a local telephone service -- do you
consider it acceptable for this business to communicate with you f rom t ime

2 ibid.
J The Equgfax-Harris consumer Privacy Survey, 1994.

4
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ro time about new products Ar services, or special discounts they are
offering to their customers they think may be of interest or benefit to you?

Almost nine out of ten members of the public - 88% - add receiving such

infonnational communications from businesses they patronize would be acceptable to them.

Such communications were approvedevenmore strongly than thepublic at large by

the following groups:

18-24 year olds..

25-34 year olds..

African-Americans..

Hispanics..

Persons who order many additional telephone
services. 94

93%

92

93

91

People who are aware of and have used an
opt out from any business.. 92

4. Offering an Opt Out Procedure Raises Public Acceptance of Such
Business Communications to Customers to 93%

Twelve per cent of respondents (117) had said such business communications were

either not very acceptable to them or not acceptable at all. These respondents were then

asked a further question:

Would it become acceptable to you if this company offered you the
opportunity to "opt out" or decline to receive information about new
products or services or special discounts, and contacted only those
customers who did NOT "opt out"?

Pony-two percent of these 117 respondents said yes. When these 49 persons an

added to the 88% that found business communications to existing customers acceptable, a

total of 93% of the American public finds such marketing acceptable.

5; Local Telephone Companies Are Among the Business Qrgani'n\fions
Most Trusted by the Public to Use Customer information
Responsibly and Protect Its Confidentiality

Past consumer privacy surveys have documented that public confidence in the

voluntary privacy and fair information practices policies of business organizations is highly

correlated with the overall level of trust that the public has in how a particular industry

handles the personal consumer information Ir collect and uses. When trust in an industry is

very low, based on public perceptions (and dominant media treatment) of an industry's

5



Public trust that organizations collecting information about consumers use
such information in s "responsible way" and "protecting its confidentiality"

Type of Organization High and Medium Trust
.__"....--. . . . . . -.......--......---...» -.....,.-...-.. .. .. ......~.. . . . . . - - . . . . . - -.......--.....-....» .-. .. . . . . . -

.¢¢

~~ 79%

78

vs

76

72

Hospitals..
Banlcs..

Employers..

Local telephone companies.. . . . . .

Long distance telephone companies..

rss---¢ 1oon;-nu1.-1--noooIs-I¢ ¢ ¢ .¢ .» » 0¢ ¢ nou1--1-¢ ¢ ¢ » ¢ ¢ .» .-¢ » » » ¢ .-» ¢ » » ~11» » !» ¢ 4» --» » § o

Health insurance companies...

Cable television companies....

Credit' card companies... .

66

66

64

»

» »

u u

64¢Life insurance companies...

.» ----;» -~» ¢--nn..--¢u» l¢---¢¢¢¢-¢¢» 4¢..-no..-¢-» » » ¢¢---onus:--u» q~» ---¢» ~¢» » ¢¢» -un..

i s

43

40

Credit bureaus..

Private investigators.. .

Companies that sell to consumers at their
homes, by direct mail...

failure to neat consumer information in ways the public considers responsible, the public

will favor legal duties and regulatory enforcement, rather than the publics usual preference

for voluntary policies and market-based dynamics.

With this well-documented trend in mind, the CPN1 Survey asked respondents to

indicate their level of trust in twelve types of industries, with the following question:

I will read you a short list of organizations which collect and use
information about consumers. On a scale of I to 10, HOW MUCH DO YOU
TRUST THEM to collect and use information about people like you in a
responsible way and protecting its confidentiality. Answering "I" means
you do not trust them at all and "10" means you have complete trust in
them.

Our analysis combined answers of 10, 9, and8 into a "High Trust" rating, 7, 6, 5,

and 4 into a "Medium Trust" rating, and 3, 2, and I into a "Low Trust" rating. Following

the procedure used in past consumer privacy surveys. we ranked the 12 industries in terms

of a combined High and Medium Trust rating* producing the following pattern:

I

J

6
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The twelve industries fall into three clearly-differentiated segments. in public

estimation. The five types of organizations receiving more than seven out of Len Americans'

medium to high trust ~- hospitals, banks, employers, local telephonecompanies, and long

distance telephone companies - represent industries whose promises of proper handling of

consumer information enjoy very broad public confidence.

The four industries in themiddle segment - health insurance companies, cable

television firms. credit card companies, and life insurance companies - enjoy a two-out-of-

three Americans' trust rating, a quite creditable standing in an eramarkedby general

distrust of government and many sectors of business and non-protit organizational life.

Finally, direct marketers, credit bureaus, and private marketers were given a

medium to high trust rating by less than a majority of the public.

For thepurposes of the FCC's CPNI Inquiry, the finding that 77% of the American

public have medium to high trust in local telephone companies gives strong support to the

idea that a voluntary program of notice and opt outs in local telephone company use of

customer information for offering additional telephone services would be regarded with

confidence and approval by more than three out of four Americans.

Have you ever had the company you use for local telephone service
release the personal information they had about you in a way you thought
was not proper?

6. Less than 10% of the Public Say Their Local Telephone company Has
Ever Released Their Personal Telephone Information Improperly

Another indication of the level of confidence that the public presently has in local

telephone companies was explored by the CPNI survey with the following question:

7.

Only 9% of the public said that this had ever happened to them. Eighty-two per cent

said it had never happened, and 9% didn't know or didn't answer. By contrast, 25% of the

American public said in 1993 that they believed an organization than had their medical

information - such as a doctor, hospice, clinic, or health insurance company -- had

released their medical information in a way the respondent thought was improper.' _

Large Majorities Say They Would be Interested in Learning From Their
Local Telephone Company About New Telephone Services

Many new consumer services are being developed by local telephone
companies today. These include voice mail, long distance calling plans,
cellular telephone service, expanded cable television or home interactive

Turning specifically to telephone services, the CPNI Survey posed this question:

* The Harris-Equifax Health InforvnaxionPrivacy Survey, I993.

7



video services. How interested would you be-in having your local
telephone company inform you about such new services from time to time?

Almost two-thinds of the public - 64% - said they would be interested in being so

informed of new services by their local telephone company.

8. Large Majorities Also Say it is Acceptable for Their Local Telephone
Company to Look Up Their Records and Offer Them Additional
Services, and Offering an Opt Out Increases This Majority to 82 %

Turning to how the local telephone company selects customers to receive offers of

additional services and benefits, the CPNI Survey asked this question:

Your local telephone company may also look at its customer records
to see which of its current customers it thinks would be most interested in
or '
for your local telephone company to look over customer records for this
purpose?

benji! from hearing about new services. Do you consider it acceptable

Again, almost two out of three members of the public -- 64% -- say this procedure

would be acceptable to them. When the 36% who said Ir was NOT acceptable were asked

whether providing an opt out procedure would make tllis record-based communication

process acceptable, 45% said it would.

Combining those initially favorable with those becoming favorable if an opt out is

provided produces a majority of 80% for this customer~record-based local telephone

company communication process.

9. Similar Majorities Accept Checking Customer Records and Offering New
Services During Service Calls

Looldng at another common use of customer account records by local telephone

companies, the CPN] Survey asked'

When you call your local telephone company to discuss your
services, the customer service representative that you speak with normally
looks up your billing and account service record. As o result of talking
with you and seeing the services you already have, the representative may
a'.:a wan: Ra v_,_,"¢f you new services. On that call, do you consider it
acceptable for the representative to offer you new services?

More than two-thirds of.the public - 69% -- say that such customer-account-based

communication to them from a customer service representative would be acceptable.

(Since local telephone companies say dteir custorncr service representatives ask the

person they are talking with whether it is all tight to tell them about new services, an oral

"opt out" is built into this process.)

8



10. Positive Views Toward Local Telephone Company Use of Customer
Information Are Held by Majorities of All Demographic Groups

The questions we have reported were not close calls of the 51-49% vaxicty; rather

as noted, they drew approving majorities in the 64-88% ranges. It is not surprising

therefore. but important to note, that majorities intavurof local telephone companyuse Qt

customer informarien for the marketing nmctxlures DmentW were 1eeistered fer all Me

demographic sub-groups that make up the ecneral public- young, middle-aged, and older

persons; lowest to highest incomes, black, white, and Hispanic, male and female;lowest to

highest education; conservative, moderate, and liberal political philosophy; urban

suburban, and rural community dwellers; and by Northeast, North Central, South, and

West regions

In terms of the FCC's mission to protect and promote "the public interest," this

overall pattern of general-public and demographic-group majorities represents an important

input to the FCC's CPNI Proceeding

At the same time, it is irrtponant to note that many groups that the FCC is often

especially concerned to protect. and to see well served in telephone services, were even

more positive toward customer-information-basedserviceoffering than the public as a

whole. For example, we saw in Section 5 that 64% of the overall public say they would'be

interested in having the local telephone company inform them about new telephone

services

However, among the groups that scored well above the public's 64% in their

interest in receiving such informationwere

Hispanics
African-Americans
Women..............

18-24 year olds
Persons who have used an opt out

FersOns who_order' many additional telephone
serv i ces

I: seems particularly useful to note that higher interest in receiving local telephone

company communications on new services was registered by almost three out of four

persons (72%) who have exercised an opt out fromthird~panymarketing use of their name

and address

Analysis of the people who haveusedoptouts indicatesthat they an at thehighest

levels of privacy concern (as reflected in the privacy questions on the CPNI Survey, #14

and 15 A, B, and C) The CPNI survey found the respondents who have used opt outs in



majorities at the 80% level.

- This very high approval for CPNI use by local telephone companies parallels

the survey's findings as to initial approval and then op: out proccdunes for

businesses in general communicating with their customers to offer

additional services.

• 10

other business setting are willing to change their position from initial disapproval to

positive views of customer-records-based communications by local telephone companies

whenour follow-up questions asked whether providing an opt out would make such

practices acceptable.

11. The Public Divides About Equally Between Offering an Opt Out in the
Monthly Bill and Sending a Separate Mailing

To explore how the public would like local telephone companies to notify them

about opt out choices and procedures. the CPNI Survey asked:

If your local telephone company provides you with an opportunity Ra
"opt out" or decline to have your customer information used in this way,
would you prefer receiving such a notice and "opt out" opportunity in your
monthly telephone bill or in a separate mailing to you?

The public was almost evenly divided.on this matter- 5 I % preferred a separate

mailing: 46% chose the monthly bill; and 4% gave no opinion.

Summing Up

In terms of the FCC's CPNI Rule Malting, the November, 1996 ORC survey data

show (hat:

• Large majorities of the American public believe it is all right for their local
telephone company to communicate with them to offer additional services,

whether by looking up their records to identify those likely to be

interested in or benefit from such services or during calls from

customers being handled by customer service representatives,

• When respondents who do not initially find such customer-record-based
communications acceptable are told that an opt out procedure would be

available, almost half of these say that this would make the communication

to them acceptable.

• Addng those for whom the opt out makes the communication acceptable to those
who odizinatlv annmvai Rf the Cnrnmlmirsninn mwia.-¢ Fnunnahln
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Privacy Activities of Professor Alan F. Westin, Columbia University

General

Alan F. Westin is Professor of Public Law and Government at Columbia University
where he has taught for the past 37 years. '
of Florida, his LL.B. from Harvard Law School; and his Ph.D. in poljtxcM science from Harvard
University. He is a member of the District of Columbia Bar, the author or editor of 26 books
and has been listed for the past three decades in W1-ln's Who in the Tlnitegl State;

Bom m 1929. he earned his BA. from mc University

Privacy Activities

For four decades, Professor Westin has specialized in studying, writing. and consulting
about the impacts of `mformntion technology on individuals, organizations. and society

1. Writing and Speaking

Dr. Westin's award-winru'ng 1967 book, Privacy and Freedom. is considered the leading
work in this field, Other books he has written about privacy include' Drpnhirnlrs inc Fpm
Society (1972), with Michael Baker, for the National Academy of Sciences. and two monographs
for the U.S. National Bureau of Standards on Computers Hvvilth Rrgnrds. and Citizen Right;
(1976) and Computers. Penrnnnel Administration aqrl Citizen Richti (1979). He is currently
completing a new book for the Columbia University Press oh "The American Public and
Privacy: New Roles and Rules for the Computer Age

In addition to publishing in law reviews and scholarly joumads, his articles on privacy
issues leave appeared in the New York limes. Wall Street Lgimil, Egmm§,Business WI-4-.\r, the
Los Angeles Iino-, Newsdny, and many industry, trade, and technical publications

He has discussed privacy issues often on such television programs as the Today Show,
CBS Moving Show,
has spoken about privacy issues at the national conventions of more than two hundred business
professional, and govemmcntad associations

the McNeil-Lehrer Show, and many others. In die pat three decades, he

2. Governments Work

In the governmental arena, he was consultant to Senator Sam Ervin Ir. in drafting the
Federal Privacy Aet of 1974; a Presidential appointee (by Rjchnrd M. Nixon) to the National

Privacy Protection
commission (1975-77); Privacy Consultant to the New York State Identification and Intelligence
System, and Project SEARCH; and a member of Privacy Task Forces for the U.S. Department of
Commerce, General Services Administration. Social Security Administration, and other federal
agencies

Wimrngping Commission (1973-76); Senior Consultant to the U.S.

He has been chair or a member of more than 20 panels of Lite U.S. Office of Technology
Assessmenton privacy issues over the past two decades. Dr. Westin has testified frequently since
the late 1960's before dozens of Congressional and state legislative committees on privacy issues
involving credit, employment, medical and health records. banking. insurance, law enforcement
telecommunications, credit cards, and other issues



During the 1970's. he was Vice Chairman of the New Jersey State Commission on
Individual Liberty and Privacy, which held extensive hearings on privacy issues in banking.
insurance. public records, health records, and other sectors, and sponsored several privacy bills
that were enacted by the New Jersey legislature

3. Public Opinion and Survey Work

Over the past 18 years, he has been the academic advisor to Louis Harris 8; Asocintes for
fifteen national public and leadership opinion surveys of privacy conducted 'm the United States
and Canada

These have included national surveys on "The Dimensions of Privacy" (for Sentry
Insurance, 1979), "Consumers 'm the Information Age" (for Equifax, 1990, aridEonSumer
privacy surveys in 1991, 1992, 1994, 1995, and 1996); "Consumers and Privacy in the
Information Age" (for Equifax Canada, 1993); "Health Information Privacy Survey, 1993" (for
Equifax Inc.), "Workplace Privacy Issues," for the Educational Film Center, 1993: "Credit and
the Consumer, 1994" (for WSA and Masterfland); and "kxteractive Services, Consumers, and
Privacy" (sponsored by Bell Atlantic. U.S. West, and Citicorp Technology Resources), 1994

He has also designedand supervised seven proprietary or public surveys on privacy issues
for business Finns and industry associations in collaboration with Opinion Research Corporation
of Princeton, NJ. A recently-released public survey done with ORC was on "Public Attitudes
Toward Finger Imaging as an Identification Technique" ( for National Registry, Inc.). 1996

4. Private-Sector Consulting, Training, and Advocacy Work

to several dozen corporations. In the early 1970's, he developed IBM's employee privacy

l980's. He has been the principal consultant for new privacy codes by such companies as
' and Security Pacific National Bank. Among the other firms for

which he has been a privacy consultant for consumer and customer privacy issues are Citicorp
Prudential, Astra Life & Casualty, Nabisco. A.T. & T., and many more

In the private sector, Dr. Westin has been a consultant on privacy over the past 25 years

guidelines. which served as a model for hundreds of other companies in the late 1970's and

American Express. Equifax,

Dr. Westin has personally conducted privacy-issues briefings for CEO's, senior
management, and Boards of Directors in over 100 corporations

5. Privacy 8: Legislative Assodata

In 1993, Dr. Westin joined with Robert R. Belair, a leading Washington attorney
specializing in privacy am! freedom of infurrnaliuu law, tu found Privacy & Legislative
Associates (P&LA), a consulting firm in Washington that specializes in privacy work. P&LA
clients include Glaxo Wellcome, Smith Kline Beecham, I*lealLhPoinL, Bell Atlantic. Pacific
Telesis, Chrysler Corpomion, Health DataExchange (a Shalred Medical Systems company)
EMX, National Registry, Inc., Image Data. VISA U.S.A., HarrisCorporation, and Science
Applications International Corporation (SAIC)

P&LA works with clients to develop innovative privacy policies and procedures; make
presentations to senior executives; conduct privacy training programs Fm' staff and operating
managers; support preparation of public relations and marketing materials presenting privacy
policies and practices; conduct proprietary surveys on the public's perceptions of client products
and services, and client privacy policies under consideration, provide representation of clients on
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pending legislation in Congress and the states, and before federal and stare regulatory agencies.
and present proposed client privacy policies for advance (and contidentiall) reactions by key
consumer, employee. and privacy groups and experts, and provide crisis-management support for
clients experiencingmajor public challenges.

P&LA also offers a monthly. customized monitoring report service for clients on an
indusuy-by-industry basis, covering emerging legislative and regulatory trends, advocacy-group
positions, litigation trends and judicial-decision analysis; analysis of published surveys and
opinion trends; and media-trend round-ups. These reports cover trends for firms 'm the credit
card, telecommunications, health care, pharmaceutical, information services, and biometric
identification industries. _

6. Privacy & Americtan Business

Also, in 1993. Dr. Westin founded (with Robert Belair) a new bi-monthly report and
information service called Privacy and American Business. (P&AB) P & A B covers consumer,
health, communications, and employment privacy, as well as multi-national and intemational
arenas, and is the first "privacy-sensidve but business-friendly" publication in this field. It is
supported by continuing grams from 25 leading companies and industry associations, including
American Express. Citicorp, Equifax, Bell Atlantic, Pacific Bell, U.S. West, VISA, MasterCard,
Microsoft, the National Commission on Coniidentirdity of Health Records. Direct Marketing
Association, State Farm Insurance, MCI. A.T. & T., Metromail, TransUnion, First USA, First
Data Corporation, Prudential Insurance, Experian (formerly TRW), and other firms.

P&AB organizes and conducts an annual Fall national conference on "Managing The
Privacy Revolution." 'm Washington, D.C. The Third Annual conference, held in October, 1996,
explored the 1995-96 developments on business-privacy issues. privacy issues in cyberspace, and

companies relationship to the European Union's recently enacted Data Protection Directive).
the increasingglobalization of privacy issues for business (including U.S. mule-nauonal

P&AB also manages the Corporate Privacy Leadership Program, a cooperative. peer-

assocxauons Mn financial services, telecommunications, insurance, health-information processing,
human resources, information services, online systems. and other sectors.

group forum sharing policies and techniques among pro-active companies and industry

7.Privacy and Health Information

Since the mid- l960's. Professor Westin has maintained a continuing special interest in
medical contidentiadity and health-information-systems privacy issues.

A comprehensive field study of computerization trends and health information was led by
Dr-Westin for the U.S..National Bureau of Standards between 1974-76. and produced Westin's
report on Ecmautfwt Health Honor-4s and Cigiw-_u pitvhrs(1976). The Privacy Code this report
recommended was sent by NBS to every hospital in the U.S., and servedas a model for hundreds
of hospital and health institutions. The NBS Report remains to this day the leading empirical .
study of how computer use is affecting the three main zones of health information use -._ direct
care, payment and quality-assurance, and social uses of medical data.

Between 1978 and the early 1980's, he served as Research Director of the National
Commission on Confidentiality of Health Records, a national association composed of the major
health» care provider, payer, and quality-care associations in theUnited States. During this
period, he spoke frequently on privacy and healdi information issues at national conventions or
special meetings of the American Medical Association, Health Insurance Association, American

3



Mttdicd Records Association. American Orthopsychiatric Association, American Psychiatric
Association, andmany other health-professional groups

Ki the past 2-3 years, he has been a featured speaker at the U.S. Department of Health and
Human Services Privacy Task Force Conference on Medical Records :Md Privacy (February
1993); a reviewer of reports on privacy for the National Institute Rf Medicine (on emerging
regional health data systems), the Jotlmal of the American Medical Association, and for the U.S
Office of Technology Assessment (on privacy and the computerized medical record)

Dr. Westin was the privacy advisor to a 1994 Public Television Special Documentary on
Privacy and Health in the American Workplace." Dr. Westin drafted a national corporate

employee and human resources executives survey conducted by Louis Harris and Associates for
use on this program. covering employee health and privacy issues in depth

In 1993, he served as the academic advisor for a national public and leaders Harris survey
on "Health information Privacy." Results from this survey were released at a national
conference in Washington, D.C. in November, 1993, at which Dr. Westin spoke, co-sponsored
by the U.S. Office of Consumer Affairs, the American Health information Management
Association, and Equifax Inc

Also in 1993~95, Dr. Westin served as Principal Investigator on a I5-month project on
privacy issues in theuses of genetic testing and genetic-test applications, funded Hy the U.S
Department of' Energy for the Human Genome Project and its ELSI Program (Ethical, Legal and
Social Issues)

In his consulting work, Dr. Westin has recently drafted privacy codes for the Health Dam
Exchange of Shared Medical Systems. BMX, a new health information service: Equifnx's Health
Information Sector: and Hca1LI1Point.

8. Overseas and Multinational Activities

For three decades. Professor Westin has been a keynote speaker at leading business
government, and technology conferences on privacy and data protection in the United Kingdom
Wester Europe. Scandinavia, Japan, and Hong Kong. In 1985, for example. NTT of Japan
brought Dr. Westin to Tokyo as the Privacy Keynote Speaker at the NIT International
Conference on Technology and Society in the Information Age, and Dr. Westin lectured on U.S
European, and Japanese approaches to privacy protection at several Japanese un&ers.itiesand
technology institutes

In 1996. he has spoken at business and govenunent sponsored privacy conferences in
Victoria and Ottawa, Canada; London; and Berlin



Opinion Research Corporation, beadquancred in
founded in 1938 to apply public opinion polling techniques to business
has been a public company since October 1993 (NASDAQ-ORCI)

Princeton, New Jersey, was
issues. ORC

ORC specializes in the global business-to-business market and addresses for its clients
such strategic issues as market definition, corporate equity assessment and customer
retention tracing research. ORC's concentration is in the automotive. financial
services, health care, information technology/telecommunications, media & leisure

and retail trade industries

111 addition, the firm offers a number of proprietary and shared-cost research products
These include BrandPerr:eptions° "" and CORPerceptions5"'_, global equity studies
conducted among consumers and executives, LeaLSeBASE the f irst needs and
behavior-based study of the automobile leasing market, and NetTrack5m, a nationally
projectable panel of Internet and online services users available to companies for ad
hoc research and product testing

ORC opened ORC-Asia in 1995 to ensure the standardization of its research across the
Pacific Rim..The Company also established ORC-Intemational, a network comprising
Affiliate Companies in 23 countries across Latin America, Asia, Europe and the
Middle East. Through ORC-International, multinational clients benefit from national
expertise regarding the domestic business environment and the appropriate means of
national/cultural data collection in each geography. ORC's development of a Global
Standard for data collection and analysis ensures that market intelligence is delivered
within a consistent architecture that provides cleaner comparisons between diverse

ORC has two central telephone interviewing centers, in Tucson and London, each
having 100+ CATI-equipped interv iewing stations. Al l  European telephone
interviewing is conducted through the London center, which is staffed with native
language interviewers. Interviewing is regularly conducted in the Pacific Rim. Europe
and the Americas by ORC-International Aff i l iates. A full complement of data
processing, analytic and modeling capabilities are also provided

Key clients include AT&T. Bell Atlantic, Dean Witter, EDS. General Electric. General
Motors, ITT Sheraton, Moody's andPNC Bank

ices are located in Princeton, NJ, Chicago, ll., Detroit, MI. Toledo, OH, Tucson

AZ, Washington, DC, Hong Kong and London, England

Michael R. Cooper is Chairman and CEO. John F. Shan is Vice Chairman and CFO
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OPINION RESEARCH CORPORATION

CARAVAn [NTRQDUCTIQN

CARAVAN is a telephone survey conducted among a national probability sample of 1000 adults
18 years of age and older, living in private households in the continent United States.

Interviewing for CARAVllrN®  is completed~50 weeks per-year, Thursday through Sunday. All
data collection efforts take place under the direction of ORC Information Services. ORC's
Central Telephone Facility iS located in South Plainfield, New Jersey. The core of our telephone
center is the interviewers. All ORC interviewers complete an intensive training and test period.
Additionally, they attend follow-up training classes that cover advanced screening techniques,
depth probing and the art of refusal avoidance. ` `
monitored and reviewed in order to maintain the highest quality interviewing standards.

in-

lntemewcrs are continuously supervised.,

All CARAVAN interviews an: conducted using Opinion Research Corporation's computer assisted
telephone interviewing (CATI) system. The system is state-of-thc-art and offers several distinct
advantages such as' full-screen control which allows multi-question screens, hilly-programmable
help and objection screens to aid interv iewing, an extremely f icxible telephone number
management system and powerful data checking facilities. CA'I'I ensures that interviews are
conducted in the most efficient manner and allows interviewers easy response recording. This
interv iewing method also allows for the most accurate form of data entry by guiding the
interviewer through the progrrznumed question flow and by providing on-screen interviewer
instructions.

The most advanced probability sampling techniques am employed in the seicction of households
for telephone interviewing. Opinion Research Corporation utilizes an unrestricted random
sampling procedure that controls the amount of serial bias found in systematic sampling to
generate its random-digit-djal sample. The sample is fully replicated and stratified by region.
Only one interview is conducted per household. All sample numbers selected are subject to up
to four attempts to complete an interview.

factor for each respondent.
relationship between the actual proportion of the population with its specific combination of age,
sex, `
Tabular results show both weighted and unweighted bases.

Completed interviews are weighted by four variables: age, sex, geographic region, and race, to
ensure reliable and accurate representation of the tow population, 18 years of age and older. The
raw data are weighted by a custom designed program which automatically develops a weighting

Each respondent is assigned a single weight derived from the

geographic charactensdcs and race and the proportion in our CARAVAN sample that week.
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OPINION RESEARCH CORPORATION

The use of replicable sampling, standardized interviewing procedures and representative weighting
provides that all CARAVAN studies are parallel to one another. Thus, CARAVAN usage is
appropriate both for point-in-time analysis as well as tracking and trend comparisons.

CABAVAN Telephone Sampling M¢thQdolos;v

Opinion Research Corpoi-ation's national probability telephone sample is an cflicient form of
random-digit-dialing. The sample is designed to be a simple random sample of telephone
households. Unlike published directories, ORC's national probability telephone sample includes
both unlisted numbers and numbers issued after publication of the directories. The fol lowing
procedure is used to create the sample: .

0 Opinion Research Corporation has an annual license for GENESYS, a custom RDD
sample generation system developed by Marketing Systems Groups.

o The Methodology for generating random digit dialing (RDD) telephone samples in the
GENESYS system provides for a single stage, EPSEM (Equal Probability of Selection
Medwd) sample of residential telephone numbers. It is updated twice a year.

o When a national probability sample is needed, a random selection is made from
approximately 40,000 exchanges in two million working banks.

O Each telephone number is transferred to a sepaxatc call record. The record shows the
computer-generated telephone number to be called. M well as the county, state, MSA
(if applicable), band a.nd time zone into which the telephone number falls. Om-
computczized interviewing system (CATI) uses this information to keep track of
regional quotas. The CATI interviewing program also keeps track of the disposition
categories for each call attempt.
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Telephone Customer Information Uses And Privacy
A National Public Opinion Survey Conducted by OPINION RESEARCH
CORPORATION and Dr. AlanF. Westin, November, 1996*

-

1. Does your household currently have any of the following uslephone services? (RECORD
AS MANY AS APPLY).

Any listed service asked about

Voicemail

Caller H)

Call waiting

Call foiwardinu

Cellullar phone service

Internet access

Personal 800number service

DONT KNOW; NONE OF THESE

68%

12%

19%

48%

12%

25%

17%

6%

32%

Twill read you a short list of organizations which collect and use information about
consumers. On a scale of 1 to 10, HOW MUCH DO YOU TRUST THEM ro collect
and use information about people like you 'm a responsible way and protecting its
confidentiality. Answering "1" means you do not trust them at all and "IO" means you
have complete trust in them. _

2 A

Health insurance companies

Do not Lrust them at all 18%

6%

7%

6%

23%

9%

9%

Have complete trust in them

DONE KNOW

3%

7%

3%

* Sponsored by' Pacific Teicsis

2.



Local telephone companies, l i ke Paci f i c  Bel l ,  Southwester Bel l
Bell Atlantic and Bell South

AC

Life insurance companies

Do not trust them at all

Long distance telephone companies,  l ike AT&T.  MCI.  and Sprint

Do not trust Lhem at all

Have complete trust in them

D O N T K N O W

Have complete trust inthem

D O N T  K N O W

Do not trust them at all



Credit bureaus, like Equifax, TRW, or TransUnion

OF

2E

Employers

Have complete trust in them

DONE KNOW

4

Do nor trust them at all

Have complete trust in them

DONE KNOW

10%

3%

4%

5 %

19%

7 %

13%

14%

7 %

13%

4%

6%

7 %

22%

8%

10%

11%

3%

11%

2%

Do not trust them at all 26%

7%

9%

4%

18%

6%

7%

6%

1%

3



OH

Hospitals

2 G

Companies that sell to consumers at homes by direct mail

21

Credo& card companies like Visa, MasterCard, or American Express

Do not must Lhem at all

Have complete t rust  in them

D O N E  K N OW

Have complete t rusf in dlem

D O N T  K N O W

Have complete trust  in them

D O N E  K N OW

Do not t rust  them at an 3 6 %

1 2 %

1 0 %

6 %

1 8 %

4 %

4 %

4 %

1 %

3 %

2 %

4%

11%

1 0 %

4 %

5 %

6 %

1 9 %

7 %

1 2 %

1 5 %

8 %

1 3 %

2 %

Do nm :rust  them at  al l 19%

4



Cable television companies

PK

Banks offering consumer checldng and savings accounts

2 ]

l

Have complete :rust in them

D o n ' r  K N O W

Do not trust them Ar all

Have complete trust in them

DONE KNOW

11%

4%

6%

5%

19%

8%

12%

14%

7%

13%

1%

7%

7%

6%

18%

8%

8%

12%

4%

8%

3%

Do' not trust them at all. 15%

6%

7%

6%

26%

6%

9%

F

5



2 L

Private investigators

Have complex:trust 'm them

DONE KNOW

8%

4%

7%

6%

Do not trust deem at all 28%

7%

7%

5%

18%

4%

5%

5%

2%

4%

15%

Have complete trust in them

DONE KNOW

3 Have you ever had the company you use for local telephone service release the
personal information May had about you in a way you thought was not proper?

YES

NO r

DONE KNOW

9%

82%

9%

4 In the past year, have you or a member of your household bought something
from a mailing such as a catalog or brochure that was sent to your residence or
workplace, or not?

YES

N O

DO NE KNO W:

72%

27%

1%

5 Have you ever received a notice from a business you used, such as a credit card
company, catalog t'rrm, publication, or non-profit organization giving you the
opportunity to "opt out" or decline having them give your name and address to
other organizations that wanted to send you offers by mail for related products
or services?

YES

NO

41%

57%

6



DONE KNOW

6. Have you ever checked such an "opt out" yourself, and declined to have such use
made of your name and address? (412)

DONT KNOW

When you are a customer of a business-such as a bank, a department store
an insurance company, or a local telephone service-do you consider it acceptable
for this business to communicate with you from time to time about new products or
services, or special discounts they are offering to their customers that they think
may be of interest or benefit to you? Is (READ LIST)

Acceptable (very plus somewhat)

Very acceptable

Somewhat acceptable

Not very acceptable

Not at all acceptable

D O N E  K N OW

Would it become acceptable to you if this company offered you the opportunity
to "opt out" or decline to receive information about new products or services, or
special discoens and contacted those customers who did NOT "opt out" Would
providing such notice and "opt out" make this ...'? (READ LIST)

Acceptable (very plus somewhat)

Very acceptable

Somewhat acceptable

Not very acceptable

Not at all acceptable

DONE KNOW

(117)

Many new consumer services are being developed by local telephone companies
today. These includevoice mail, long distance calling pla.ns,cel1uda.r te1ephone
service, expanded cable television or home interactive video services. How
interested would you be in having your local telephone company inform you
about such new services from time co time? Would you say you are
(REAL) LIST)

Interested (very plus somewhat)

Very interested

Somewhat interested

8.

9.

Not very interested



Not at all interested

DO NE KNOW
17%

0%

10 When you call your local telephone company to discuss your services, die
customer service representative that youspeak with normally looks up your billing
and account service record. As a result of talking with you and seeing the services
you already have, the representative may do want to offer you new services. On
that call. do you consider it acceptable for the representative to offer you new
services? .WoI.l1d that b¢---(READ LIST)

Acceptable (very plus somewhat)

Very acceptable

Somewhat acceptable

Not very acceptable

Not at all acceptable

D O N T KNOW

69%

20%

48%

16%

15%

1%

11 Your local telephone company may also look at its customer records to see which of
its current customers it thinks would be mostinterested in, or benefit from hearing
about new services. Do you consider it acceptable for your local telephone company
to look over customer records for this purpose? Would that be... (READ LIST)

Acceptable (very plus somewhat)

Very acceptable

Somewhat acceptable

Not very acceptable

Not at all acceptable

DONE KNOW

64%

15%

48%

19%

17%

1%

12 Would it become acceptable to you if your local telephone company offered you
ate opportunity to "opt out" or decline to have your customer information used to
describe new services to you, and them communicated such new services to
customers who did not choose to "opt out"? Would that become..(READ LIST)

Acceptable (very plus somewhat)

Very acceptable

Somewhat acceptable

Not very acceptable

Not at all acceptable

DONE KNOW

(358)
45%
19%
25%
19%
35%
1%

13 If your local telephone company provides you with an opportunity to "opt out" or
decline to have your customer information used in this way, would you prefer
receiving such a notice and "opt out" opportunity in your monthly telephone
bill or in a separate mailing to you?

Monthly bill 46%

8



Separate mailing

DON'T KNOW

14 How coneemcri are you about threats to your personal privacy in America
today -~ are you very concerned, somewhat concerned, not very concerned
or not concerned at all?

Concerned (very plus somewhat)

Very concerned

Somewhat concerned

Not very concerned

Not concernedat all

Don't know

15. Do you agree or disagree with each of the following statements? Please tell
me if you agree strongly, agree somewhat, disagree somewhat, or disagree
strongly with each statement.

Consumers have lost all control over HOW personal information about them
is circulated and used by companies

Agree (strongly plus somewhat)

Agree strongly

Agree $0MCW*'l&[

Disagree somewhat

Disagree strongly

D O N E  K N O W

Your rights to privacy as a consumer are adequately protected today by law or
business practice

Agree (strongly plus somewhat)

Agree strongly

Agree somewhat

Disagree somewhat

Disagree strongly

DONE KNOW



If privacy is to be preserved. the use of computers must be sharply restricted in the

Agree (strongly plus somewhat)

Agree strongly

Agree somewhat

Disagree somewhat

Disagree strongly

Don ' r  K NOW
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EX PARTE

William F. Caron
Acting Secretary
Federal Communications Commission

Ma i l Stop 1170

1919 M Stl'¢¢t., n.w., Room 222
Washington, D.C. 20554

Dear Mr. Caten:

Re : CPNI, CC Docket No. 96-115

A copy of the attached analysis of privacy issues, and accompanying summary of points,
by Privacy & Legislative Associates was sent to the individuals listed below. Please
include this material in the above-referenced docket. We are submitting two copies of this
notice, in accordance with Section 1.206(a)(l) of the Commission's rules.

Please stamp and return the provided copy to confirm your receipt. Please contact me
should you have any questions.

Sincerely yours,

Uh.
I

Attachment

L. Atlas
D. Atwood
p. Gallant
R. Keeney
B. Kehoe
A.R. Metzger
G. Teicher

.|.

cc :

JAn 29199



PRIVACY & LEGISLATIVE ASSOCIATES
1150 CONNECTICUT AVE.. N.W._ SUrgE 700

wAst~nncTon,D. C. 20036
202.296-2362

January 23, 1997

A. Richard Metzger, Jr
Deputy Chief, Common Carrier Bureau
Federal Communications Commission
1919 M S1I8ci, N.W
Room 500
Washington, D.C. 20554

Re: Telecommunications Carriers' Use of Customer Proprietary Network information
FCC Docket No. 96-115

Dear Mr. Metzger

Privacy 8.: Legislative Associates, Inc. has authored this analysis of privacy issues

relevant in the above-referenced docket' We submit this analysis on behalf of the Pacific

Telesis Group

SUMMARY

This submission makes the following three points

Customer Proprietary Network Information ("CPNI") contains personal
information and is appropriately the subject of privacy concern. The use of
CPNL however, does not pose the same privacy risks as does the use of certain
other categories of personal information, such as medical and financial record
inftmnation. For the reasons discussed below. CPNI is not as-"sensitive" as
medical or financial or certain other categories of personal information

Because CPNI is not as "sensitive" as many other kinds of personal information
it is appropriate that the we and disclosure of CPNI be subject to opt-out rules
as opposed to affirmative consent rules -- opt-in rules -- customarily applied to
medical and financial records

See Appendix A for a description of Privacy & Legislative Associates, Inc



The sharing of personal information among affiliated col'porations (related by
common ownership or control) is customarily permitted, subject to customer
notice and opt-out, where the personal information at issue is not highly

sensltlve

sEnsr;"1vrry OF cm;

An opt-out process -- customer notice of intended information disclosures and/or uses

and an opportunity for the customer to indicate the customer's disapproval of' the proposed

disclosure and/or use is a legitimate, customary and appropriate process when the

information at issue is relatively non-sensitive and the disclosure and use at issue do not affect

an individual's eligibility for or access to benefits or entitlements

While no exact fionnula measures the level of sensitivity of personal information

the following three factors customarily are used to classify or rank the sensitivity of personal

information

The subject matter to which the information pertains

The relationship between the individual about whom the information is collected

and the collector of the information ("relational interest"), and

The actual and potential use of the information

Moreover, sensitivity varies substantially depending upon the individual about whom
information is collected. Analyses conducted by Dr, Alan F. Westin of Columbia
University and Privacy & Legislative Associates, and based upon surveys conducted by
Louis Harris and Associates and commissioned by Equifax, indicate that the public
divides into three categories of privacy sensitivity. Approximately 16 percent of the
public are-"privacy unwncemed" and, for them, there is very l i tt le in the way of
personal information which they deem to be "sensitive," Another approximately 24
percent of the public can be classif ied as "privacy fundamentalists" and, for them
almost any personal information is deemed to be quite sensitive. The majority of the
American public, approximately 60 percent, can be usefully categorized as "privacy
pragmatists." For them, the sensitivity of personal information will vary, depending
upon the factors discussed in this submission, as will their tolerance for the disclosure
and use of this information. The 1996 Equifax-Harris Consumer Privacy Survey. at 13
14 (i996)



f

CPNI, as defined in the Telecommunications Act of 1996, consists of:

(A) information that relates to the quantity, technical configuration, type, destination,

and amount of use of a telecommunications service subscribed to by any customer of

a telecommunications carrier, and that is made available to the carrier by the customer

solely by virtue of mc can-ier-customer relationship; and

(B) information contained in the bills pertaining to telephone exehnunge service or

telephone toll service received by a customer of a carrier, except that such term does

not include subscriber list information."

\

As such, CPNI is personally . identifiable iMorrnatjon and its collection, use and

disclosure can raise privacy issues. . On the other hand, however, CPN] is not as sensitive as

other personally identifiable information such as medical record information, financial and

credit record information, insurance information, employment performance information and

other categories of personal information which provide insight into an individual's performance

or condition or provide information regarding sensitive personal relationships.

3 The Telecommunications Act of 1996, Sec. 702, Pub. L. No. 104-104, 110 Stat. 148
(codified at 47 U.S.C. § 222).

3



A. Subject Matter

The Privacy Working Group of the Clinton AdJministration's National Information

Infrastructure Task Force has addressed the issue of sensitiv ity of personally identif iable

The

explanatory commentary to those principles emphasizes that not all person] information is of

equal sensitivity. The commentary calls for a "nuanced" approach to craii i ing privacy

protections which take into account a "host of factors," including specif ically, tic subject

matter of the information. Similarly, the National Telecommunications and Information

Administration's Report on Privacy and the NII; Safeguarding Telecommunications-Relategi .

Personal Information distinguishes among categories ofpersonad information arid concludes that

information pertaining to health care, political Persuasion, sexual matters and orientation,

personal finances and Social Security Numbers are "sensitive" information.'

information in its "Principles for. Providing and Using Personal Information.
ml

Public opinion surveys make clear that the public evaluates the privacy threat posed by

personal information by weighing a variety of factors including, in particular, the subject matter

of  the information. A 1994 survey conducted by Louis Harris and Associates and

commissioned by Equifax with Alan Westin as academic advisor, rated the fol lowing four

types of personal information as most sensitive: (1) health and medical, (2) banking and credit

card; (3) insurance, and (4) credit reports. All of these types of personal information share a

common element: they reveal information about health or financial status and, when disclosed

4 "Privacy and the National Information Infrastructure: Principles for Providing and Using
Personal Information, A Report of  the Privacy Working Group," (October, 1995)
[hereafter, "Report of the Privacy Working Group"].

s U.S. Department of Commerce, National Telecommunications and Information
Administration, "Privacy a.nd the Nil: Safeguarding Telecommunications-Related
Personal Information," (October 1995), at 25 n.98.

4



without authorization, this kind of personal information customarily has the capacity to

embarrass and stigmatize the individual about whom the information is collected

Health and medical record information, for example, is widely viewed as extraordinarily

sensitive

Medical records often contain intimate personal information. If  disclosed to
others, this information could cause embarrassment. and humiliation
Disclosure of medical information could aLso damage family relationships
reputation and self-esteem

CPNI, by contrast, does not contain intimate personal information and, if disclosed to

others,  poses far less of  a r isk than heal th and medical  informat ion of  resul t ing in

embarrassment, humiliation or stigma. For example, the unauthorized disclosure of medical

record information, containing such intimate details as a history of physical or mental illness

or a genetic Predisposition to a certain disease, can result in humiliation and embarrassment

Similarly, the unauthorized disclosure of f inancial record information, such as depository

records or credit history, can embarrass and stigmatize, The unaudiorized disclosure of  CPNI

by contrast, does not present nearly the same threat. For example, information about the

number of telephones in a residence or whether the customer subscribes to call waiting is

highly unlikely to embarrass, humiliate or stigmatize the customer

Relational Interest

Most personal information is not "created" wholly by the individual who is the subject

of the 1rnlonnation. Instead; personal inf<5-niarit5rr1usrumaLril3t1lriser.~r1:u1 of transactions or

events which occur in a relationship. In some of these relationships, such as a doctor»patient

of Privacy, Showman F., Editor (1984) Ar
See, Bloustein "Privacy as an Aspect of Human Dignity," Philosophical Dimensions

176

Privacy Rights in Medical Records," 13 Ford. Urban L.J. 165 (1985)



relationship, a lawyer-client relationship or a banker-depositor relationship, creating and sharing

personal information is crucial to establishing a bond of trust which, in tum, is critical to the

success of the relationship_ In other words, the express or implied promise of privacy and

confidentiality attaching to the relationship is viewed as a prerequisite for the success of the

relationship.

In calculating the sensitivity of categories of personal information, it is important and

customary to evaluate the relational interest in which the infdtmation is created .and used,

including the extent to which there is an existing relationship between the individual about

whom information is collected and the information collector; the degree of trust between the

individual about whom Ir:Ltlorrnation is collected and the information collector, and the extent

to which there is an expectation that the information will be kept confidential.

Confidentiality in the relationship between a telecommunications carrier and a customer

(apart from the content of telephone or telecommunications messages) is not as important as

confidentiality is in certain other relationships, such as the doctor-patient relationship. In the

doctor-patient relationship, if a patient fears that the doctor will divulge the patient's sensitive

medical information, the patient will not repose trust and confidence in the doctor and thus.

the patient is less likely to fully and candidly share wide-ranging and intimate personal

information." In the relationship between a customer and a telecommunications carrier, by

contrast, it is not imperative or even appropriate that the customer share wide-ranging and

intimate personal information. Simply stated, privacy and confidentiality safeguards are not

as critical to the success of the telecommunications carrier-customer relationship as they are

to the doctor-patient relationship.

s "Confidentiality encourages the unfettered exchange of information between the patient
or client and the professional. Such uninhibited discourse is essential to effective
treatment or therapy, Under this v iew of confidentiality, the immunity arising from
non-public disclosure of health care information protects the integrity of the relationship
by promoting trust between the patient or client and the professional." Tarkington,
"Legal Protection for the Confidentiality of Health Care Information in Pennsylvania:
Patient and Client Access," 32 Vial. L. Rev. 259, 268 (April, 1987),

6

I



This view is reflected in the results of a 1993 Louis Harris survey conducted for

Privacy & American Business. The survey asked the public, "how important is it that

businesses have strong privacy policies?" The following categories of services (and

relationships) were seen as requiring very strong privacy policies: banks - 72 percent of the

67 percent

provided this answer; life insurance companies - 66 percent provided this answer, and stock

brokers and invesunent firms - 56 percent provided this answer. By contrast only 53 percent

public said that strong privacy policies are "very important", health insurance companies and

hospitals and clinics - 71 percent provided this answer, credit card companies -

of the American public said that it was "very important" that long distance telephone

companies adopt strong privacy policies. This finding is condiment with the view that the

American public does not think that the relationship between consumers and telephone

companies is the kind of fiduciary relationship that requires or warrants privacy policies in the

same w.ay that the relationship with health or financial service providers does

The Purpose for Which CPNI Can Be Used

The third element that is customarily considered in a sensitivity calculation is the extent

to which personal information is being used, or could be used, to make significant decisions

affecting an individual's access to benefits or entitlements. CPN] is used only to provide

telecommunications services toacustomer or to market such services to an existing or potential

customer. Medical record information, by contrast, can, and does, influence decisions about

treatment, about entitlement to health care payment, and aboutemployment decisions, licensing

decisions, and numerous other decisions that have a significant impact upon an individual

Similarly, financial and credit report information can. and does. routing influence decisions

See. for example, "Health and Medical Records" in Tmbow, Privacv Law and Practice
Matthew Bender and Co. (1991) at 7-3 through 7-5



about access to credit (and thus, access to goods and services), access to insurance and, in

. - 0some cases, access to employment and l1(:ens1ng.'

On the other hand, CPNI is not used to allocate scarce resources or benefits. Indeed,

it is difficult even to envision how CPNT could be used tomake a significant decision affecting

an individual. Instead, CPNI is used to make service decisions regarding a consumer's existing

telecommunications services and to apprise consumers of new or enhanced telecommunications

products and services. These are not decisions that have a significant or adverse impact upon

consumers.

sensitive.

safeguards should not be attached IO CPNI.

Applying the three criteria customarily used in a sensitivity analysis -- the subject matter

of the information, its impact on the relationship* in which it was created; and its potential for

use in malting decisions affecting benefits and entitlements -- it is clear that CPM is not

sensitive personal information in tlle way that medical or financial record information is

This does not mean that there is no privacy interest in CPNI or that privacy

It does mean, however, that these privacy

safeguards should be proportionate to CPNI's privacy sensitivity and risk.

analysis of CPNI, therefore, suggests that an opt-out approach -- and not an opt-in approach

A sensitivity

is the preferred and attractive option.

m. OPT-OUT IS CUSTDMARY AND APPROPRIATE

Under an "opt-in" approach, an information holder cannot disclose personally

identifiable information unless the individual affirmatively consents to the disclosure.

d I pa ally idem

Under

10 "For many Americans their credit standing is a significant asset. Their credit reporting
file affects their access to home mortgages, car loans and other forms of consumer
credit, residential tenancies, employment and even insurance." National Consumer Law
Center, Fair Credit Reporting Act, Third Edition (1994) at 29.

8
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unless the individual, after receiving a notice describing the proposed disclosure(s), notifies the

holder that the individual does not consent to the disclosure.

An opt-out approach is the customary and appropriate method for obtaining an

individuaLs's approval for the use and disclosure of personal information pertaining to the

individual when the subject matter of the information is personal, but not highly sensitive,

when the information has not been developed in a fiduciary relationship, and when the

information is not used, intended to be used or capable of being used' to make significant

decisions about. the individual. For dl of these reasons, it is appropriate that the use and

disclosure of CPNI be subject to an opt-out procedure.

The notion that an individual should have notice of the collection, maintenance, use and

disclosure of hispersonal information by a recordkeeper and an opportunity, in some manner,

to approve the use or disclosure is relatively recent. In 1973, the Advisory Committee on

Automated Personal Data Systems ("Advisory Committee"), appointed by the Secretary of

Heddi, Education, and Welfare, proposed the first-ever comprehensive information privacy

principles for computerized recordkeeping of personal infont1ation.'l The Advisory Committee

made five recommendations which have come to be referred to as the "Code of Fair

Information Practices." The Advisory Committee's report emphasized that these fair

information practice principles should be made applicable only to "administrative personal data

systems," i.e., systems using personal information to make decisions affecting an individual's

access to benefits or entitlements When personal information is used for other purposes,

See, Report of the Secretary's Advisory Committee on Automated Personal Data
Systems, U.S. Department of Health, Education and Welfare (1973), in Records.
Computers and the Riizhts of Citizens, MIT Press (1973).

12 LL at 53.

9



• Any organization creating, maintaining, using, or disseminating
records of identifiable personal data must assure the reliability of
the data for their intended use and must take reasonable
precautions to prevent misuse of the data. 4 at 53-64.

14 Report of the Privacy Protection Study Commission, Personal Privacy in an Information
Society, p.144 (1977).

10

•

such as to sell products or services to an individual, the Secretary's Advisory Committee

recognized that an opt-out approach would be a practicable and appropriate form of consent.'3

The Privacy Protection Study Commission's 1977 report also endorsed an opt-out

approach for personal information which will not be used to make decisions affecting an

individual's access to benefits or entitlements. In discussing the appropriate fair information

practice approach to mailing lists and other databases used for marketing purposes, the Privacy

Commission stated, "The negative check-off in some form is nonetheless the most convenient

method for the individual to use, and is not without benefit to the organization that offers

it 1114

I

Almost 20 years later, in October of 1995,'the Privacy Working Group's Report reached

the very same conclusion. In the commentary to the Privacy Working Group's "fairness

principle" (which reads, "Information users should not use personal information in ways that

l

IJ at 71-73. The Advisory Committee enunciated the following principles:

There must be no personal data record-keeping systems whose
~very existence is secret.

There must  be a way f or  an i ndi v idual  to End out  what
information about him is in a record and how it is used.

There must be a way for an indiv idual to prevent information
about him obtained for one purpose from being used or made
available for Other purposes without his consent.

There must be a way for an indiv idual to correct or amend a
recorcbefidentiiiable information about him.



4

are inwmpatible with die individuaLs's understanding of how it will be used, unless there is a

compelling public interest for such use"), the report emphasizes that an information user

seeking to use personal information in an incompatible manner must first notify the individual

and, "obtain his or her explicit or implicit consent." The commentary goes on to discuss the

appropriateness of opt-out versus opt-in, depending upon the use involved.

The nature of the incompatible use will determine whether such consent should
be explicit or implicit. In some cases, the consequences m an individual may
be so significant that the prospective data user should proceed only after the
individual has specifically opted into the use by explicitly agreeing. In other
cases, a notice offering the individual the ability to opt out of the use within a
certain specified time may be adequate. is

Examples of Opt-Outs in Connection with Other Tvpes of Personally
Identifiable Information

4

Fair Credi t  Report ing Act ,  as Amended by the Consumer Credi t
Reporting Reform Act of 1996

Numerous statutes and regulations provide for an opt-out, even when the personal

information at issue is arguably more scnsiUve than CPNI.

For example, the rescreening provisions of the Consumer Credit Reporting Reform Act

of 1996 contain opt-out authori2ation.'°  Consumer reporting agencies may provide consumer

reports for credit and insurance rescreening purposes (marketing offers of credit or insurance),

provided that the following opt-out options are offered:

Is Report of the Privacy Worldng Group, AuDra note 4, at 8.

16 The Consumer Credit Reporting Reform Act of  1996 we enacted as part of  the
Omnibus Consolidated Appropriations Act of 1997, Pub. L. No. 104-208.

A.

1.



Written Notification: A signed notice of opt-out election form is distributed by
the consumer reporting agency, or

A Consumer Renortinsa Agencv Notification Svstem: A toll-free telephone
number system, and an annual notiilcation in a publication of general circulation
that consumer reports may be used in this manner and the address and toll-free
telephone number for consumers to use to select the opt-out option."

CPNI (like consumer credit information when used for rescreening purposes) is used

for marketing purposes, i.e., to acquaint consumers with the opportunity for new or enhanced

telecommunications services. On the other hand, credit reporting information, in terms of its

subject matter, is almost certainly more sensitive than CPNI information. Accordingly, the fact

that the Congress in 1996 felt comfortable prescribing an opt-out procedure for this kind of use

of credit reporting information provides supporter applying an opt-out procedure to the use

of CPNI.

Medical Directory Information

The Uniform Health Care Information Act ("Uniform Act"), adopted by the National

Conference of Commissioners on Uniform State Laws and now enacted in several states,

requires an opt-in for disclosures of health care information that is to be used for purposes of

making decisions regarding benefits or entitlements but requires only an opt-out when the

health care information at issue is less sensitive and where the information is unlikely to be

used for purposes of determining benefits or entitlements. For example, Section 2-l04(b)(l)

of the Uniform Act provides that, "a health care provider may disclose health care information

about a patient without the patient's audiorization if the disclosure is directory information,

etienne Bias instructed the health care provider not to make the diSclosure." " `

17 Consumer Credit Reporting Reform Act § 2404(a)(2) (to be codified at 15
§  l68lb(e)).

U.S.C.

Ia "Directory information" is dcfmed as "information disclosing the presence and the
general health condition of a particular patient who is an in-patient in a health-care

2.

12



Furthermore, the Uniform Act provides that, where the disclosure of personally identifiable

health care information is to immediate family members or to any other individual with whom

the patient is known to have a close personal relationship, or is to any health care provider who

has previously provided health care to the patient, the disclosure can be made unless the patient

has "opted-out" by "instruct[ing] the health care provider not to make the disclosure

1`)river's Privacv Protection Act

In 1994, -the Congress enacted the Driver's Privacy Protection Act in order to restrict

the disclosure of personal information collected by state motor vehicle departments." Under

the Driver's Privacy Protection Act, state motor vehicle departments are permitted to disclose

person] information" (i.e., photograph, Social Security Number, driver identification number

name, address (excluding zip code), telephone number, and medical and disability information

but not driving history), for certain categories of uses (i.e., government uses, motor vehicle

safety uses), and for any other use, provided that the department has developed a system by

which individuals are given adequate notification and an opportunity to opt-out

The Driver's Privacy Protection Act uses the opt-out approach, even though the

information at issue is arguably more sensitive than CPNI, and even though the information

can certainly be used for determining eligibility for benefits or entitlements. The factors that

encouraged the Congress to rely on an opt-out included the history of motor vehicle

facility or who is currently receiving emergency health care in a health-care facility
§ 1.102(2)

Section 2»1f14¢a163r Md*(5)

Driver's Privacy Protection Act of 1994, Pub. L. No. 103-322, 18 U.S.C.A. § 272 l
§ 2725

Prior to the enactment of the Driver's Privacy Protection Act, the following seven states
had enacted legislation permitting the dixlosure of information held by motor vehicle
departments subject to an opt-out: Delaware, Illinois, Maryland, New York, Oregon
Utah and Wisconsin

13



information as public record information and the convenience of the opt-out for motor vehicle

departments and the consumer.

State Opt-Out Statutes

In the last two years, numerous states have enacted information privacy legislation with

opt-out provisions. Customarily, states have selected opt-out strategies for relatively non-

sensitive types of personal information, such as "public records," or in circumstances where

information is not being used to determine eligibility for benefits or entitlements."

Direct Marketing

The Direct Marketing Association ("DMA"), the national trade association for the direct

marketing industry, encourages the direct marketing industry to adhere to the DMA's

Information Practice Guidelines ("Guidelines")." The DMA's fourth Guideline provides that,

"An individual should have the ability to limit the disclosure of information about her or him

Fair

that was obtained for one purpose from being disclosed for other unrelated purposes. Thell ET

22 Vermont adopted legislation permitting telecommunications customers to opt-out of a
database permitting the display of the customer's name in the s~tate's enhanced
emergency 911 system. Connecticut and Massachusetts both added opt-out provisions
to privacy legislation relating to financial services information (Connecticut H. 6667,
signed into law on June 6, 1995, and Massachusetts S. 79, signed into law on
September 7, 1995).
and West Virginia have adj enacted legislation in the last two yearsumplementing the
Driver's Privacy Protection Act and including opt-out provisions. Maine enacted direct
marketing legislation with an opt-out provision (H. 100/LD 135, signed into law nm
June 27, 1995). Washington state enacted health and medical record legislation which
includes an opt-out prov ision for certain "non-sensitive" types of medical record
information (H. 1589, signed into law May 8, 1995).

Alaska, Delaware, Iowa, Minnesota, New Hampshire, Tennessee

23 Direct Marketing Association, Inc., Fair Information Practices Manual, Chapter 2,
p. 1.

24 lg i_atCh.2,  .2.P

5.

4.
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system which the DMA supports for limiting such disclosures is to provide individuals with

notice regarding the uses of customer lists and an opportunity to opt-out."

Under the DMA's Mail Preference Service ("MPS") and Telephone Preference Service

("TPS"}, consumers may contact the DMA and request that their names be removed from Me

mailing lists of marketing complies which participate in the MPS." Businesses subscribing

to the MPS are notified periodically of the names of consumers who have exercised their opt-

out option."

B. Model Notices and Opt-Ont Language

Providing an effective notice at regular intervals and a convenient opportunity and

method for consumers to communicate an opt-out is critical to the development of a

meaningful opt-out system.

Literally thousands of companies have adopted notice and opt~out policies to apply to

the disclosure of personal information -- particularly where the information does not involve

highly sensitive categories of personal information andwherethe information is not being used

or disclosed for purposes of making decisions regarding benefits or entitlements. We have

collected a group of the best examples of opt-out notices in Appendix B.

25 4 at ch. 2, 2, 4.PP-

26 4 at Ch. 2, pp. 7-8.

27 at Ch. 2, p. 11.4
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These notices share several common features:

The opt-out notices describe the uses and disclosures in sufficient detail to be
meaningful to the consumer and specifically identify information which is not
disclosed and, therefore, not subject to the opt-out. Notices do concentrate on
uses or disclosures that might not be anticipated by the consumer or do not seem
to be compatible with the relationship or the purpose for which the consumer's
information we first collected.

The notices are relatively brief and, in general, do not exceed one page,

The notices are in "plain English." The Federal Trade Commission and various
consumer groups have done studies which establish the importance of expressing
consumer notices in very simple, easy to understand language.

The notices contain numerous headings and other visual cues.

time the opt-out designation is signed and returned to the

I

The notices explain how the opt-out works; how much time elapses between the
recordkeeper and the

time the opt-out goes into effect, the period of time for which the opt-out is
effective and whether the opt-out must be renewed, and whether, and the extent
to which, die opt-out applies to any new information about the consumer
obtained by the third party recordkeeper after the date of the submission of the
opt-out.

Opt-out designations and notices which incorporate these kinds of characteristics
have proven to be practicable and successful for third party recordkeepers and
meaningful and effective for consumers.

w. AFFILIATE SHARING

In recent years, the Congress and state legislatures have applied more flexible privacy

rules when personal information is shared among corporate affiliates than when it is shared

with third parties. This is especially apt to occur when the personal information at issue is not

highly sensitive and/or the corporate affiliate is expected to use the information for a purpose

compatible with the purpose for which the information was first collected or for a purpose,

such as marketing, that does not involve a decision about access to entitlements or benefits.

CPNI meets all of these criteria. The personal information comprising CPNI is not highly

sensitive and a telecommunications carrier's affiliates will use CPNI for marketing purposes

16



not to make decisions about access to benefits or entitlements

Public opinion research makes clear that the American public feels cornfonable

receiving marketing offers from corporate affiliates. A 1994 survey by Louis Harris and

Associates conducted for MasterCard International and Visa U.S.A.. with Alan Westin as

academic consultant, found that 63 percent of  the publ ic feel that i t  is acceptable for

subsidiaries of the same corporate family" to share customer information "to make offers of

services or products

A variety of factors account for the public's comfort level with marketing offers firm

affiliated companies. The consumer, of course, already has a relationship with the company

and has, therefore, already reposed a degree of trust in the company. FurLhermore, consumers

have ex_pectations that companies share information among employees, contractors and agents

in order to accomplish the mission for which the consumer's personal information was first

collected. Where the sharing also includes another use which does not have a signif icant

impact upon the coNsumer, such as a marketing use, it is apparent that disclosure and use by

other corporate family members comes within the ambit of consumer expectations

There are numerous examples of permissible sharing of personal information among

affiliated parties. Under the Fair Credit Reporting Act, as amended, for example. reports

pertaining to transactions or experiences of a consumer with a company which are then shared

with an aff i l iate of  that company ("persons aff i l iated by common ownership or common

COHSIIIHCIS and Credit Reporting 1994 Conducted for MasterCard international, Inc
and Visa U.S.A. Inc.," Louis Harris and Associates, Inc., pp, 11-12. More specifically
71 percent of the public said that it was acceptable to offer a credit card to customers
who have a mortgage with one of the credit card issuer's subsidiaries, 77 percent found
it acceptable to offer a credit card to customers who have a checking account with the
issuer-'s subsidiary, 70 percent found it acceptable to offer insurance to customers who
have a loan with the insurance organization's subsidiary, and 71 percent said that it was
acceptable to offer mutual funds to customers who have a checking account or loan
with one of the subsidiaries. l d



communicated among such persons.

corporate control") do not fall within the definition of "credit report" and are, therefore, not

subject to the Fair Credit Reporting Act." Similarly, all other communications between a

company and its aff iliates are not considered "credit reports" as long as the consumer is

provided with a notice that the information may be communicated between the company and

its aff iliates and the consumer has an opportunity to "direct that such information not be

1130

As another example, numerous health and medical record privacy bills and statutes

permit the sharing of health information with agents and contractors, as well as other health

care providers who have previously provided care to the patient (the NCCUSL Uniform Law

includes this kind of provision) on the theory that these are affiliated persons who not only

have a need for access to the information but, perhaps more importantly. present less of a

privacy _threat with respect to the use of the information.

Even various information priv ilege laws recognize the concept of affiliated parties.

Under both the lawyer-client and the doctor-patient privileges, for example, disclosures to

affiliated parties sharing a common interest do not necessarily forfeit the privilege." The

courts and the common law have come to recognize that these disclosures are often necessary

and useful to effectuate the purpose for which the privilege exists and are not inimicabie to

confidentiality and the prohibitions against third party disclosure on which all information

privileges rest.

"9 Cdrisumcr Credit Reporting Reform Act, § Z402(e), § 2419(2). See, § 241 l(c) ("Duties
of Person Taldng Certain Actions Based on information Prov ided by Af f i l iate")
(amending 15 U.S.C. § l681m(c)). See, also, Andrew Taylor, Bank Regulations Eased,
Congressional Quarterly, Dec. 7, 1996, at 3358.

Consumer Credit Reporting Reform Act, § 2402(e).

JI McPa1tIin, 545 F.2d 1321, 1335-37 (7th Cir), cert. denied.

30

See, United States v.
444 U.S. 833 (1979).
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We appreciate this oppommity, on behalf of the Pacific Telesis Group, to present information

regarding the "sensitivity" of CPNI, the appropriateness of an opt-out procedure for CPNI, and the

relative absence of a privacy threat when CPNI is disclosed among affiliated parties

Respectfully submitted

Robert R. Beiai_;_,

Privacy & Legislative Associates, Inc
1150 Connecticut Avenue, N.W.. Suite 700
Washington, DC 20036
(202)296-2862

On behalf of Pacific Telesis Group



APPENDIX A

Privacy & Legislative Associates, formed in 1993, specializes exclusively 'm privacy matters.
The two founders and principals, Alan F. Westin and Robert R. Belair, have a combined 70 years
of experience as lawyers and political scientists in the privacy arena.

Dr. Westin is widely regarded as the nation's leading privacy expert, having written dozens
of books and monographs on the subject including Privacy and Freedom and Databanks; in a Free
Society, two seminal works in the field. He has also pioneered iN public opinion andls\nvey research
on privacy and has served as privacy advisor to many of the nation's largest and best known
corporations.

Robert Belair is a Washington lawyer specializing in privacy matters. Mr. Belair has served
as an attorney at the Federal Trade Commission, handling, among other things, Fair Credit Reporting
Act matters and as Deputy Counsel of the White House Committee on the Right of Privacy. Mr.
Belair has served as General Counsel of the National Commission on the Confidentiality of Health
Records'and as a privacy lawyer and consultant for numerous government agencies and commissions
including the National Science Foundation, the National Paperwork Commission a.nd the National
Academy of Sciences.
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APPENDIX B

MODEL NOTICES AND OPT-OUT LANGUAGE

Many companies that collect information about customers, particularly commuNes collecting
non-sensitive personal information, have developed and currently implement methods by which they
notify customers of the companies' policies regarding the disclosure of personal information and
customers' options to opt-out of such disclosures. The most effective notices and opt-out provisions
provide adequate notice regarding possible uses or disclosures of the information and the opt-out
option and are clear, concise and written in "plain English." The following are examples of notice
and opt-out provisions that meet these criteria
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An Important Notice Concerning Cardlnember Privacy, Mailing. and Telemarketing Options

At American Express, we want you to understand all that the Card affords you, including the offers you receive through the

mail and by telephone.

from establishments that accept the Card. or tim other well-established
companies. Each offer is can:fl.llly developed to ensure that Ir meets our standards. Additionally, ac :Ry to make sun: that these nt3*ers
reach only those Cardmembers most likely to take advantage of them

These offers come directly from us, firm our affiliates,

To do this. we develop lists for use by us and our afhliares based on information you provided on your initial application and 'm surveys,
information derived from how you use the Card that may indicant purchasing preferences and lifestyle, as well u information available
from external sources including consumer reports

We may also use that information, along with non-credit information from extema1` sources, to develop lists which are used by the
companies with whom we work

These hlvzsare developed under strict conditions designed ro safeguard the privacy of Cardmember information

Notice to New Cardmcmbersz Your name and address will be suppressed from marketing mailing lists used by non-American Express
companies for four weeks after you have been accepted for Cardmembership to give you an opportunity to elect not to receive
marketing mailings in accordance with this notice

Many Caxtimembers :ell us they appreciate these offers, as well as information on Cardmember benefits. However, if you no longer
wish to receive tNcse offers and information about bcnetirs, please select one or more of the following options

Please exclude me from American Express mailings, including new benefits and American Express Merchandise Services
catalogs

Please exclude me from mailings by other companies, including offers in cooperation with American Express provided by
establishments that accept the Card

Please exclude me from lists used for telemarketing

If you have previously informed ms of your preferences, you do not need lo complete this form unless you have new accounts
to add, or wish to change your selections

Please enter all of your American Express and Optima® Card account numbers for which you would like the options to apply

Check here if you also wish these selenions to apply to Additional Cardmembers on your account(s)

Please note
• s to 10 weeks are generally required for your request to become effective

u So dirt you receive important information about the Card, we may continue to enclose notices in your monthly account statement
and on a very limited basis, we may send you other notices hum American Express

Hg1ndbQQk Qr G0rt1panv Privacy CQd¢s (Vo l . 3, 1996) (com p i l ed  by P r i v a c y  &  A m e r i c a n
Business), 13-14



H»\BRf>n CABLEV1SION=

SUBSCRIBER PRIVACY NOTICE
Section 631 aft he Cable Communications Policy Act of 1984, as amended by the Cable Television Consumer Protection did

Competition Act of 1992 ("Cubic Act") requires us to inform you of the following information annually
So that we may continue to provide neiiabie, high quality service to you, we keep regular business records that contain

your name, address, and other personally identifiable information. Such records include billing, payment and deposit records, records
indicatingthe number of television sets you have connected ro cable, and the service options you have chosen. We use this information
to make sure that you are being properly billed for mc service you receive. We also use this information to sell, maintain, disconnect.,
and reconnect services, for service calls, customer surveys, bill collections, in-house telcmariceting, our own tax and accounting records
statistics, demographic studies, and the detection and prosecution of theft of services. We rake reasonable precautions to prevent
unauthorized access to this information

We consider information we keep to be contidentiad, We may collect personally identifiable information from you
and may disclose it to a third party if (a) you consent in advance in writing or elecuonicaily; (b) disclosure is necessary to render cable
service and other services we provide to you and related business activities; or (e) disclosure is required under court order, and you
arc notified of such order. Disclosure "necessary to render cable services" includes release of personally fdelrtifiable information to
employees, contractors, and other agents of the company to install, market, provide and audit cable service, to collection agencies if
necessary to collect past due bills, to program suppliers (or their agents) to send program guides and for auditing purposes; to our
attorneys and accountants ifrequircd for the proper functioning four business; to third party billing systems to prepare and send your
bills; and to our attorneys and law enforcement agencies if necessary for the detection and prosecution of theft of services

Unless you object, from time to time. we may also disclose your name and address for cable-related mailing lists and
other purpose. This information may also be used for surveys and various marketing mailings. We will not disclose the extent of your
viewing or use of a particular service or the nature of any transaction you may make over the cable system, but we may disclose that
you are among those who subscribe to a particular service. if you wish to remove your name from such lists or limit the use of your
name aX any time, please contact us in writing, Your written notification should NOT be sent with your payment. it should be mailed
to your local I-larron Cable Tv oNline. The local office address appears on the top left comer of your bill

Please note, however, I-Iarron does 1191 release the name and addresses of its customers to any third party
82- as it relates to providing legitimate cable-related servieu to our Customers
We may also electronically test the system from time to time to determine whether you are being properly billed for

the cable services you are receiving
We will maintain information about you for as long as we provide service to you, and for a longer time if necessary

for related business activities. Ordinarily, for tax reasons, we would keep records for six (6) years. When information is no longer
necessary for our purposes, we will destroy the information unless there is a legitimate request or order to inspect the information still
outstanding

6 You have the right to inspect our records that contain information about you, correct any error in our information
and enforce your rights under federal law. Included among your federal rights is the right to panicipatc in a proceeding in which the
govcmmentseeks to obtain your personally identifiable information from die company. If you wish to inspect the records at our system
office pertaining to you or review your statutory rights, please contact us to set up an appointment during regular business hours

Federal law limits our collection and disclosure of personally identifiable information, except as described above
An aggrieved party may bring a private action to enforce his/her federal rights, including recovery of statutory damages and costs

If you have previously notified us. in writing, to remove your name from any mailing list, it is NOT necessary to
notify usagain

Handbook Qr Cgpmpanv Prima<:v CQd<:s (Vol. 2, 1995) (compiled by Privacy & American

Business), 10



PRIVACY RIGHTS'

IMPORTANT SUBSCRIBER PRNACY NOTICE
Cable television subsaihers are entitled to certain privacy rigs under the Cable Communications Policy Act of 1984.

The ac! restricts the ways in which we may collect, Main and disclose personally identifiable subscriber information, and requires
us to inform you of your right and remedies.

We maintain records containing your name, address, telephone number, and information concerning service packages
and equipment, a.nd service complaints and repairs, Our records also contain information on billing and payment including (for
new subscribers af ter 9-l-9l) credit information as well as credit card information for pay-per-view events. W e use this
information to provide die services you order and for billing, tax, accounting, marketing and research functions.

We will not disclose personally identitiablc subscriber information to any third party without a subscribers prior consent,
except when disclosure is necessary to provide our services or to conduct our business. We may provide information to outside
contractors and engineers to perform installation, maintenance, or repair hrnctions, to computer services and accountants for
billing, collection, and financial ptrrposcs, to program suppliers for audit purposes; and to distributors to provide program guides.
In addition, law enforcement authorities may obtain personally identifiable subscriber information from our records upon court
order. You must be afforded die opportunity to appear in court arid contest the government's claim. Wc're required to notify you
if a court order is entered requiring us to make disclosure.

We are sometimes requested by outside parties such as charities, independent contractors that conduct advertising and
program research, and direct order retailers to supply them with subscribers' names, addresses and services subscribed to. If you
don't want to have this information disclosed to these entities, complete the form below and nehlm it to us. Under no

circumstances will we provide any information which discloses to them the extent to which you view or use any of our services
or the nature of transactions you make through our cable system.

Personally identif iable information about you will be collected and retained for so long as you remain a subscriber to
our system. Thereafter, we will retain such information only for so long as is necessary to complete billing and accounting
functions and as othenvise required by law.

No personally identifiable subscriber information will be disclosed to third parties after a subscriber ceases to be a
subscriber.

You have tile right to examine all pcrsonaliy identif iable information about you which we are maintaining at any time
during our normal business hours at our offices at i4650 Oid Lee Road Chantilly. Virginia. You may bring to our attention any
errors which you believe to exist in such information. .

Cable subscribers whose privacy rights are violated under the act may, in addition to any other remedies, bring a civil
suit in federal noun. The court may award actual or liquidated damages, punitive damages, anatol-ney's fees and litigation costs
incurred by the subscriber.

SUBSCRIBER PRIVACY -  REPLY FORM
If you don't want to have your name and address disclosed to the organizations described in the enclosed Subscriber Privacy
Notice, complete this form and return it to:

Midi: General Cable
Attn: Communications Department
14650 Old Lee Road, Chantilly, VA 2202]

Signature:
Prim Your Name:
Address:
Account Number: Date:
Pemnwl 14éotit'v'€uIou Niunhers (FIN code) are :vaihbk aper. request lo ensure privacy reg.-:rdirrg5-nur eabk Sc. via. kumar.
For information please call 378-8422.

3 H9ndbQQkQfCQmpanv P;-ivaqy Codes [1994) (compiled by Privacy & American Balminess),
9.
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